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Intfroduction

ow will artificial intelligence affect long-term U.S.-China
H competition2* Many analyses approach this question by focus-
ing on how Al technologies may enhance each side’s current ca-
pabilities—making aircraft, businesses, and nations, say, 10 percent faster
and stronger. This perspective essentially suggests a broad race: the side
that leverages modern Al technologies the most and soonest wins.

This view can mislead American strategists in two ways. First, it ignores
the new vulnerabilities, costs, and accident risks associated with adopting
modern Al technologies in certain settings." Second, and most importantly,
over the longer term, Al technologies will likely alter great power competi-
tions in foundational ways, changing both how nations create power and
their motives for wielding power against one another. In short, strategists
are trying to create strategies for a game while the field, the players, the
ball, and the rules could be changing.

Why?2 Major innovations themselves not only generate value for lead-
ing states, but also change the relative value of previously acquired assets,
organizational practices, and defense strategies. Germany's development
of Blitzkrieg during the interwar period, which represented a new way of
using motorized vehicles and radios, is often cited as a military-specific
example of important new organizational approaches. The German mili-
tary effectively adapted its operational practices to suit new technologies.
But the impact of major innovations can also be broader. For instance, the
Industrial Revolution made new factors central to national power, includ-

*In this work, we use “artificial intelligence” to mean, as per the Defense Innovation
Board, “a variety of information processing techniques and technologies used to perform
a goal-oriented task and the means to reason in the pursuit of that task.” See Appendix.



ing access to certain resources and the industrial capacity to leverage them. These
broader effects take more time to appear, but their impact can be enormous: indus-
trialization was not “revolutionary” because of the rapidity of change, as it unfold-
ed in waves over decades, but because of its ultimate magnitude of change. With
Al technologies, progressive substitution of machines for human cognitive labor may
eventually have economic and social implications on a scale comparable to the
Industrial Revolution. And like the Industrial Revolution, this Al revolution will change
some fundamental elements of national power.

Of course, these foundational shifts can render some of the current processes
and resources of a state obsolete, but they can also make what states are already
doing, or already possess, more valuable. For example, the invention of railroads
was a boon for those rich in steel precursors.? With Al, data-hungry algorithms may
advantage authoritarian states, which already surveil and catalogue their own pop-
ulations with little regard for human rights.*

We suggest an “evolutionary” view of technological change: major, wide-
ly diffused innovations are akin to environmental shifts, affecting the competitive
capacity of states based on their existing trends in population, resources, institutions,
character, and policies. Some previously “maladaptive” factors may become advan-
tageous, and vice versa; states will adapt their institutions, organizations, and policies
to the new environment in different ways and to varying degrees, and consequently
gain or lose relative power as a result. Nations that primarily focus on Al technologies
as offering marginal improvements in existing capabilities (“helping to build better
mousetraps”) will eventually miss larger opportunities to adapt. This paper is a first
step info thinking more expansively about Al and national power. In what follows, we
first explain this evolutionary view in greater detail before applying it to Al.

Ultimately, we seek pragmatic insights for long-term U.S. competition with au-
thoritarian governments like that of China. For the foreseeable future, China’s pop-
ulation and total economic size will very likely exceed those of the United States,
even as its per capita GDP lags. This new challenge differs fundamentally from the
United States” Cold War competition with the Soviet Union, and success will require
thoughtful and timely diagnosis of modern environmental shifts in how states can
produce power. These insights can guide our own investments as well as our ap-
proach to alliances. The United States has many sources of advantage and strength,
and as Joseph Nye rightly observed, “Our greatest mistake in such a world would
be to fall into one-dimensional analysis and to believe that investing in military
power alone will ensure our strength.”# This paper is a first step, intended to provoke
new questions and provide a framework for assessing the relationship between Al

and national power.*

*This work benefitted directly from the early Office of Net Assessment summer study on Al in 2016.



An Evolutionary
Theory of
echnological
Competition

WHY STATIC, UNIVERSAL MEASURES OF POWER (THAT
ARE USEFUL) DO NOT EXIST

Power is simply the relative capability of a state to achieve what it wants
in international affairs. Power depends on one state’s favorable factors
relative to another. In one of the founding works of international relations,
Hans Morgenthau proposed distinguishing nine elements of national
power: geography, resources, industrial capacity, military preparedness,
population, national character, national morale, quality of diplomacy,
and quality of government.’

Since Morgenthau'’s writing, generations of analysts have sought a
definitive way to measure national power that would, finally, allow ac-
curate judgment of relative strength without fighting a war.® The search
has included dozens of books and hundreds of journal articles offering
competing methodologies and metrics.” For example: Should measures of
useful access to resources include both steel and oil, or only steel2 How
should “soft power” be measured? What about the “latent” power that a
state could theoretically draw from its population?®

Were such a universal, “objective” measure obtainable, the benefits
would be enormous. We could easily answer questions such as, “who's
ahead?” and “if it's not us, what should we do about it2” This quest, how-
ever, has not borne fruit. Proposed measures have tended to perform
poorly when generalized.? History is full of surprises where states have



achieved victory even when “objective” metrics would predict their defeat: the Unit-
ed States owes its national existence to victory in the Revolutionary War over the
British Empire, the superpower of the time.

Why? First and foremost, power is always contextual.!® This is especially clear in
military matters. A large military’s skill at high-intensity conflict may not translate to
skill at counterinsurgency; and factors that provide one country advantage relative
to another can change. The world offers no “power particle” to measure objectively
alongside other characteristics of nature —what we intuitively mean by “power” is
mostly a generalization from particular observations." Elements of power can also
combine in surprising ways. Andrew Marshall offered the reminder that countries
with relatively smaller populations and GNPs can pose substantial challenges to
larger competitors: in 1938, Japan had roughly half the population and one-tenth
the GNP of the United States,” but it built a navy that challenged the United States
in wartime.” In part because of these issues, history is rife with leaders who have
had a large gap between their beliefs and the reality of military capabilities.™
Each competition should be analyzed carefully on its own, distinguishing elements
of power, identifying key areas of competition, and working to diagnose the most
important problems and opportunities in each area of competition.

MAJOR INNOVATIONS CHANGE THE SECURITY
ENVIRONMENT, CHANGING WHAT GIVES RISE TO POWER

Military leaders throughout history are sometimes faulted for preparing to fight
the previous war instead of the next one. We should likewise avoid strategizing
to “win the previous competition.” Just as changing adversaries from the Soviet
Union to insurgents in Iraq and Afghanistan represented a new security environ-
ment and revealed the non-fungibility of power, major innovations also change
the security environment as they are widely adopted. Such innovations do this in
part by changing what assets, practices, and strategies give rise to power.

Differential impacts of emerging technologies often bring shifts in relative capa-
bilities of individual countries.”” Thinking about long-term competition in periods of
rapid technological change therefore requires assessing how innovations change
factors related to military and national power.

Maijor innovations can change the estimations of power in three ways:

* First, innovations introduce new elements of power. Major innovations,
in changing how states generate power, can create new factors that must be
considered in characterizing power. For example, the advent of railroads,
internal combustion engines, and nuclear weapons dramatically increased



Perhaps least obviously, major innovations sometimes
broadly alter what policies states pursue, by making
certain kinds of behavior more valuable or less costly.

the importance of a state’s access to steel, oil, and uranium, respectively.'®
New factors, however, are not only limited to materials. They may also
encompass characteristics of a society’s culture, organizations, or economic

activities.”

* Second, innovations change the importance of existing elements of
power. Major innovations also change the “coefficients” of existing ele-
ments of power, causing them to matter more or less than before. For exam-
ple, Mongol light cavalry, modern navies, and ballistic missiles all changed
how geographic barriers affected one’s balance of power with geographic
neighbors, eroding the effectiveness of simple remoteness, oceans, and
armies still in the field, respectively, as shields against coercive power.”® In-
dustrialization meant the inventiveness of a nation’s scientists and engineers

became more important.

* Finally, innovations alter states” intermediate goals. Perhaps least
obviously, major innovations sometimes broadly alter what policies states
pursue, by making certain kinds of behavior more valuable or less costly.
While states retain the same ultimate ends, such as securing survival and
prosperity, the intermediate, instrumental goals they pursue to reach those
ends may shift. This can drive dramatic changes in state goals and policies.
For example, before the Industrial Revolution, potential productivity gains in
areas like agriculture and manufacturing were small and stable; this made
conquering territory a primary means by which one group could increase
its wealth and security.”” During and after the Industrial Revolution, modern
states could also pursue substantial military and economic growth by apply-
ing new technologies to increase productivity.

The next section discusses how these three changes manifest in the context of Al.






Power After Al: New
“lements, Changed
~actors, and Altered

Goals

e offer early thinking about potential changes caused by
W Al: new elements of power, shifting importance for exist-

ing elements of power, and shifting intermediate goals for

states. These are not definitive or complete results, but a starting place for
broader thinking.

NEW ELEMENTS

One of the most familiar examples of new elements of power is as-
sociated with the Industrial Revolution, when machines began to help
humans with physical labor in new and organized ways. The Industrial
Revolution led to dramatic changes in the character of war and military
power. A simple approximation is that, before the Industrial Revolution,
any group's military power correlated most closely with its quantity of
fieldable humans under arms, a measure of both taxable population
and military potential. After the Industrial Revolution, any estimate of
military power had to include a society’s industrial capacity and access
to resources to enable that capacity, which are measures of a society’s
ability to produce useful military hardware, such as ships, tanks, planes,
and submarines.

It is useful to see Al technologies today as part of another large-scale
transition: machines are increasingly helping humans with certain kinds
of cognitive labor in new and organized ways.? This transition will span
decades, with potential economic and social implications on a scale
comparable to those of the Industrial Revolution. Today, as then, there are



U.S. defense leaders believe the rapidly growing military
applications of Al technologies will be critical for the
years ahead. State power will increasingly hinge on the
new factors required to effectively adopt Al.

large questions about the future of economic production, human labor, and military
capabilities. These future trends will define new elements of power.

U.S. defense leaders believe the rapidly growing military applications of Al
technologies will be critical for the years ahead.?' State power will increasingly
hinge on the new factors required to effectively adopt Al. Four such factors often
identified by existing literature include data, Al scientists and engineers (“Al talent”),
computational power (“compute”), and Al-adapted organizations. Below, we ex-
plore the latter two in greater detail.

Ability to Access and Leverage Compute

The United States has historically used large-scale compute capabilities for
analysis of nuclear weapons detonations and cryptanalysis.??2 More recently the
U.S. government’s uses have grown to include climate modeling and a variety of
scientific applications. In the years ahead, the United States may also use large
compute resources for creating and countering new Al capabilities.

For decades, cutting-edge Al systems have used steadily increasing quantities
of compute resources, making improvements in compute capabilities a key driver of
Al progress. This usage appears to have accelerated across the last decade: the com-
pute used in the largest Al training runs has doubled every 3.4 months since 2012,
growing more than 300,000 times from AlexNet in 2012 to AlphaGo Zero in 2018.%
OpenAl researchers have shown that the 2010s appear to be the beginning of a new
computing era for Al technologies, distinct from the preceding 40-50 years.?*

For military applications where limited real-world data is available, techniques
leveraging computer simulations instead of large quantities of data may further
increase demand for compute.?* Cloud compute may become vital for rapidly
processing and fusing intelligence across platforms, while edge compute will be
necessary for autonomous systems deployed in the field tasked with assessing and
outthinking adversaries’ equivalent systems.

As such, a nation’s ability to leverage large quantities of computational power
could become a new primary term feeding into its ability to influence international



affairs. For example, the key technical precursors required to manufacture cut-
ting-edge Al chips are currently concentrated in the United States and allied coun-
tries—though semiconductor manufacturing capabilities more broadly, beyond just
the most cutting-edge chips, may further grow the importance of Taiwan and South
Korea as international trading partners.?

Importantly, compute resources must be configured in ways useful for modern
Al capabilities. High-performance computing (HPC) systems currently maintained
within the U.S. Government, such as in the Department of Energy, tend to be both
specialized for non-Al functions and subject to system-specific security measures,
posing challenges for broad, standardized utilization by other organizations. Con-
sequently, commercial cloud compute resources may better serve the U.S. Govern-
ment in deploying certain kinds of Al technologies, although potentially promising
efforts to improve the use of U.S. HPC assets for Al are also underway.? Effective
use will depend, too, on accessible software tools for using cloud compute systems—
which may prove to be comparable to process and tooling approaches developed
to make factories effective during industrialization in the United States.?®

Compute resources can flow more easily than many traded goods. As comput-
ing infrastructure continues to grow, new ways of sharing access to large, regional-
ly-concentrated quantities of compute, including through space internet constella-
tions, may create new opportunities and incentives for international partnerships.

Ability to Manage Data and Al Safety & Security
Even when states possess the raw resources required to adopt some major in-
novation, they still must undertake the often-difficult process of institutional and
organizational adaptation. Bureaucratic factors in organizations matter greatly: in
militaries, competing civilian, interservice, and intra-service actors may promote
or resist adoption of new technologies.?” Resistance can include parochial forces
that attempt to stymie adoption: for example, only direct pressure from Eisenhower
moved the Air Force to adopt ICBMs instead of focusing solely on less survivable
crewed bombers.*® Organizational culture also has significant impacts: because
mass armies threatened the pre-existing hierarchical power structure within many
European militaries, many states failed to adopt Napoleon’s innovation even after
his dramatic string of victories.®' During periods of rapid change, medium-sized
powers may have opportunities to adopt innovations more speedily than larger
powers.3

With Al, demands for organizational adaptations will be significant. Two factors
are especially important: effective data pipelines and the effective management of
security issues associated with modern Al technologies.



The ability to deploy cutting-edge Al applications will increasingly depend on
the quality of each organization’s data pipeline. Modern machine learning methods
are notoriously data-hungry, but simply possessing large quantities of data-collect-
ing sensing platforms will be insufficient—for supervised learning applications, data
must be structured, labeled, and cleaned; fusing data from many platforms, sources,
and formats will represent its own herculean challenge for many militaries. Finally,
these data pipelines must also be dynamic: data management itself must be moni-
tored, in part to detect attacks, because “data poisoning” attacks can manipulate
Al behavior by changing what lessons it learns.** Consequently, it will be increas-
ingly important for military leaders to successfully implement organizational reforms
to create and maintain effective data pipelines.

Military leaders must also learn to effectively manage the novel security issues
associated with Al technologies. Relying on modern Al systems for safety- or mis-
sion-critical tasks carries challenges because many deep learning models are ex-
ceptionally hard to interpret.3* Michael Jordan at UC Berkeley has analogized the
creation of early large-scale Al models to building bridges before civil engineering
was a rigorous discipline: “While the building blocks are in place, the principles
for putting these blocks together are not, and so the blocks are currently being put
together in ad-hoc ways. ... Just as early buildings and bridges sometimes fell to
the ground—in unforeseen ways and with tragic consequences—many of our early
societal-scale inference-and-decision-making systems are already exposing seri-
ous conceptual flaws.”* A more developed engineering discipline for Al is needed
to manage the risk of accidents from relying on opaque machines in the field.*® In
near-term military settings, effectively integrating new Al technologies will require
special investment in test, evaluation, validation and verification (TEVV) processes
by competent organizational leaders.?”

More widely, many modern Al systems are not designed to work in the pres-
ence of malevolent actors. Potential security issues for deep learning systems in-
clude adversarial examples and model inversion, in addition to data poisoning and
more traditional computer network and software attacks.®® Adversarial examples
refer to “inputs” (such as visual or audio patterns) to an Al system that cause the
system to malfunction; model inversion refers to an ability to reverse-engineer the
data used to train an Al system, which may include private or classified information.
Despite these challenges, modern machine learning capabilities will be increasingly
woven info G20 societies, economies, and military systems.™ The U.S. position with

*For example, Al technologies will intersect with 5G and networking trends in cities as autonomous
systems (like vehicles) in urban areas begin to have large quantities of interactions with other
intelligent agents—working on everything from traffic coordination to utilities management and
financial investments. The ability for intelligent systems to interact on large scales, safely and securely,
will be critical.



The U.S. position with Al technologies for the next two
or three decades appears analogous to the future that
faced IT technologies in the 1990s: Al technologies are
s0 valuable that they will be used despite substantial
design and security issues.

Al technologies for the next two or three decades appears analogous to the future
that faced IT technologies in the 1990s: Al technologies are so valuable that they
will be used despite substantial design and security issues.

What might the future look like given these vulnerabilities?2 We can only specu-
late: in direct military settings, there may be new sub-competitions that resemble the
emergence of electronic warfare after the invention of radar.** In economic systems,
in addition to the potential for the novel security risks discussed previously, there is
risk of physical manifestations of the kinds of problems currently seen in high fre-
quency trading systems, such as rapid, unanticipated interactions among automated
agents managing services in cities.*® These issues may open new vulnerabilities to
both individual rogue actors and state adversaries. Organizations that are able to
adapt early to manage these new security issues will be advantaged.

Since states vary in their access to compute, data, Al talent, and useful orga-
nizational adaptations, they will also vary in their ability to benefit from modern
Al technologies. Any national rankings based on these factors will be debatable,
but the nations that generally lead in these metrics is unsurprising, and include: the
United States, China, Japan, South Koreq, the UK, Canada, Taiwan, Israel, France,
Germany, and Russia. Advanced economies should be increasingly expected to
focus their own investments and policies on improving their positions in these areas.

CHANGED FACTORS

Industrialization meant that a nation’s stock of productive scientists and engineers
counted more than it had in the past. With the arrival of Al, various previously
recognized elements of national power will become more important, while others
may become gradually less so. For illustrative purposes below, we discuss popu-
lation size and scientific talent as contrasting examples: population size becoming
less important, scientific talent becoming more important.



Population Size
As Al technologies increasingly substitute for human labor, total population size
may become less important for national military and economic capacity. #' Just
as machines took over rote physical labor during industrialization, Al technol-
ogies will automate rote cognitive labor, from diagnosing maintenance needs
to exploiting imagery intelligence. This may reduce the total quantity of human
labor needed to maintain a military’s operational capacity. In major wars, par-
tially or fully autonomous Al platforms may further reduce a country’s need to
field humans in combat. As militaries rely more on autonomous systems for mili-
tary operations, defense planners may come to count autonomous systems and
their available domestic supply of Al chips the way they once counted soldiers
and the available domestic recruiting pool of military-age adults.*> Downstream,
this could help technologically advanced nations compensate for demographic
challenges, such as aging populations and low birth rates, a situation the United
States, China, Japan, Western Europe, and Russia all face to varying degrees.*
Population trends continue to matter for national power—but Al technologies,
like many other technologies of the past century, may further erode this importance.

Industrious Scientists and Engineers

Harnessing new technologies, both by developing technologies and accessing in-
novations created elsewhere, is an important means of growing power. Applica-
tions of Al can help in both areas, serving as a force multiplier on, and therefore
increasing the importance of, productive scientists and engineers.

Recently, for example, DeepMind'’s AlphaFold achieved breakthrough rates of
accuracy comparable to experimental methods in the protein-structure prediction
challenge known as CASP.# By obviating the need for experimental protein struc-
ture assessment, a skill-demanding and time-intensive procedure, AlphaFold rep-
resents a large augmentation of human scientists” biosciences research. In a differ-
ent domain of research, modern Al applications are able to help with chip design.*®
Researchers have demonstrated a deep learning system capable of designing the
physical layout of computer chips more effectively than human engineers.*¢ Google
has used this system to design its next generation of Tensor Processing Units (TPUs),
the company’s specialized Al chips.

Likewise, rapid progress in machine translation, automatic literature review,
and related tools means a given scientific discipline’s state-of-the-art will become
increasingly accessible and useful to well-organized groups of human scientists and
engineers. Just as the printing press alleviated the need to travel from country to
country to accumulate knowledge from different libraries, Al applications can lower
the costs for researchers to access state-of-the-art knowledge in any field.



There are three ways that modern Al applications will contribute on a large
scale to scientific discovery and engineering invention: they will contribute directly
to new discoveries and engineered systems, especially in areas that involve search-
es over large spaces in data or design;*” automate the physical work of science and
engineering, such as “self-driving laboratories” that robotically automate experi-
mental laboratory work;*® and make global scientific knowledge more accessible
to humans, such as by extracting knowledge from millions of articles as well as from
articles in many different languages.*

Finally, there is an old debate about whether science advances most because
of new ideas or new tools;*° Al technologies appear able to contribute both. In
the longer-term, Al may enable new and more creative forms of knowledge-gen-
eration that function as “pathfinders” for human brains, unlocking otherwise diffi-
cult-to-reach innovations. When AlphaGo beat Lee Sedol, its 37th move in the sec-
ond game surprised human professionals. In the words of Go master Fan Hui, “It's
not a human move. I've never seen a human play this move. So beautiful.”>" When
Al behavior surprises us, we learn something new. Looking ahead, modern and
future Al systems may be able to solve scientific puzzles that have thus far stumped
humanity’s best minds.>

Just as railways advantaged nations with access to steel, it appears that Al tools
capable of augmenting science and engineering work will favor nations with the
best existing “resources” of industrious scientists and engineers. This trend appears
likely to deepen the advantages of nations that host, or can attract, a disproportion-
ate fraction of the world’s best in those fields.*

ALTERED GOALS

Finally, major innovations can alter state strategies, as different instrumental goals
become more appealing for achieving a state’s ultimate ends.

The Industrial Revolution again provides a clear example. Before industrial-
ization, conquering territory was a primary way that one group could increase its
wealth and security relative to others.** During and after the Industrial Revolution,
in contrast, states have been able to pursue these ends effectively by increasing
productivity—as well as by gaining access to international trading networks and
new technologies to enable further military and economic growth. Territorial con-
quest by states in the modern era is rarer for many reasons—but not simply because
states have become more beneficent, instead because changes in technology
have reshaped how they can best achieve their goals.*® In short, major innovations
can alter what long-term competitions in each era are fundamentally about. In the
standard “ends, ways, means” trichotomy, this corresponds to ways. States have the



same ends (security, wealth, prestige, influence, sovereign action), but the ways that
competition is best pursued can change, such as through participation in globalized
production chains instead of territorial conquest.

With Al technologies, there are two worrying possibilities: a broad movement
toward authoritarianism and the greater use of advanced forms of population- and

economy-targeting information warfare.

Social Control Temptations

A technological innovation rarely tilts intrinsically toward “freedom” or “author-
itarianism.” It is possible, however, to try to discern how new technologies may
affect current social and economic systems in the future. Especially in authoritar-
ian states like China, Al technologies may provide elites with tools that reduce
contradictions between maintaining power and promoting economic growth
through free markets. By making authoritarianism appear more feasible, this may
generate an “authoritarian temptation” for the many states with malleable gover-
nance systems.

First, Al technologies are likely to reduce the costs of controlling populations
under authoritarian rule. Automating mass collection, processing, and analysis of
data is likely to decrease the marginal cost of controlling additional citizens, thus
reducing the resources required to indefinitely sustain totalitarianism. With access to
hundreds of millions of cameras, social media postings, bank accounts, automated
analysis of emotions and sentiment, and other data streams, Al-empowered algo-
rithms can perform much of the work previously done by secret police in pre-Al
authoritarian states.®® Automated surveillance methods are likely to scale more ef-
fectively than manual surveillance, which requires some amount of human labor per
citizen to be controlled. For example, Lichter et al. analyzed official Stasi records
from East Germany, finding that more than 1.5 percent of the population was either
officially employed or unofficially used as informers by the secret police.®” Beyond
the quantity of people involved in human surveillance operations, automated sur-
veillance may impose lower economic costs on a society than human surveillance.*®

On this matter, China appears poised to benefit from feedback cycles between
Al deployment and data aggregation—the Chinese government is already using
Al technologies to enhance population control, as well as to profile and control
its ethnic minorities.>® In these early efforts, the Chinese government is collecting
large quantities of data, from facial scans to DNA; COVID-19 has only deepened
PRC data collection on its citizens.® This data will help fuel new Al development
for social control in Chinese firms. Future Al applications could, in turn, help China

manage its data and drive more expansive collection, continuing the cycle.



China will likely export versions of these capabilities to authoritarian govern-
ments globally in the 2020s and 2030s, as it has already begun to do. According
to recent CSET research, since 2008, over 80 countries have adopted Chinese sur-
veillance technologies.®' These tools will help authoritarian governments worldwide
deepen their holds on power.¢?

Second, and more speculatively, Al progress may benefit authoritarian states by
reducing the costs and consequences of state interventions into internal markets. The
classic critique of centrally planning complex economies is that attempting to do so
poses intractable optimization problems.®® For many practical reasons, from human
organizational factors to corruption, Al technologies are unlikely to change this.
However, Al technologies could reduce, to some degree, the negative consequenc-
es of state interventions in markets.

For example, Al applications may help gather and interpret the volumes of
information necessary for more effective economic controls. An analogous effect is
visible inside large firms in both China and the United States today: companies like
eBay, Taobao, Amazon, and Uber apply machine learning to mine large volumes
of sales data to better match demand and supply. Modern machine learning tools
enable automatic pattern analysis, improved forecasting, and natural language
processing for predicting demand and performing sentiment analysis. Google's
“Smart Bidding,” for example, uses machine learning to optimize conversions for
ads; California uses Al to predict electricity demand, more effectively controlling
the power grid and reducing blackouts.®* Walmart's internal logistical management
has analogs to a centrally planned micro-economy.®® There are many challenges to
using analogous tools effectively for state economic policy, perhaps most of all the
variable goals of planners themselves. But these trends suggest national-level stra-
tegic planning may be able to benefit from better information by applying modern
machine learning tools to data accessible by states.

Leaders of authoritarian states like China may find themselves facing lower
costs for sustaining domestic political and economic control; leaders of authoritari-
an-leaning states may find themselves handed these tools by China.

The effects of Al on population control and state interventions in markets are not
certain. In the near term, however, it seems likely that Chinese elites at least believe
that Al may help them better control their society, and so too may elites in other states.

Information Warfare
Besides increasing the fitness of authoritarian governments more generally,
Al-enhanced information warfare may lower the costs of both influencing foreign

populations and pursuing economic warfare policies at scale. If mass opinion can



be decisively influenced by the clash between Al influence systems, for example,
China may determine its best bet for reabsorbing Taiwan is heavy investment in
Al-empowered propaganda.

Information attacks can also target economic systems and financial markets, es-
pecially Al systems associated with managing equities investments. An unintentional,
early demonstration of this possibility occurred in 2013, when U.S. trading algo-
rithms responded to disinformation posted by the AP’s Twitter account after it was
hacked.® Information warfare may be increasingly linked to economic warfare, not
just political disruptions.

Higher-end, Al-empowered information warfare is a more speculative, lon-
ger-term capability. Chris Wiggins has characterized current technical trends as
enabling “reality jamming”: the potential for synthetic, targeted, and optimized dis-
information at web-scale.®” In this future, current computational propaganda con-
cerns are just the tip of the iceberg. The bigger issue is the potential for large-scale
machine-generated information that is highly targeted at particular individuals or
subpopulations, evolved to maximally shape particular behaviors, and potentially
able to affect anyone with web access.®®

Leveraging these developments, governments may attempt to shape perceptions
of other populations more frequently than in the past.®” OpenAl self-censored full
publication of its GPT-2 language-generation model in 2019, for example, because
it was concerned that generating close-to-human text would enable nefarious ac-
tors to proliferate disinformation. It is easy to imagine states pursuing similar capa-
bilities for their own ends.”® According to recent CSET research, GPT-2’s successor,
GPT-3, may be especially potent at generating disinformation at scale when steered
by a skilled human operator and editor, opening up the possibility of highly effec-
tive human-machine teaming.”

These trends may pose challenges for democratic societies, though it is still too
early to make clear judgments. Three unresolved questions exist today: First, if a
long-term risk in authoritarian systems is intellectual conformity, an analogous effect
in democracies may be mob majoritarianism.”? This inherent challenge in democrat-
ic societies could turn out to be exacerbated by modern information technologies
and make organizational reforms even more difficult. Second, more research is
needed to understand the balance between democracies’ ability to use disagree-
ments and diverse information to advance new explanations and solutions, and the
potential for information attacks to undermine political stability.”® And third, most
fundamentally, Western democracies, and particularly the U.S. system of govern-
ment, are based on a foundation of individual freedom where individuals are the



best judges of their own interests. It is not yet obvious how Western institutions will
adapt to machines that can anticipate —or shape —individuals’ own preferences,
states, and choices better than the individuals themselves can.”

In the context of international competition, leveraging Al technologies to alter
target states’ national priorities or political stability through information warfare

would represent “winning without fighting” par excellence.






Creating new con-
ceptual tools for U.S.
decision-makers and
analysts to make
sense of Al technolo-
gies effects is vital to
American prosperity.
Over the long term,
these technologies
will create significant
changes in U.S.-China
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Conclusions and
Key Points

In this evolutionary theory of technological competition, Al’s effects
I on national power fall into three categories: new elements of pow-

er, changed factors, and altered goals. Exploring new elements
required for successful Al adoption, such as compute and organizational
adaptations, helps us understand when, how, and why some societies
may be better positioned than others to benefit from major innovations.
Similarly, the idea of changed factors helps focus on how existing ele-
ments of national power may have changing importance, such as pop-
ulation size and industrious researchers. Finally, thinking about altered
goals of states in competition shows how major innovations can reshape
the ways that states engage in competition, such as enacting new do-
mestic political and economic controls and leveraging Al-enabled
information attacks on other states’ social and economic systems. This
research offers a way to start thinking about these issues together, and
hopes to spur new, wider thinking and work.

Creating new conceptual tools for U.S. decision-makers and analysts
to make sense of Al technologies’ effects is vital to American prosperity.
Over the long term, these technologies will create significant changes in
U.S.-China competition.

From this research, we see three early sets of insights into opportunities
for U.S. leaders:

* Thinking of long-term competitions in an evolutionary framework
makes large, broadly-diffused technology changes akin to envi-
ronmental shifts. Like a volcanic eruption or the start of an ice age,



broad adaptations are valuable and some states will be better at adapting
than others. It is useful to begin thinking about how Al technologies can
create new elements of power, change the importance of existing elements
of power, and alter the goals of states in competition. Getting a better sense
of Al's effects in each of these factors will be critical for major powers.

The United States has a number of opportunities: studying the approaches
of other countries, especially U.S. competitors and medium-sized, quick-
ly-changing countries;” developing strategies for global leadership in
producing, using, and sharing compute resources; supporting development
of Al engineering as a rigorous discipline in the United States and lever-
aging humans trained in it; continuing to push DOD and IC organizational
reforms for how data is managed and leveraged; and leveraging Al tools,
cross-training between Al and other disciplines, and high-skilled STEM
immigration to access new breakthroughs in science and engineering more
widely.

* Al technologies may change not only what states can do, but also what
they want. Major innovations can broadly alter intermediate, instrumental
objectives that states pursue by making certain kinds of behaviors more
valuable or less costly. This can drive dramatic changes in state goals and
policies. The United States may look for new opportunities in technolo-
gy-related democracy promotion; shaping Al technologies themselves to
favor democracies, such as by supporting development of Al technologies
with less dependence on centralized data; 7 and developing approach-
es to more rapidly adapt social and economic institutions to “information
attacks” by Al systems.

* Finally, effects of technological change can be highly asymmetric: new ele-
ments, changed factors, and altered goals may have very different manifes-
tations in different countries. For the United States, this means learning from
its competitors without mirror imaging them and sharing insights with allies
before assuming they should symmetrically match U.S. policies. Perhaps
most significantly, it may also mean looking ahead to how Al technologies
may affect the aims and interests of U.S. allies and partners.

The scale of possible impacts from major technologies is obvious: the United
States benefitted greatly from growth connected to technological and economic
changes in the 40 years from 1880 through 1920; and China has also already
benefitted from a mix of technological and economic changes in its resurgence from
1980 through 2020.”7 Recent history demonstrates that getting technology right is



critical for long-term national flourishing—and determining trajectories for the Unit-
ed States and China over the next 20 to 30 years.

Can we sketch the longer-term future? Only speculation is possible today:
Broad historical examinations tend to suggest that more successful societies
present fewer obstacles to long-term change and, especially, limit the costs of intel-
lectual conformity. They seek to maximize the benefits of pluralism, competition, and

mechanisms to share, challenge, and supplement new knowledge.”

A key challenge for China will be limiting the long-term costs of intellectual con-
formity induced by an authoritarian government. A favorable factor for China will
be the dynamic organizations it has built over the last 20 years, which may remain
able to adapt and benefit from organizational learning as the world continues to
change over the next 10 to 20 years. In the longer term, however, continued evolu-
tion seems increasingly challenging for China under the CCP and absent substantial
pluralism; many of its main challenges for net economic-technological growth are
likely to persist, while the benefits of its dynamic organizations are likely to decline
over time.

A likely challenge for the United States will be institutional and organizational
sclerosis, which will make organizational learning and adaptation challenging over
the next decade. Interactions between Al technologies and democratic institutions
increase uncertainty and may exacerbate these challenges. Weighing against these
factors is Samuel Huntington’s reminder of the United States’ multidimensional sourc-
es of power and ability for self-renewal.”” The most favorable factors for U.S. vitality
and competition with authoritarian governments coincide with its enduring strengths:
areas such as its cultural values and pluralism, overall approach to governance, and
access to global talent.® In the longer term, the United States’ central challenges
appear more temporary, and its greatest advantages more enduring—a favorable
outlook achievable with thinking and work today.






Appendix

In 1948, after John von Neumann gave a talk on computing machines in Princeton, a member of the audience asked
the canonical question: Of course, machines can't really think, can they2 Von Neumann replied, “You insist that there
is something a machine cannot do. If you will tell me precisely what it is that a machine cannot do, then | can always
make a machine which will do just that!”®" Part of the challenge of defining Al has been that defining intelligence and
thinking in humans continues to be difficult.

This paper uses the definition of Al from the Defense Innovation Board: a variety of information processing techniques
and technologies used to perform a goal-oriented task and the means to reason in the pursuit of that task.t? More col-
loquially, Al can be thought of as a broad discipline and set of technologies centered on creating machines that can
make decisions relatively well under uncertainty.®

It is useful to distinguish Al from autonomy. The former is defined above; the latter is best thought of as some degree of
delegation of decision-making agency to another entity, which could be a human or a machine.®* Systems can have
neither, both, or one of these two things. For example, an autonomous military system can be unintelligent, as in the
case of a landmine, or an intelligent system can support humans without autonomy, as in the case of an information
system for a pilot.

The 2010s were the third period of global excitement about Al. The first period occurred in the 1960s, centered in the
United States and the UK, and the second period occurred in the 1980s, centered in the United States and Japan. Both
periods were associated with significant investment and optimism for cascading breakthroughs in machine intelligence.
Both periods were followed by “Al winters”: periods of widespread divestment from Al R&D and the belief that earlier
expectations had far exceeded reality.®> The current period will probably be remembered as being centered in the
United States and China, though with substantial activity in the UK, Europe, Canada, Japan, Israel, and South Korea.

Since the 2010s, most excitement about Al has focused on machine learning (ML), and, within ML, mostly on applica-
tions of neural networks (deep learning). ML is a broad subfield of Al that centers on inference from data and overlaps
substantially with statistics and optimization. “Neural networks” refers to a family of statistical models for extracting
patterns from large quantities of data, originally inspired by the behavior of biological neurons.

While the rediscovery and improvement of neural nets started the current Al wave in the late 2000s, specific trends over
the last 20 to 30 years enabled the success of recent applications: global growth and diffusion of compute resources;
large quantities of digital data globally; and the connection of these two by the global internet. For this reason, the
foundation of modern Al advancements is often called the “triad” of new algorithms, compute resources, and data.
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