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Executive Summary

The overwhelming majority of Chinese artificial intelligence and
machine learning, or simply Al, research coauthored by People's
Republic of China (PRC) security force organization affiliates is
published in Chinese, not in English. Despite the general decrease
in the number of security force papers in all topics, Al research
bucks the trend and continues to increase in volume. Computer
vision is the most active subfield of Al research, much more so than
natural language processing or robotics. The PRC security force
organizations discussed in this brief include two police-like forces
(the Ministry of Public Security and People's Armed Police Force)
and the various components of the People’s Liberation Army (PLA).
The military components produce the largest share of Al research
output by volume and each specializes in mission-relevant Al
applications, such as multi-target tracking and targeting, and
air/surface/underwater autonomous systems, among others. The
policing organizations, likewise, have mission-specific areas of
emphasis in facial recognition, gait recognition, forgery detection,
fingerprint recognition, and steganography, among others.
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Introduction and Overview

The PRC has set about prioritizing Al technologies and applications
as part of its larger military modernization and economic
competitiveness efforts. Chinese President Xi Jinping has spoken at
length about the importance of Al, arguing in May 2019 that Al is
the “driving force for scientific and technological development,
industrial optimization and upgrading ... and major productivity
improvements.”! In the military space, in its drive for
“intelligentized” (% f&1k) warfare, the PLA is pursuing various
types of Al-enabled weapons systems, including unmanned
vehicles and intelligent software.?

The “New Generation Artificial Intelligence Development Plan”
G — AR L& Re & JE LK) is the seminal policy that lays out
China’s Al aspirations, spanning Al education, technology
standards, military advancements, agriculture, talent, and many
other fields.® The plan lays out incremental goals for the
improvement of China’s Al capabilities through 2030, in
conjunction with large-scale industrial policies like China’s 13th
Five-Year Plan* and the Strategic Emerging Industries lists.®

China’s security forces are also incorporating Al into their logistics
and combat operations. The PRC maintains police, military,
paramilitary, and intelligence organizations to enforce law, maintain
domestic order, serve domestic communities, engage in foreign
military relations, and otherwise protect national security interests.®
The high-level PRC security force organizations considered in this
data brief include the following:

1. Ministry of Public Security (MPS), the national police agency
that exercises oversight of the nation’s day-to-day law
enforcement and security.’

2. People's Armed Police Force (PAP), a PRC paramilitary
organization that is responsible for maintaining domestic
order during periods of unrest in the face of riots, terrorism,
and disaster response and otherwise “has the duty to assist
other law enforcement forces in arrest, pursuit, and escort
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operations.” The PAP also supports the military during
wartime.®

3. People’s Liberation Army, the armed forces of the PRC,
including the Air Force (PLAAF), Ground Force, and a mix of
other miscellaneous organizations that are part of the PLA
(PLAGF/M), Navy (PLAN), and Rocket Force (PLARF).

All of these organizations maintain research capabilities of some
sort, which have some unknown mix of openly discussed and
undisclosed projects. This data brief describes the publicly
disclosed research activity of individual researchers as aggregated
at the organizational level. It also analyzes scholarly papers”
authored by researchers that claim a direct working affiliation to
the above security force organizations or their components.'® We
informally refer to such papers as “authored” by the organizations
if one or more authors of the paper are affiliated with that
organization; however, this does not mean that each of these
research papers reflects the official position of the affiliated
organization. After a review of the English and Chinese scholarly
literature, we omit the Ministry of State Security from our analysis,
which authored less than 50 public papers.’

We analyze publication activity from 2010 to 2019 and find,
perhaps unsurprisingly, that most security force agencies openly
published scholarly papers in Chinese-language venues, as
included in the Chinese National Knowledge Infrastructure
(CNKI).1t Specifically, 83 percent (597,753 papers) of the PRC
security force affiliated papers are published in Chinese venues.’

" We consider a paper to be a scholarly paper if (a) it is included in a preprint
archive or one of CSET’s publication databases and (b) contains references that
cite other papers.

"Note that only 21 papers are authored by researchers with Ministry of State
Security affiliations from January 2005 to June 2020 in the CNKI database;
therefore, this organization is excluded from this analysis.

" This data brief only includes papers authored by individuals directly affiliated
with security force organizations rather than reviewing academic work funded
by these organizations or all the content in journals dedicated to research
regarding their mission. This provides the most direct public signal of
institutional research activity. A full analysis would be comprehensive if it
included all these methods, but that is beyond the scope of this paper.
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The remaining 17 percent (118,131 papers) are published in
worldwide venues, see Figure 1. When we specifically review Al-
relevant papers, we found that this phenomenon is even more
pronounced, with 93 percent (51,602 papers) of the total Al-
related PRC security force-authored papers only available in CNKI.

Figure 1. Total number of papers authored from 2010 to 2019 by
researchers with PRC security force affiliations in all topics, across
Chinese- and English-language venues.
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Sources: CSET Merged Corpus and CNKI, queried October 2020.

Although the overall annual number of Chinese-language security
force papers has been decreasing in all topics, PRC security forces
are bucking that trend and becoming more active in openly
published Al research, as depicted in Figures 1 and 2. The overall
quantity of papers in all venues and authored by PRC security force
researchers drops roughly 3 percent per year (or just under 1,900
papers per year) from 2017 to 2019." This stands in stark contrast
with the number of security force papers published on the topic of

" The total number of papers published worldwide dropped by just under 2
percent by year from 2017 to 2019. These include unique paper records from
three worldwide paper databases and one Chinese paper database. The PRC
security force drops 1.56 times faster than the worldwide average during this
same time.
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Alin 2017-2019, which has grown on average 18 percent per year
(1,116 papers per year), see Figure 2.

Figure 2. Total number of Al-relevant papers authored from 2010
to 2019 by researchers with PRC security force affiliations across
Chinese- and English-language venues.
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Sources: CSET Merged Corpus and CNKI, queried October 2020.
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Topical Analysis with Research Clusters

We start our analysis with 49,105 Al PRC security force authored
papers in CNKI between 2010-2019, which are distributed over
14,238 topical research clusters.” As we filter these clusters further
for Al-relevance,'? we use this research structure to find and
explore especially active research topics and from there, infer the
publicly accessible view of the high-level research agenda for the
PRC security community.’

These clusters organize the global scientific research activity into
groups of documents that are similar, meaning they tend to cite
one another more than papers outside their cluster. Each group of
related papers tend to focus on specific research problems, not
groups of people, and are not intended to represent personal or
professional relationships or networks. We analyze the high-level
research agenda through the lens of these topical research groups.
Table 1 provides a high-level summary of the topical areas in which
the PRC security forces publish their Al-related papers.
Unsurprisingly, the vast majority of Al-related papers are published
in computer science, but Al applications are also evident in
engineering, medicine, biology, physics, and materials science,
among others.

" The topical research cluster structure is created by CSET’s global research
model and is constructed out of over 104.8 million papers and 127 thousand
research cluster groupings dating back to 2005. This represents more than 90
percent of the world’s scientific literature based on conservative estimates. Note
that an Al paper can be clustered into a topical research cluster that does not
meet the threshold to be an Al-relevant research cluster.

' To accomplish this topical analysis, the authors leverage CSET’s comprehensive
network of the world’s scholarly publications that are connected by paper-to-
paper citation links. The primary sources used include CNKI (Tongfang
Knowledge Network and distributed by East View), Dimensions (Digital Science),
Microsoft Academic Graph (Microsoft), and Web of Science (Clarivate) data
repositories. The resulting set of over 104.8 million papers have over 1.4 billion
citation links, which are used to create 127 thousand research clusters.
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Table 1. Breakdown of PRC security force participation in high-level subject

areas.
Number of
Research Total Al PLA Total Al [MPS Total Al |PAP Total Al

Subject Area |Clusters Papers Paper Count (Paper Count |Paper Count
Computer Sci. 5,095 27,786 25,783 1,638 805
Medicine 2,065 3,268 3,062 78 187
Engineering 1,824 7,192 6,959 172 144
Mathematics 852 3,139 3,004 104 59
Biology 849 1,465 1,394 45 47
Materials Sci. 842 1,455 1,408 33 27
Chemistry 501 858 754 89 49
Psychology 412 613 528 70 28
Enviro. Sci. 361 697 656 31 15
Physics 349 793 769 14 16
Business 318 546 476 60 20
Geology 236 497 462 7 38
Economics 211 285 257 28 4
Sociology 104 144 115 30 5
Geography 98 190 165 25 8
Political Sci. 86 139 120 18 5
Unknown® 16 17 16 1 0
Art 8 10 5 5 2
Philosophy 7 7 4 3 0
History 4 4 3 1 0
Total 14,238 49,105 45,940 2,452 1,459

Source: CNKI, summary statistics are current as of October 2020.

" The high-level topical categories are determined by finding the most common
Microsoft Academic Graph'’s high-level topical label for papers in each cluster.
Note that 16 research clusters have no label because there are an insufficient
number of papers included by Microsoft Academic Graph to accurately assign
the high-level category.
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Publication activity is not uniform across the security forces. We
see that PLA researchers author the largest number of papers with
94 percent of the total Al security force papers in CNKI, followed
by MPS (5 percent) and PAP (3 percent).” Interestingly, 12 percent
of Al-relevant papers are coauthored by PRC security force
researchers affiliated with hospitals or other organizations of an
obviously medical nature. The smaller number of papers published
by PAP-affiliated authors would seem to indicate that a larger
fraction of PAP research is not public, as compared to MPS.

We know that Al is not a ‘thing’ or a ‘widget’ and that the
landscape of Al is not homogenous. Chinese and U.S. experts
generally agree on descriptions of how artificial intelligence (AN L%
fi£) could be applied to weapon systems, envisioning numerous
applications related to intelligent command and control systems;
autonomous vehicles; and intelligence, surveillance, and
reconnaissance software, among others.®® In order to better
understand the actual impact of subdomains within the scientific
field of Al research, we break down this classification further into
three broad application types: computer vision (how computers
process and interpret images and videos), natural language
processing (how computers process, interpret, and use human
language), and robotics (how programmable machines use Al to
interact with their environment). A fourth category is added for
General Al/ML (machine learning), which collects papers that are
not strongly related to these three areas.’ This breakdown enables
analysis of topical research areas strongly associated with coherent
Al-relevant research communities and focuses our attention on
13,093 papers in these research clusters.

" Note that the percentages do not sum to 100 percent because some papers are
coauthored by individuals from a combination of PLA, MPS, and PAP
researchers.

"The PAP (21 percent) and PLA (13 percent) have the largest fraction of
medically-relevant Al research papers, while MPS has a very small fraction of its
work in this domain (2 percent).

* Each research cluster is classified into one of the four bins when at least 25
percent of its papers are tagged as relevant and it is the most common
classification.
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The computer vision category is the largest focus area of research
for the PRC security forces. This work includes, but is not limited
to: target detection, object tracking, hyperspectral imaging, facial
recognition, gait recognition, vehicle detection, forgery detection,
and fingerprint recognition. This emphasis on Al-based computer
vision is also seen more broadly in Chinese paper and patenting
activity across the entire country.** Natural language processing
garners considerably less attention overall, and often focuses on
areas such as sentiment analysis, analysis of online social media,
and text classification. Robotics likewise attracts relatively less
attention and covers areas such as control systems, unmanned
aerial vehicles (UAVs), underwater autonomous systems, surface
autonomous vehicles, robotic exoskeletons, and humanoid robotics
research. The General Al/ML category contains a mixed group of
application areas and covers topics such as, path planning,
targeting, multi-target tracking, intrusion detection, computer
network operations, steganography, and other application areas
(e.g., data analysis, medicine, electrical or mechanical engineering,
advanced materials engineering, etc.). Table 2 shows this
breakdown by Al-relevance for each PRC security force.” The table
also disaggregates the PLA into PLAAF, PLAGF/M," PLAN, and
PLARF components.

" We tabulate based on author-reported affiliations in each paper. In particular,
we did not investigate whether an author holds multiple appointments.

" PLA Miscellaneous Organizations refer to PLA-affiliated entities outside of
combatant command units. Examples: Academy of Military Science (%2 £}2F5),
National University of Defense Technology ([EBliEH kK 2%), General Armaments
Department/Equipment Development Department (sl 2% 48350 /2% £ K 35),
Strategic Support Force (4EH% 342 HERA).
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Table 2. Count of PRC security force-authored Al papers and number of Al-
relevant topical research clusters (RCs) over which they are distributed by
broad application type.

PRC Security
Force
Organization

General Al/ML
Papers (RCs)

Computer Vision
Papers (RCs)

Natural
Language
Processing
Papers (RCs)

Robotics
Papers (RCs)

MPS 285 (183) 470 (195) 47 (28) 9(7)
PAP 151 (100) 189 (110) 6 (5) 11 (11)
PLAAF 1,217 (354) 650 (196) 14 (13) 45 (29)
PLAGF/M 3,190 (667) 2,963 (423) 283 (78) 304 (104)
PLAN 1,122 (339) 628 (206) 26 (20) 123 (44)
PLARF 696 (250) 603 (173) 7 (6) 54 (33)
Grand Total 6,661 5,503 383 546

Source: CNKI, summary statistics are current as of October 2020.*

PRC security force organizations tend to be relatively small players
in the larger research clusters. This is expected due to the applied

nature of their work and the likelihood that discussion of specific Al
applications is most likely avoided in public.

" To avoid double counting, research cluster totals are not summed. It is possible
that a research cluster contains papers from more than one organization or PLA
component.
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As we conclude our high-level review of the PRC security force
public research portfolio, let us turn our attention back briefly to the
3,734 Al-relevant papers (7 percent of the total PRC security force
Al output) published outside of CNKI in largely English-language
venues. We find that the vast majority of these papers written in
English are published in the same topical research clusters as those
published in CNKI. Of the 1,690 unique Al-relevant research
clusters containing papers from CNKI, all but one also have PRC
security force authored papers in English. Additionally, the papers
written in English expand the PRC security force presence thinly
across an additional 742 topical areas (31 percent expansion). The
largest relative increase in topical coverage is in the area of natural
language processing.”

" The expansion in topical research cluster (RC) coverage with the inclusion of
English-language venues beyond those in CNKI is as follows: adds 169 RCs for a
total of 702 RCs (24 percent of total) in computer vision, 89 RCs for a total of
186 RCs (48 percent of total) in natural language processing, and 93 RCs for a
total of 272 (34 percent of total) in robotics.
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Exploring Specific Research Clusters

Digging deeper into particular research clusters can offer additional
insights. An example of such analysis is provided in the following
sections to highlight the utility of this analytic approach. What
follows highlights one or two research clusters per organization
and is not designed to be a comprehensive review of the literature
published by each organization.

Ministry of Public Security

The MPS has long leveraged data mining and Al research to
improve its surveillance and intelligence capabilities.’® Two of MPS’
key Al research clusters deal with visual object tracking, data
mining, and counterterrorism intelligence (< Z{##K). Of the 127
papers authored by PRC security forces on visual object tracking,
11 are by authors affiliated with MPS, which has a small public
research footprint, relative to the other security forces assessed in
this study.”

This cluster activity connects to broader signals and priorities seen
in Chinese media and government documents. For example, in
2017, the MPS Internet of Things Technology R&D Center (15X
F AR & A 0)—which sponsored two of MPS’ Al research papers
in this cluster—unveiled an “Airport Public Security Intelligence Big
Data Research, Analysis, and Decision Support System” (H174 %
TR EHE 98T 2 5t) for deployment in airports in Nanjing and
Chengdu.'® The system is designed to collect and integrate
information from video surveillance cameras, mobile terminals, and
passengers’ social media profiles into a database that security
officers can search and apply to real time video feeds. The ultimate
goal is to identify suspicious passengers, track pedestrians, or
monitor crowd formation. These types of research activities
continue into 2021.Y

Beyond its in-house research and development, MPS is also
contracting with private companies to develop advanced

" Note that 2,470 (5 percent) of the scientific papers in this study were by MPS
authors.

Center for Security and Emerging Technology | 13



surveillance tools. The company Henan 863 Software, for example,
is marketing an “Anti-Terrorism Big Data Visualization Command
Platform” (SR K #EHE 7] AL 4E 7 &), which it calls “a support
platform for the management departments of public security
organs.”'® These kinds of data streams also contribute to the
formation of China’s “smart cities,” which integrate and manage
data related to traffic, energy usage, and crime.®

People's Armed Police Force

The PAP appears to be heavily invested in applying Al to
steganography (a practice for concealing a message within a public
message or image).?° Two research clusters in particular have a
significant PAP presence; first on steganography images and
methods (22 papers by PAP authors), and steganalysis—the
analysis of steganographic images (27 papers by PAP authors).
With its primary focus in internal security, this indicates that the
PAP may be conducting Al-related steganographic research in the
context of monitoring and surveilling Chinese citizens. In 2017 and
2018, the PAP underwent “the most profound restructuring since
its establishment in 1982,” coming under the centralized control of
Xi Jinping.?! Over the past decade, the PAP has been involved in
the construction and management of China’s broad surveillance
apparatus, most notably in Xinjiang Uyghur Autonomous Region,
where the PAP have been involved in augmenting local police
forces, deploying facial recognition and surveillance technology,
and opening and overseeing “re-education camps.”??

There is evidence beyond the scientific literature that further
suggests the PAP’s interest in steganography. For example, in
2015, the PAP filed a steganography-related patent entitled “A
kind of image latent writing analysis method and its device” (—##
IG5 3 #7392 DL R 8 ) .23 In addition, the PAP Engineering
University in 2020 won five awards from the Chinese Ministry of
Education for projects associated with steganography, including
“|dentity authentication system based on implicit learning” (3& T W
K22 ST BN IE & 4t) and "Image code system based on SM9
and steganography” (3£ T SMO FIf&aE A K]« BUZIS” £ 45).24
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People’s Liberation Army, Air Force

The PLAAF is most active in a research cluster focused on Al
papers, methods, and evidence theory. Within this cluster, the
PLAAF-affiliated authors wrote 106 papers. The PLAAF papers
indicate a focus on Al at a theoretical level, as Chinese experts
believe that Al will be applicable to many air-related technologies,
including UAVs and air defense systems.?® Many of the papers in
this cluster appear to relate to target recognition evidence and
theories, spanning as early as a 2006 paper on “Intelligent target
recognition method of sequential images based on DSmT” and a
2007 paper entitled “Target recognition system based on D-S
theory of conflict evidence.”

Notably, 56 papers in this cluster are written in conjunction with
any one of China’s Seven Sons of National Defense (E[;-£T), a
group of seven Chinese universities under the Ministry of Industry
and Information Technology that play an important role in Chinese
defense research and development (R&D).?¢ Of the 56 papers
written with Seven Sons universities, almost all are written in
conjunction with Northwestern Polytechnical University (NWPU; i
JE LMk K2%)." According to the Australian Strategic Policy Institute,
NWPU research focuses on aviation and space technology and is
known for UAV R&D.?” NWPU is also heavily involved in target
recognition-related research in Al and ML and has published
significantly on this subject.?® Furthermore, NWPU has filed at least
two related patents, including a 2010 patent entitled “A method for
detecting and tracking infrared dim and small targets in a complex
background” (—# & 2475 5t N 24055/ B bR ES I A ER B 57%) % and

a 2017 patent on “Spatial target recognition method based on
deep learning” (Z& TR FE 5% 2 123 0] HAR IR B 7715).3° These
findings are consistent with prior assessments of PLAAF-
sponsored research, which has noted a focus on Al-enabled air
defenses.’!

"It is important to note that NWPU has a deep-rooted history with military
aeronautics, as it is the result of the merging of three Chinese research entities:
Northwestern Engineering Institute, the East China Aeronautics Institute (also
referred to as the Xi’an Aeronautic Institute), and the PLA Military Engineering
Institute.
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People’s Liberation Army, Ground Force / Miscellaneous

PLA universities, specifically the National University of Defense
Technology, appear interested in applying Al to unmanned ground
and all-terrain vehicles, as demonstrated in a research cluster
focused on terrain, robots, and methods. Of the 18 papers in this
cluster, 10 are written by NUDT. The remaining eight papers are
coauthored with researchers from various Seven Sons and civilian
universities, and one is written by a PLA unit likely associated with
Central Military Commission’s Logistics Support Department.

The majority of papers in this cluster assess ways to improve an
unmanned or robotic systems’ ability to navigate difficult terrain.
For instance, a 2017 paper from Tianjin University of Technology
proposes a classification algorithm to facilitate a robot’s movement
abilities by perceiving the surrounding environment, and a NUDT
paper from 2011 looks for ways to build an automated navigation
system for an off-road environment. Others in this cluster look to
improve a robot’s ability to detect hazards, such as a 2014 piece
entitled “A summary of water obstacle recognition technology in
complex field environments” (5 7% B MR EE T /KRG R H AR ZRR).

All of the work done by NUDT in this cluster comes out of the Key
Laboratory of Electrical Engineering and Automation (& B £} AXHL H
THE B3P & 555256 =), which is housed within the School
of Intelligence Science. According to the school’s description, over
300 million RMB has been invested to focus on R&D in weapon
equipment automation and simulation, unmanned combat, and
precision guidance, among other topics.3?

People’s Liberation Army, Navy

The PLAN envisions several applications of Al, but two of the most
prominent explore remote sensing and autonomous underwater
vehicles (AUV). Specifically, two research clusters focus on
decluttering radar to detect underwater objects, and modulating
and classifying radar signals. Of the 206 papers authored by PRC
security forces in the radar signal cluster, 23 are by authors
affiliated with the PLAN.
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Most PLAN papers in these clusters discuss using ML methods to
improve undersea radar detection and object identification—
typically by calculating and applying mathematical filters in real
time to reduce unintentional clutter or noise, and fusing those
signals to create radar signature libraries comprising a wide array
of targets.”

The PLAN authors frequently partner with other research
institutions, and one of the most common is the Shenyang Institute
of Automation (SIA; VLFH H 3L FLHT) within the Chinese
Academy of Sciences. Since its founding in 1958, SIA has been a
forerunner of China’s underwater autonomy and Al research. The
institute has signed strategic cooperation agreements with most
prominent Chinese defense companies—including the world’s
largest shipbuilding conglomerate, China Shipbuilding Industry
Corporation—and frequently coauthors research with the PLAN.34
In the 1990s, SIA unveiled its first AUV, the CR-01 Explorer. Over
the past 25 years, it has made gains in the fields of undersea object
detection and unmanned vehicle navigation. As of 2020, SIA plans
to develop two series of AUVs, capable of traversing long ranges
or diving to deep-sea depths.3®

People’s Liberation Army, Rocket Force

The PLAREF is looking to leverage Al primarily to improve missile
guidance and target discrimination. Its two largest research
clusters focus on using ML in celestial navigation and control
systems to improve missile guidance, and to help missile defense
systems discriminate between objects in an intercontinental
ballistic missile (ICBM) threat cloud.3¢

The PLARF’s chief application of Al is to help missile seekers detect
and recognize targets. In 2020, the PLARF launched a $1.1 million
competition entitled “Intelligence Rocket, Fire Eyes” (“& fiie kK R"),*

in which it sponsored teams of Chinese university researchers to

" PLAN papers included titles such as “Modulation Classification of
Communication Signals Based on Broad First Search Neighbors Clustering,”
“Novel method for extracting features of MPSK signal,” and “An Algorithm for
Automatic ldentification of Digital Modulation Types.”
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develop Al applications useful for ballistic missile guidance
systems.38 Specifically, the competition focused on image
recognition and remote sensing applications capable of operating
in cluttered environments.® Intelligence Rocket, Fire Eyes is one of
many research and entrepreneurship competitions the PLA is
leveraging to innovate in Al.*° But much of the PLARF’s own Al
research has focused on celestial guidance systems—using
machine learning to recognize and calculate a missile’s position in
space relative to certain stars.

The PLARF also supports autonomous flight research. Its fourth
largest Al research cluster focuses on improving autonomous
navigation in missile systems. Of the 123 papers authored by PRC
security forces within this cluster 25 papers are by authors
affiliated with the PLARF. The PLARF research into autonomous
flight has already paid dividends for China’s cruise missile industry.
In 2018, the China Aerospace Science and Technology Corporation
unveiled the CH-901—an autonomous, loitering munition similar to
the Israeli IAl Harpy.** Achieving fully autonomous cruise missile
navigation would significantly improve the PLA’s anti-access/area-
denial capabilities.
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Conclusions

It has been well established that the Communist Party under Xi
Jinping is seeking to make Al a national priority for China.*? That
priority naturally extends to its security forces and defense
industry. But the actual status of Al research in China has been less
clear, especially where security is concerned.*?

Analysis of the scientific literature has long been discussed as a
useful resource in understanding activities in technical advances
around the world.** However, it is often difficult to provide analysis
that can be contextualized in any meaningful way. Here we show
that not only can our comprehensive approach to clustering
worldwide scientific literature into topical networks be useful, it can
even shed light on communities once viewed as difficult to explore
using publicly available information.

This analysis uses new analytic methods and clearly shows that
publicly available research information can give us a useful signal
into military, paramilitary, and law enforcement research portfolios
around the world. The Chinese security forces are openly
publishing in their own language, and while this is clearly not a
comprehensive representation of their work, it is a signal that
should not be ignored.

Beyond the security forces themselves, ostensibly-civilian
institutions like the Seven Sons of National Defense and the
Chinese Academy of Sciences likely play a significant role in
security- and defense-related scientific research. Policies like
China’s military-civil fusion (MCF; Z [Xfl &) strategy are looking to
the civilian sector to develop new and innovative ideas. Although
this report briefly touches on examples of coauthorship between
the PLA and these universities, further research is required to
assess what role these institutions play in overall security research.

Public scientific literature shows an increasing emphasis on Al
research in the Chinese security forces against the backdrop of an
overall drop in open publication. Within Al, the PRC security forces
are focusing on a variety of research areas that support policing
and military-relevant activities that go beyond facial recognition to
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include capabilities such as target detection, object recognition, and
hyperspectral imaging. Lastly, we find that much of this openly
published work is consistent with higher level doctrine and
activities, which suggests that this is a valuable tool for better
understanding Chinese military priorities.
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