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Executive Summary

Since the U.S. Department of Defense adopted its five safe and
ethical principles for Al in February 2020, the focus has shifted
toward operationalizing them. Notably, implementation efforts led
by the Joint Artificial Intelligence Center (JAIC) coalesce around
“responsible Al” (RAI) as the framework for DOD, including for
collaboration efforts with allies and partners.! With a DOD RAI
Strategy and Implementation Pathway in the making, the first step
to leading global RAl in the military domain is understanding how
other countries address such issues themselves. This report
examines how key U.S. allies perceive Al ethics for defense.

Defense collaboration in Al builds on the broader U.S. strategic
consensus that allies and partners offer comparative advantages
relative to China and Russia, which often act alone, and that
securing Al leadership is critical to maintaining the U.S. strategic
position and technological edge. Partnering with other democratic
countries therefore has implications for successfully achieving
these strategic goals. Yet the military aspects of responsible Al that
go beyond debates on autonomous weapons systems are currently
under-discussed.

Responsible and ethical military Al between allies is important
because policy alignment can improve interoperability in doctrine,
procedures, legal frameworks, and technical implementation
measures. Agreeing not only on human centricity for militaries
adopting technology, but also on the ways that accountability and
ethical principles enter into the design, development, deployment,
and diffusion of Al helps reinforce strategic democratic advantages.
Conversely, ethical gaps between allied militaries could have
dangerous consequences that imperil both political cohesion and
coalition success. More specifically, if allies do not agree on their
responsibilities and risk analyses around military Al, then gaps
could emerge in political willingness to share risk in coalition
operations and authorization to operate alongside one another.

Even though the United States is the only country to have adopted
ethical principles for defense, key allies are formulating their own
frameworks to account for ethical risks along the Al lifecycle. This
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report explores these various documents, which have thus far been
understudied, at least in tandem. Overall, the analysis highlights
both convergences in ethical approaches to military Al and
burgeoning differences that could turn into political or operational
liabilities.

The key takeaways are as follows:

e DOD remains the leader in developing an approach to
ethical Al for defense. This first-mover position situates the
JAIC well to lead international engagements on responsible
military Al.

e Allies fall on a spectrum from articulated (France, Australia),
to emerging (the U.K., Canada), to nascent (Germany, the
Netherlands) views on ethical and responsible Al in defense.
These are flexible categories that reflect the availability of
public documents.

e Multilateral institutions also influence how countries
perceive and implement Al ethics in defense. NATO and
JAIC’s Al Partnership for Defense (PfD) are important
venues pursuing responsible military Al agendas, while the
European Union and Five Eyes have relevant, but relatively
less defined, roles.

e Areas of convergence among allies’ views of ethics in
military Al include the need to comply with existing ethical
and legal frameworks, maintain human centricity, identify
ethical risks in the design phase, and implement technical
measures over the course of the Al lifecycle to mitigate that
risk.

e There are fewer areas of divergence, which primarily pertain
to the ways that allies import select civilian components of
Al accountability and trust into their defense frameworks.
These should be tracked to ensure they do not imperil future
political cohesion and coalition success.
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e Pathways for leveraging shared views and minimizing the
possibility that divergence will cause problems include using
multilateral formats to align views on ethics, safety, security,
and normative aspects.

In analyzing allies’ approaches to responsible military Al, this issue
brief identifies opportunities where DOD can encourage coherence
by helping allied ministries formulate their views, and
simultaneously learn from other approaches to responsible military
Al as part of its own RAIl implementation efforts.
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Introduction

In February 2020, the Department of Defense adopted five
principles for safe and ethical Al, building on the existing legal and
ethical framework that supports Al that is responsible, equitable,
traceable, reliable, and governable.? DOD is now implementing
these principles, including in a forthcoming DOD Responsible Al
(RAI) Strategy and Implementation Pathway as directed by Deputy
Secretary of Defense Kathleen Hicks. International engagement
features as part of this effort, and the United States is most likely to
succeed in leading coalitions of democracies committed to ethical
and responsible Al if it appreciates the similarities and the
differences in how like-minded states conceive of safe and ethical
Al for defense.

There is strong consensus that cooperation with allies is key to
accomplishing U.S. goals in Al, including in, but not limited to, the
military realm. How allies approach ethical and responsible Al in
defense therefore has implications for the success of international
defense cooperation, as well as the U.S. strategic position in Al-
related competition. Already, allies recognize U.S. leadership in the
DOD’s first-mover approach to safe and ethical Al. To varying
degrees, many are trying to emulate or differentiate their own
approaches from the DOD principles. Understanding where allies
are in their approaches to ethical and responsible Al in defense can
help the United States fine-tune its international engagement. In
this engagement, leadership in ethical and responsible Al in
defense can be seen as a two-way street. Leadership implies
understanding and working with other democracies considering
the role of ethics and safety in responsible adoption, as well as
drawing lessons from other countries that are implementing
responsible Al in the defense sector. By engaging in both lanes, the
United States can encourage convergence in allied approaches to
responsible and ethical Al in defense and, in doing so, open the
door for collaboration on Al innovation and implementation.

At the same time, significant differences in ethical approaches to Al
in defense could imperil political cohesion and undermine coalition
success. Politically, alignment on ethics is important because
shared values are at the foundation of U.S. alliances.? This also
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trickles down to the operational level, where differing views on
ethics could mean that allies field their systems with different legal
authorizations and rules of engagement.* If coalition partners deem
each others’ capabilities to be based on different legal, ethical, and
doctrinal assumptions, then forces may not be able to
communicate and operate together.® Further, if different ethical
bases for capability development mean that some countries have
higher thresholds for what they develop and contribute to coalition
operations, then others may perceive them as not equally sharing
risks to life.® As such, political cohesion and policy considerations
about ethics could directly influence operational effectiveness. In
other words, failure to align allied perspectives on Al ethics in
defense will inevitably undermine the ability of allied forces to
understand each other and work together.”

In this light, this issue brief seeks to provide policymakers and
analysts with one view on how similarities between allied
perspectives on ethical Al for defense create opportunity for
increased collaboration, and how the differences that are beginning
to take shape can undermine said collaboration. Alignment and
collaboration start with an understanding of variations in
definitions of terms like trustworthy Al, ethical Al, and responsible
Al in the defense context. These definitions are often fluid,
depending on the legal, ethical, and cultural traditions of different
countries. But different conceptions of responsible military Al
nevertheless share foundations that help frame the analysis here.
Broadly speaking, this issue brief focuses on how defense
stakeholders steward Al innovation and integration in ways that:
(1) respect the moral and ethical reasoning that underpins the
responsible use of force; (2) meet and enhance compliance with
law, which is based on ethics and translates reasoning into
concrete obligations; and (3) minimize risks and unintended
consequences for a safer and more secure international security
environment.

To uphold ethical, legal, and safe foundations of Al development
and deployment in defense, allies coalesce around two shared
themes in their approaches to responsible military Al. First is that
decisions around the design, development, deployment, and
diffusion of Al do not enter into a vacuum, but rather into an
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existing, multi-layered legal framework. It is not controversial for
democratic countries to declare their shared obligation to respect
law in order to remain accountable.® This accountability is owed to
domestic citizenries, to the armed forces themselves, and to allies
and partners in coalition settings, as well as to adversaries and the
international community at large. As such, for some allies,
emerging conceptions of responsible Al are closely interlinked with
responsible state behavior, with continued legal compliance as the
minimum requirement.®

The second commonality in all of the frameworks examined here is
a shared focus on human centricity. There are several definitions of
human-centric Al, but for the purpose of this analysis, it can be
understood as the idea that Al is designed to meet human needs
and improve upon the role of the human.° Not all frameworks use
the term itself, but all stress the central role of humans in that
machines should not replace humans and that humans remain
responsible and accountable for decisions. By extension, this
means a common approach to designing Al systems in such a way
that the human user is not expected to adjust her or his own
decision-making capacities to conform to the technology.! The
inverse would place the machine at the center of decision-making
systems. Meanwhile, countries consider humans to be central to
defense planning and operations, and stress in their positions that
they do not think it moral or lawful to delegate human
responsibility to machines.

This legal and human-centric framing informs allies’ views on key
questions related not only to responsibility, but also explainability,
trust, and related concepts. These commonalities should be seen as
a baseline for responsible democratic governance of military Al,
which leaves room for nuance in how each country interprets and
prioritizes these types of principles. These nuances are important
because defense stakeholders in allied countries do not necessarily
emphasize the same principles in their evolving approaches to
military Al.

Before proceeding with the remainder of the report, it is worth
stating that this study does not address the adjacent field of
autonomy in weapons. While autonomous weapons undoubtedly
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pose important questions about ethics and legality, Al and
autonomy in weapons are interrelated topics that deserve to be
treated independent of one another.'? As described in relation to
country perspectives, there are several ethical risks that Al systems
can pose without entering into an autonomous system, and
without figuring into questions of lethality. This analysis focuses on
the types of ethical risks associated with intelligent systems such
as mission support software, select command and control (C2)
systems, cyber detection systems, enterprise Al, and intelligence-
related systems, among others.!® These types of Al systems could
certainly be integrated into autonomous systems, but the
associated ethical questions remain discrete.

Another reason the analysis focuses on Al and not autonomy in
weapons systems is that the topic is already well covered in other
literature.'* The United Nations Convention on Certain
Conventional Weapons has focused on lethal autonomous weapon
systems (LAWS) since 2013, and this has been the primary format
for technical expertise, civil society engagement, and diplomatic
engagement to converge.'® As a result, questions about ethics and
legality of autonomy in weapons, and specifically LAWS, often
involve diplomatic actors at the fore of domestic government
approaches. Concerns about the ethics of intelligent systems, on
the other hand, currently receive less attention in military debates.
To maintain a stricter focus on Al rather than autonomy in
weapons systems, this study focuses more on technical and policy
approaches in defense ministries, which have more agency in
ethical and responsible Al policy.

Still, bifurcating approaches to intelligent versus autonomous
weapons is easier said than done because many countries choose
to combine the two topics under a “military Al” umbrella. In this
regard, it is worth noting that the United States has a different
starting point from most of its allies, in that the 2012 DOD
Directive 3000.09 on Autonomy in Weapon Systems established
early policy and guidelines on autonomous and semi-autonomous
weapons. For DOD, this facilitates different, complementary policy
tracks for implementation of Al principles on the one hand, and
policy and guidelines for autonomy in weapons on the other.
Although the same may not be true for other allies’ approaches to

Center for Security and Emerging Technology | 8



military Al, the focus here on intelligent systems aims to facilitate a
more direct comparison with the U.S. military conception of RAL

A related caveat is that some allies are either in the midst of
constructing, or choosing to not publicize, their approaches to
ethical and responsible Al. As such, allies’ formulations of
responsible military Al should be seen as evolving processes. The
narrow availability of information on Al ethics beyond autonomy in
weapons may reflect political sensitivities, including cultural
differences around how transparent defense ministries and armed
forces are. As such, the hope is to fill this gap by addressing how
allies conceive of Al ethics for defense.

With these notes in mind, the remainder of the report proceeds as
follows: First, a brief section covers how DOD has approached safe
and ethical Al in defense, highlighting in particular how
international engagement features in its efforts. Next, the allies that
are formulating public perspectives on responsible military Al are
discussed in three categories: those with articulated views,
emerging views, and nascent views. These categories fall on a
subjective, flexible spectrum based on the breadth and depth of
publicly available information. Articulated views—from France and
Australia—are not necessarily officially adopted policies, but are
the most elaborate in terms of what information is public. Canada
and the U.K. are classified as allies with emerging views because of
clear indications that they have ethical assessment frameworks
and processes, but with less comprehensive documents available
at the time of writing. Countries classified as having nascent
views—the Netherlands and Germany—show some evidence that
they are focusing on responsible military Al to differing degrees,
and their views may be more prominent in multilateral formats.
Because this structure is based on availability of information, other
key allies like Japan and South Korea, which have not issued public
views, are not included in this analysis.’® Select multilateral
perspectives are also important complements to the national-level
discussions, and are included thereafter. NATO and the Joint
Artificial Intelligence Center (JAIC)-led Al Partnership for Defense
(PfD) are discussed as formats that already have established
processes to collaborate on responsible and ethical Al in defense.
The European Union (EU) and Five Eyes are also selected as cases
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for this analysis given their scope to potentially issue more
comprehensive, public approaches in this policy area. Prior to
concluding, a brief section on implications seeks to consolidate the
findings from the previous sections and extrapolate main
similarities, differences, and possibilities for more cohesive
approaches to ethical and responsible military Al.

In doing so, the goal here is not to parse semantic differences
between principles themselves, but rather to clarify how allied
approaches respectively align with and differ from the U.S. position
in their implementation pathways.

Brief Overview of the U.S. Approach to Ethical and
Responsible Al in Defense

Main documents from DOD include:

e U.S.DOD Al Strategy (2018);

e Defense Innovation Board’s (DIB) Al Principles:
Recommendations on the Ethical Use of Artificial
Intelligence by the Department of Defense (2019) — primary
and supporting documents;

e Memorandum on Implementing Responsible Artificial
Intelligence in the Department of Defense (2021).

Following the adoption of the DOD Al Strategy in 2018, the U.S.
approach to Al ethics in the defense realm can be generally broken
down into three phases: (1) the DIB leading the process to define
Al ethics principles, (2) DOD adopting these principles for safe and
ethical Al, and most recently, (3) the beginning of more visible
efforts to implement RAI across the Department and armed forces.

Starting in July 2018, the DIB began its 15-month process on safe
and ethical Al for defense, with the mandate of recommending
principles to DOD in its capacity as an independent federal
advisory committee.'” This process took the form of public
consultations, listening sessions, the formation of an informal DOD
Principles and Ethics Working Group, expert roundtables, a
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classified “red team” session, and a tabletop exercise.® As part of
these consultations, government officials from “close partner
nations” were also involved—including as part of the monthly
meetings of the informal DOD Principles and Ethics Working
Group.t®

The role of allies in the resulting DIB recommendations largely
focuses on the intersection between Al ethics and international
norm development. More specifically, the DIB conceived of the role
of allies mainly through the lens of DOD leadership, focusing on
“how Al will be developed and used, and whether there ought to
be any regulation on particular applications” to mitigate potential
harms.?° This is seen hand-in-hand with DOD’s “duty to the
American people and its allies to preserve its strategic and
technological advantage over competitors and adversaries who
would use Al for purposes inconsistent with the Department’s
values.”?! In other words, the DIB sees aligning technological
development, deployment, and intended outcomes with
democratically informed values as a strategic obligation just as
much as a departure point for the U.S. to lead norm development in
the international community.

The culmination of the 15-month process came in October 2019,
when the DIB articulated its five recommended principles for safe
and ethical Al. The five principles that DOD then adopted in
February 2020 are largely similar to those that resulted from the
DIB-led process:??

e “Responsible. DoD personnel will exercise appropriate levels
of judgment and care, while remaining responsible for the
development, deployment, and use of Al capabilities.

e “Equitable. The Department will take deliberate steps to
minimize unintended bias in Al capabilities.

e “Traceable. The Department’s Al capabilities will be
developed and deployed such that relevant personnel
possess an appropriate understanding of the technology,
development processes, and operational methods applicable
to Al capabilities, including with transparent and auditable
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methodologies, data sources, and design procedure and
documentation.

e “Reliable. The Department’s Al capabilities will have explicit,
well-defined uses, and the safety, security, and
effectiveness of such capabilities will be subject to testing
and assurance within those defined uses across their entire
life-cycles.

e “Governable. The Department will design and engineer Al
capabilities to fulfill their intended functions while
possessing the ability to detect and avoid unintended
consequences, and the ability to disengage or deactivate
deployed systems that demonstrate unintended behavior.”?

Since DOD adopted these five principles, the JAIC has led their
implementation both in staffing and in processes. Further,
implementation has also included efforts related to “procurement
guidance, technological safeguards, organizational controls, risk
mitigation strategies and training measures.”?* On training
measures in particular, the JAIC organized a RAI Champions Pilot
to educate multidisciplinary military Al stakeholders on Al ethics
and implementation.?® The eventual development and
implementation of “governance standards” that encompass these
measures, as included in the responsibilities of the JAIC Head of Al
Ethics Policy, are namely geared toward internal use.?® Further,
such governance standards can also guide alignment efforts with
allies and partners—as then-JAIC Director Lieutenant General Jack
Shanahan mentioned with regards to using ethical principles to
“[forge] a path to increase dialogue and cooperation abroad to
include the goal of advancing interoperability.”?”

These priorities are also seen in the JAIC's international
engagement. The JAIC is focused on “shaping norms around
democratic values” as one if its three pillars of international
engagement.?® The other pillars of international military Al policy—
“ensuring data interoperability and working to create pipelines to
enable the secure transfer of technology”—also partially depend on
ethics, safety, principles, and possibly even regulations.?®
Importantly, some technical aspects of this engagement concerns
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adoption issues that are not discussed at length here.
Nevertheless, when taken together, these three pillars not only
refine the DIB-recommended goal of DOD leading international
norm development, but also provide scope to align implementation
with allies and partners—as is picked up in the section on the PfD
below.

In May 2021, the Biden administration reaffirmed the dedication to
DOD'’s ethical principles and directed new actions for
implementation with a focus on RAI.3° In her memorandum on
Implementing Responsible Artificial Intelligence in the Department
of Defense, Deputy Secretary of Defense Kathleen Hicks
announced the formation of a senior-level RAl Working Council to
“accelerate the adoption and implementation of RAl across the
department.”! Following its training based on the RAI Champions
Pilot, the RAI Working Council will work closely with the JAIC on
various issues that are referenced in this report.

To facilitate comparisons with allies’ approaches to Al ethics for
defense, two taskings of the RAlI Working Council are particularly
relevant. The first is the broad, overall aim of leading responsible Al
globally. To this end, creating a “Responsible Al Ecosystem” is one
of the foundational tenets of RAl implementation.3? Here,
international components of this ecosystem include allies and
partners to enable better multi-stakeholder collaboration and to
also advance norm development “grounded in shared values.”*?
With the overall aim of leading responsible Al globally, this
foundational tenet is the only one that explicitly names
international engagement. Yet other foundational tenets are also
relevant to assess convergences and divergences, including:
governance structures for accountability; trust based on testing,
evaluation, validation, and verification (TEVV); and a whole-of-
lifecycle approach to risk management.®*

The second relevant tasking is that the RAI Working Council is due
to submit a report to the Deputy Secretary of Defense by late
September on “policy modifications to enable RAI considerations
within existing supply chain risk management practices.”® In
particular, the introduction of supply chain concerns entails a
broader focus than the DIB initially considered in its
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recommendations. The DIB did look at traceability of data sources,
and DOD has also separately considered how reliance on foreign-
sourced parts may impact the resilience of its systems and ability
to maintain a technological edge.3¢ Yet the connection between RAI
and supply chain risks is a newer question in U.S. documentation
on ethical and responsible Al pathways. As described below, this is
not necessarily the case for allies.

From the DIB process through RAl implementation, these three
phases show coherence in the U.S. approach to Al ethics in
defense. Allies and key partners feature prominently across these
three phrases, primarily as part of norm development and a shared
policy basis for aligned, interoperable forces.

Articulated National Views: France and Australia

France and Australia are the main key allies whose publicly
articulated approaches to ethical Al for defense are advanced
enough that they can be assessed relative to the DOD principles.
The views are not necessarily adopted government positions, but
key documents from the French Ministry of Armed Forces and
Australian Department of Defence still reveal useful comparisons
to the official U.S. position.

France

Main documents from the Ministry of Armed Forces include:

e Al Task Force’s Artificial Intelligence in Support of Defence
(2019);

e Defence Ethics Committee’s Opinion on the Augmented
Soldier (2020) and Opinion on the Integration of Autonomy
into Lethal Weapon Systems (2021).

The French Ministry of Armed Forces has been studying Al-
associated risks since 2019.%” That September, France became the
first (and, still at the time of writing, only) European ally to publicly
issue a dedicated military Al strategy.3® Ethics and responsibility
appear throughout the strategy, most notably as aspects of
“controlled Al” and in the announcement to establish a ministerial
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Defence Ethics Committee.®® Subsequently, as described below,
the advisory opinions of the Defence Ethics Committee also lend
insights into French views on responsibility and other concepts.

Each of these building blocks is indicative of French thought and
implementation pathways for ethical and responsible military Al,
even if not in the form of adopted principles.

The French military Al strateqy, called Artificial Intelligence in
Support of Defence, describes “controlled Al” as the overarching
framework for Ministry guidelines on Al adoption, including aspects
that relate to ethics.*® Notably, control (maitrise) in this context
refers to harnessing and governing Al, and is not synonymous with
human control (see Appendix Il).4! In addition to adoption priorities
like the imperative to maintain freedom of action and
interoperability with allies, the guidelines see “trustworthy,
controlled, and responsible Al” as interlinked concepts under the
headline “guidelines for controlled defence Al” These three
concepts come to light in the need for the Ministry to “have robust
and secure systems which can be trusted to assist service
personnel and commanders, dispelling any ‘black-box’ effect, while
retaining human responsibility for action.”*? The rest of the section
unpacks what trustworthiness, control, and responsibility mean, as
gleaned from both the French military Al strategy and the Defence
Ethics Committee advisory opinions on other technologies.*®

Trustworthy Al is linked to robustness and security because the
French identify the potential risk that humans may nottrust critical
systems with opaque or inexplicable results.** More specifically,
they see risks of erroneous results from Al systems stemming from
unrepresentative (biased) training data, “malfunctioning
algorithms,” and “insufficient understanding” of system behavior.
This leads to a technical approach to validating trustworthiness,
wherein the Ministry decides on the level of trust and robustness
necessary based on the function of the Al system at hand. This
means that the ministry would conduct a risk analysis during the
design phase to determine how critical the function is.** Then,
according to the “criticality” designation, development of the
system would need to meet a certain threshold of safety, security,
and explainability in order to be validated.*¢ Considerations about
bias could also be taken into account, especially if they overlap with
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deception techniques.*” Appendix lll shows how the Ministry
intends to categorize functions and decide on their corresponding
thresholds; broadly speaking, safety- and mission-critical systems
may require higher thresholds of validation to be deployed. The
French anticipate operating not just in unknown environments, but
often in communications-denied (“degraded”) ones too, meaning
that establishing operator trust in Al requires the systems to
behave predictably amid situations they haven’t encountered
before, including interference and deception.*®

These operational specificities are heightened in the military realm.
But the reliance on technical measures here echoes the national Al
strategy, which similarly identifies explainability and the need to
consider ethics from the design stage as important to ensure
accountability and, by extension, social acceptability, for Al.#°
However, this approach is dependent on validation, and the
military Al strategy does little to describe Aow current validation
processes may be insufficient for Al systems that either perform
differently in unknown contexts in which they are not validated, or
whose capabilities change over their lifecycle.®® The French answer
is that Al standards and certification schemes are necessary, and
that the Ministry of Armed Forces should be involved in such
efforts. But without more detall, it is difficult to determine how
trustworthiness is assessed after the design phase. This is where
aspects of control come in, with the French military Al strategy
establishing a relationship between controlled Al and auditability,
to account for ethical concerns later in the Al lifecycle.

The French military Al strategy only implicitly deals with the ethical
aspects of data, but nevertheless highlights the need for data
sharing to comply with regulations, security requirements, and
appropriate use.*! More specifically, data governance includes
documentation practices (“configuration”) to keep track not only of
which algorithms are used, but also their “learning elements, their
combinations and their data” (e.g., training data, weights,
parameters, design procedures, annotations on limitations, etc.).5?
This means that the French see documentation as important not
only to delimit the abilities of Al components in relation to their
intended use, but also as an area where standardization can help
humans exert control to be able to trace systems. Indeed, the
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French see traceability and conservation of data as part of
governance (especially for traceability of malfunctions).>3
Oftentimes, ethical Al frameworks tie explainability, transparency,
traceability, auditability, and documentation together.

On this note, the French conception of controlled Al goes a step
further and ties auditability to the core value of sovereignty in
French strategic culture.®® This is because the relationship between
auditability and control stems from geopolitical concerns. The
strategy states, “France cannot resign itself to being dependent on
technologies over which it has no control. [...] Preserving digital
sovereignty therefore also involves controlling the algorithms and
their configuration, and the governance of data.”®® This need for
control comes from a desire to exert independence from the
“stranglehold on Al exerted by China and the United States,”
including by strengthening European cooperation.®®

While the geopolitical aspects and prospects of France to assert
this independence are beyond the scope of this study, it is notable
that they trickle into the French approach to trace the provenance
of models and data. In particular, weapons are “critical
applications” that will need to be auditable.®” If enforced, this
means that questions about data rights and legal authorities to
transfer data (including from foreign suppliers) could render Al
“uncontrolled” per the French definition. Here, protectionism
straddles the line of ethics and adoption, with digital sovereignty as
a potential factor that determines acceptability of both. This can
also be seen in the imperative to maintain “freedom of action.”*®
Control and freedom of action may be seen as reinforcing concepts
because they both relate to the need to maintain independence.
Moreover, both concepts stress the responsibility of the state to
ensure that humans are accountable for their use of technology.

In the French strategy, responsible Al refers to human
responsibility for continued adherence to legal obligations and the
tradition of military ethics. Though only implicitly defined, this
human responsibility is expected to be retained across all
processes and institutional structures, with an emphasis
overwhelmingly on the use of force and chain of command.®® The
focus on human command ensuring that force is used responsibly
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refers at least equally to Al and autonomous systems—the latter of
which the French explored in greater depth in documents separate
from the military Al strategy.®® Most notably, as detailed below, the
concept of responsibility is present in the advisory opinion
documents of the ministerial Defence Ethics Committee.

The establishment of the Defence Ethics Committee was
announced in the French military Al strategy to ensure a continued
emphasis on ethics, and to issue advisory opinions on emerging
technologies in defense. Since being established in January 2020,
responsibility has featured as an important theme in its initial
mandate covering two key areas of focus: augmented soldiers and
autonomy in weapon systems.®* While Al fits into both issue areas,
it is notable that Al itself did not merit its own categorization.
Indeed, the advisory opinion on autonomy in weapons reiterates
that aspects of Al like non-lethal decision support systems are
beyond its scope, and such issues are not yet part of the
Committee’s agenda.®? Nevertheless, the resulting advisory
opinions both connect to the concept of responsibility because
both human augmentation and autonomy in weapons indicate the
clear priority of maintaining human centricity in decision-making.
Both opinions of the Defence Ethics Committee stress the need for
humans to maintain their decision-making capacities not only from
a moral standpoint, but also for the sake of operational continuity.
In both cases, the French positions on ethics related to emerging
technology are conscious of the risks of over-reliance on new
technological enablers. Be it preventing addiction to human-
augmenting medication and devices, or preventing automation bias
in human-machine teaming, the Defence Ethics Committee makes
clear that responsibility also requires humans to still be capable of
achieving operational objectives even without assured access to
the technology.®® In short, responsibility means not only that
humans should remain responsible and accountable for decisions,
but if also considering the opinions of the Defence Ethics
Committee on adjacent technologies, also that it would be
irresponsible to excessively rely on technology.

For the French, another concomitant part of responsibility is how
technology changes the relationship between the operator,
combatants, and non-combatants in-theater. On this point, the
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Defence Ethics Committee advisory opinion on autonomy in
weapon systems also stresses that the distance of the operator
from the operation itself can alter her or his judgment.®* Such
ethical tensions can have consequences for the foundations of
responsibility in the French philosophical tradition. One question
that senior French military officers have posed is whether it is
unethical for two sides to face significantly uneven levels of risk, or
whether military ethics require combatants on both sides to face
risk.®® To be sure, the operational advantage of reducing risks to
the safety of one’s own forces is imperative—and it could equally
be argued that it would be unethical to notreduce risk on your own
side when possible.®® Without minimizing this obligation, it is
worth noting that French ethics doctrine defines a soldier’'s own
responsibility in part relative to the risk she or he faces. Per the
Chief of Army’s “Exercise of the Profession of Arms: Foundations
and Principles,” French soldiers derive legitimacy from the state,
which confers the “responsibility to inflict destruction and death, at
the risk of his life, in respect of the laws of the Republic,
international law and the practices of war.”®” French military ethical
debates around remote operators center on the phrase “at the risk
of his life,” questioning whether imbalanced risk continues to fulfil
the criteria of legitimacy.®® As such, technology is introducing new
questions related to identity—which could have spillover effects
into views on Al ethics and responsibility in the French Armed
Forces.

This philosophical debate is implicit in the Defence Ethics
Committee’s opinions, and is relevant to adjacent questions about
Al for two practical reasons. First is that French military officers see
the need for guiding principles for technology that increases
operational distance or can be applied to grey-zone activity. They
note that ethics and law are well structured in rules of
engagement, commander’s intent, and compliance with legal
frameworks for conflict. But because these often only apply above
a certain threshold of hostility, guidance that allows the armed
forces to maintain “ethics and moral strength” for other types of
military activity is lacking.®® This includes governance for
technology that increases the distance between operators and
operations, including in the information domain. As technology
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broadens and accelerates changes to the operating environment,
taking these ethical and moral considerations into account could
necessitate new “deontological principles” on duty and obligation
for the French Armed Forces.”® The concept of distance from
operations enters into advisory opinions, both in relation to
automation bias and psychological effects. But even with the
advisory opinions of the ministerial committee, such a framework is
still missing.”?

Second is that different allied perspectives on distance from
operations could affect coalition operations if political differences
widen. If guiding principles on distance from operations enter into
rules of engagement or prompt questions about commanders’
intent and responsibility, then different ethical bases for the use of
new technologies in warfare could create political tensions. More
specifically, if the more technologically advanced allies send more
Al-enabled support and fewer troops as their contributions to
coalition operations, some allies may perceive that others are not
willing to equally share the burden of risks to life.”? If not managed,
sensitive issues that stem from different ethical risk calculations
could decrease political cohesion.

In sum, while France has not strictly defined principles that it can
adopt to ensure safe and ethical Al in defense, the Ministry of
Armed Forces has dedicated attention to the issue both in its
conception of “controlled Al” and the aspects of trustworthiness,
control, and responsibility that it entails. Furthermore, while it is
notable that the new Defence Ethics Committee has gone straight
to questions related to human augmentation and autonomy in
weapons, rather than Al ethics as its own category, the
implications of these Al-adjacent technology areas show a
consistent emphasis of responsibility as key to the French
articulation of ethical Al in defense.

Australia

Main documents from the Department of Defence (not official
government position) include:
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e Defence Science and Technology Group’s A Method for
Ethical Al in Defence (2020) and the tools it establishes:
o Ethical Al for Defence Checklist;
o Ethical Al Risk Matrix;
o Legal and Ethical Assurance Program Plan (LEAPP).

Australia emphasizes pragmatic approaches to ethical risk
management over the declaration of principles. This approach
primarily draws from the Australian Department of Defence’s
Method for Ethical Al in Defence (hereafter Method) technical
report. While not a formally adopted view of the government, it
establishes tools to assess ethical compliance that are currently
under internal review and are already being trialed.”® Even as an
opinion, the Method is the clearest articulation of ethical Al for
defense among the Indo-Pacific allies.

The Method document offers five “facets” for ethical Al in the
Australian Department of Defence and armed forces, as well as an
ethical assessment toolkit through which these facets can be
operationalized. Overall, the five facets—responsibility,
governance, trust, law, and traceability—echo the U.S. view that Al
ethics for defense should focus on compliance with legal
frameworks and moral obligations, as well as a functional approach
to security and safety. While the Method is the result of a single
workshop, the multi-stakeholder approach is similar to the longer
DIB-led process in that it included experts from academia, industry,
civil society, and bodies across the military and government.

Moreover, the focus of the Method is on pragmatic tools that can
be used to implement ethical risk assessments. As such, these
“facets” are not intended as adoptable principles to disseminate
throughout the Department. As stated in the report, “rather than
propose singular ethical Al principles for Defence, this report aims
to provide those developing Al with facets of ethical Al that should
be considered, including the questions to ask, topics to consider
and methods that may be relevant to Defence Al projects and their
stakeholders.””* The focus therefore lies in implementation, as
discussed below.
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The Method'’s aim is to provide all relevant stakeholders in the Al
pipeline with practical risk assessment tools that treat ethical risk
on par with other types of risk such as safety and security. This
includes one open-source tool, the Data Ethics Canvas developed
by the Open Data Institute, and three original tools from the
Method to “manage ethical risks.””® These original tools are: an
ethical assessment checklist; a risk matrix in Excel; and, lastly for
projects deemed above a certain threshold of ethical risk, a formal
documentation program called the Legal and Ethical Assurance
Program Plan (LEAPP).”® Together, these Australian ethical risk
management tools are important not only to identify ethical risks,
but also to follow up on them.

More specifically, the tools offer a process to validate that
contractors have indeed taken the ethical risks they identified into
account in their design and testing prior to later acquisition phases.
In this way, they are procedural risk-assessment complements to
technical validation and verification measures for the Australian
Department of Defence. These tools are calibrated to the level of
ethical risk that the anticipated use of the Al system would
encounter or exacerbate. In addition to identifying the risks,
procedural checks would validate that the contractors have
followed through on addressing them—also with the incentive that
it would be a worse outcome for them to find that unaccounted
ethical and legal risks delay later stages of development or
compromise the acquisition. The incorporation of ethics in design
through the acquisition lifecycle also intends to build trust in the
process and, by extension, the systems by the time they go into
service.”’

If high-risk projects and major weapon programs include Al
components, then the risk assessment checklist would result in
LEAPP being chosen as one of the ethical frameworks to comply
with. LEAPP is a contractor’s plan that seeks to give the
Department of Defence “visibility into the contractor's legal and
ethical planning; for progress and risk assessment purposes; and to
provide input into the [government’s] own planning.”’® For
instance, LEAPP could be used as part of an Article 36 weapons
review—a legal review of new weapons, means, and methods of
warfare mandated for states party to the 1977 Additional Protocol
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| to the 1949 Geneva Convention.”® Article 36 reviews typically
feature as part of legal discussions about autonomy in weapons,
but nothing precludes them from use for non-autonomous, Al-
enabled weapons as well. In this light, part of the LEAPP
assessment would focus on technical measures that relate to
international legal principles, regardless of the level of autonomy
involved, which would be included in early negotiations between
the contractor and the Australian Department of Defence.®

To be sure, compliance with the legal principles is non-negotiable.
But in a more “iterative” fashion, the negotiations would focus on
which requirements (e.g. software safety plan, safety management
plans, human factors plans) would be necessary for the system to
be certified for legal reviews, ethical requirements, as well as social
responsibility more broadly.®! As a result, this means that ethical
risk would be identified in the early phases of design, and then
carried through in TEVV. This negotiated framework between
contractor and government is reserved for the higher-risk
applications, and the connections it establishes between risk
assessments and requirements validation is one of the most
concrete practices that U.S. allies have thus far developed for Al
ethics implementation in defense.

While the Australian focus is on tools rather than principles, the
tenets in the Method are important bases for stakeholders to
identify and assess ethical risks, including what frameworks Al
developers consider in their own design processes. To this end,
two aspects of the Australian tenets are worth briefly discussing.

First, for the trust tenet, the topic of “contestability” is unique to the
Australian approach. The Method recommends importing the
Australian government’s civilian ethical Al principle of
“contestability” into the military domain.®? The Australian Al Ethics
Principles define contestability as a “timely process to allow people
to challenge the use or output of the Al system” that should be
available for cases “when an Al system significantly impacts a
person, community, group or environment.”®® Examples that apply
both to the civilian or defense realms could include enterprise Al or
recommender systems for promotions and human resources
decision support. The aim of contestability is to ensure public trust

Center for Security and Emerging Technology | 23



by allowing redress for harm, but the threshold of “significant
impact” is fluid. As such, there is little guidance on what constitutes
contestability.®* If the Australian Department of Defence does
adopt or enforce the contestability concept, however, then the
high-risk nature of military activities could mean that the threshold
of this harm is clearer than is the case in the civilian realm.

Overall, this intentional overlap between civilian and military is not
unique to Al ethics tenets, and indeed builds on other Australian
legal and cultural commitments to accountability. Legally, for
example, there is no military court in the Australian Defence Force’s
disciplinary regime.® Culturally, the Australian “mateship” ethos
bridges military history with national identity in a way that makes
equality and respectful disagreement with authority—a basis for
contestability—part of the Australian Defence Force’s strategic
culture.®® In this way, building trust is not just about the technical
measures like TEVV for reliability, but also about how individuals
affected by Al can trust in the processes and structures responsible
for its development and use.

Secondly, the lawful Al tenet is also worth highlighting because its
explicit focus on enhancing compliance with international
humanitarian legal principles is reflected in current Australian
military Al consultation and collaboration with industry. The main
point of lawful Al is that the technology is introduced into an
existing legal and ethical framework—and that human-centered
uses of Al should produce more ethical, and better humanitarian,
outcomes.?” In other words, lawful Al is not just about complying
with the bare minimum of legal obligations, but also improving the
standards of compliance already in place. The Australians point to
two associated topics that lawful Al seeks to reinforce: “protected
symbols and surrender” and “de-escalation.”

On this point, the focus on protected symbols in lawful Al is also
worth highlighting because it can currently be seen in Australian
industry. Current Australian military Al development includes Al-
enabled decision-support systems that improve compliance with
international legal principles. Conceptually, this applies to what
Australian researchers refer to as Minimally Just Al, or “MinAl,”
systems. Research on MinAl is not driven or mandated by the
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government. Still, it corresponds to the results from the Defence-
led ethical Al workshop in that it seeks to identify “protected
symbols, protected locations, basic signs of surrender (including
beacons), and potentially those that are Aors de combat”so that
human operators avoid them.® In practice, a small Australian
company is currently using the Method as a guide for its system,
called Athena Al, which identifies and classifies objects that “must
not be targeted for legal or humanitarian reasons,” including
battlefield hospitals and other protected sites.®° This includes
validating data and designing features for end-users to understand
the limits of the Al system, such as a notification if the computer
vision system is less confident about a classification, so as to
prevent cognitive bias.®® Using the tools, scenario development,
and a series of workshops on ethics and legality, Athena Al was
designed in tandem with a 70-page legal and ethical framework.%!
As is noted below, the pragmatic tools from the Method could
similarly inform Five Eyes activities.

Overall, the lawful Al tenet and focus on ethical risk assessment
tools, rather than principles themselves, is a different packaging of
the legal framework in which all allied democracies situate their
views on ethical Al in defense. The Method contends that “lawful
Al” has “no equivalent” principle in its comparison to other ethical
Al frameworks.? In part, this is a superficial difference, as abidance
to law is a preamble and is embedded in principles themselves,
including those that DOD adopted. Signaling-wise, this more direct
emphasis on law may intend to connect assessments of ethical risk
with reputational risk. Risk management is just as much an entry
point to ensure ethical Al efforts correspond with concrete, existing
practices in the Australian Defence Force, as it is a form of
responsible state behavior.>®> Contestability is one example of this—
as a mechanism that seeks to enhance responsiveness to
democratic citizenries and enhance social acceptability of Al—
including here for defense. For military Al cooperation with
Australia, it will also be important for allies such as the United
States to know whether cooperative activities can be subject to
formal contestation procedures.
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Emerging National Views: the U.K. and Canada

While France and Australia have issued public approaches to their
views on ethical Al as part of adoption, it is possible to deduce the
approaches of the U.K. and Canada, both key allies, based on
initiatives they have led on Al in defense, ethics, and data
governance. The U.K. Ministry of Defence and Canadian
Department of National Defence positions are considered
emerging based on the availability of information in the public
domain, which indicate strong foundations for more articulated
approaches.

The UK

Main public documents from the Ministry of Defence include:

e Defence Science and Technology Laboratory Biscuit Book
2020: Building Blocks for Al and Autonomy;

e The announcement of a forthcoming U.K. Defence Al
Strategy.

In the U.K., ethical and normative aspects of Al feature in recent
strategic documents, including the government’s Integrated
Review of national security and international policy, and in the
Ministry of Defence’s accompanying Command Paper published a
week later in March 2021. The Integrated Review names
“supporting the effective and ethical adoption of Al and data
technologies” and “identifying international opportunities to
collaborate on Al R&D, ethics and regulation” as aspects that can
help build public trust and early adoption of military Al.** This is
consistent with the Ministry of Defence’s contributions to achieving
the Beritish strategic interest of “the ethical development and
deployment of technology based on democratic values,” as
reaffirmed in the Command Paper.®® One area of daylight between
the two documents, however, is the Integrated Review’s concern
about the gap between the pace of global governance and the
development of standards and norms, in contrast to the Command
Paper’s stated need for “standards and norms for the responsible
and ethical adoption of these new technologies.”®®
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How exactly the U.K. Ministry of Defence will approach these
interrelated military governance challenges is due to become
clearer in the near future. More specifically, the U.K. plans to
establish a new Defence Al Centre in order to centralize its Al
developments.®” Further, the U.K. Ministry of Defence is planning to
publish a Defence Al Strategy that will incorporate ethical adoption
considerations.®® A ministerial Al ethics committee is also currently
analyzing Al in defense, including issues related to trust.®® In terms
of oversight, both the new Defence Al Centre and this committee
are important developments to bridge ethical Al endeavors at the
working level with a higher degree of political and strategic
attention.

The U.K. approach to military Al adoption includes a process for
developing guidelines on ethical Al, which includes public-facing
aspects led by the Defence Science and Technology Laboratory
(Dstl).1%° Dstl established an Al Lab in 2018, which has made it the
natural home for technical questions related to ethics, risk, and
safety concerns.®* While few details of the ministerial Al ethics
committee are available at the time of writing, Dstl’s activities
advancing Al ethics in defense provide an indication of the U.K.
approach. For instance, Dstl sponsors an ethics fellow at the Turing
Institute to focus on “improving robustness, resilience, and
responses of systems that support logistical, tactical and strategic
operations, as well as wider applications in urban analytics,
cybersecurity and social data science.”%? Furthermore, in 2020,
they also hosted a conference that focused on safety, robustness,
trustworthiness—which is part of the process on creating ethical
guidelines for military adoption of Al 103

Notably, the Dstl Al Lab also debuted a “biscuit book™—a kind of
introductory guide for contractors—that covers Al safety and
ethics. Although predominantly a technical research organization,
the building blocks in this book extend to non-technical
considerations that should be factored into development of Al and
autonomy in weapons. Two of the building blocks—consent and
confidence—are relevant here and are described in more detail in
Appendix V. While consent comprises ethics, risk and policy
appetite, and legality, confidence includes more of the safety and
security measures that are part of responsible military Al.1%4
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Nevertheless, although the questions are a helpful guide intended
for the Ministry of Defence customers, no mechanism currently
obliges Al stakeholders to follow the guidance.'%®

As a last note, one question that the Defence Al Strategy may
answer is the extent to which the U.K. considers ethics as
important to its data governance efforts. One aspect that is less
clear in the U.K. is how defense data governance accounts treats
data ethics. So far, both in the biscuit book and more importantly
the 2021 revision of the Defence Data Strategy, ethics does not
feature as part of the imperative to govern data for aspects such as
traceability and auditability. Furthermore, ethics is not included as
part of the data governance architecture within the Ministry, which
encompasses a defense information steering committee and
specialist boards.'°® With this in mind, there are important
questions to answer in the forthcoming Defence Al Strategy and
more information from the ministerial ethics committee.

Nevertheless, when the U.K. publishes more information on its
approach to ethical Al in defense, it will have strong national
foundations to build on.

Canada

The main public document (not official government position) from
Department of National Defence (DND) is:

e Defence Research and Development Canada’s “Military
Ethics Assessment Framework” in /dentifying Ethical Issues
of Human Enhancement Technologies in the Military.

Canada is in a similar position to the U.K. in that it has significant
groundwork in place for its approach to ethical and responsible Al
in defense. There is no publicly available Defence Al Strategy to
analyze. Nevertheless, the Defence Research Development Canada
Military Ethics Assessment Framework, as well as the DND guiding
principles on ethical management of data, offer points of
comparison to assess convergence and divergence with the U.S.
approach.
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The Military Ethics Assessment Framework can be seen as a
technology-agnostic framework designed to be “broad enough to
identify ethical challenges raised by any type of emerging
technology.”*%” This includes a strong legal framework, safety and
security, accountability and liability, privacy, and trust, among
others.108

As a technology-agnostic framework, the aim is for it to be used
“purely as a risk assessment tool to help identify potential ethics
questions that may be raised when considering the implications of
technology use in the [future operating environment], developing
policies surrounding technology implementation or preparing for
challenges of encountering new technologies used by allies or
adversaries.”'% Importantly, the possibility of disruption by
adversaries is accounted for not only in security concerns as is the
case for other allies, but also in “preparedness for adversaries” as
its own category in the framework.?'° This general category ties the
level of risk to expected operational realities. Overall, this Military
Ethics Assessment Framework is intended to be used to /identify
when risk is heightened enough that policymakers should dedicate
extra attention to it. Yet the Framework does little to advise how
heightened risk should be managed. In this way, its practical use
may be limited more to decide whether projects should be
undertaken in the first place. When it comes to guidance for how
ethical risk can be accounted for in development processes,
procurement guidance, or legal assessments, it does less to offer
solutions.

Canada is also working through data governance, an area that
likely falls under the “privacy, confidentiality, and security” category
in the Military Ethics Assessment Framework. To this end, data
ethics are considered as part of the guiding principles of the DND
Data Strategy principles, but with little clarity on their
implementation. More specifically, there are guiding principles on
managing data ethically “throughout their lifecycle to eliminate
bias, ensure fithess for use, and adhere to the Code of Ethics.”
Security and trust feature as related concepts in the accompanying
principles.t'! Although this approach declares ethical management
as a lifecycle-long principle to abide by, the Defence Data Strategy
only considers ethics for the use of data in its definition of the data
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lifecycle. This gentle contradiction becomes more relevant when
considering that the Strategy does not include a dedicated line of
effort to implement this guiding principle. Further, ethics is
considered part of data literacy—which ranks as low or medium in
the implementation priorities, rather than a central feature of the
governance framework.*?

The DND Data Strategy represented the first effort by Canada to
create a defense data governance framework, and still does focus
on ethics-adjacent considerations related to aspects like
traceability, data quality, accountability, and security. DND is
expected to fit into broader Canadian government views on these
issues as well—and has already encountered difficulty in the data
governance realm for inadequately protecting privacy as part of an
effort using Al to improve workplace diversity.!'® The usage of Al in
human resources may indicate the difficulty of instituting a data
governance framework—Ilet alone one that explicitly calls out the
ethical issues at hand.!* As DND is subject to the Directive on
Automated Decision-Making and Canadian Algorithmic Impact
Assessment, incorporating values into data governance could
become an increasingly important area for accountability.!!® In this
way, the government’s expectation of Defence abiding by the
civilian framework is worth noting as a point of differentiation from
the United States, whose leadership on ethical Al in defense took
hold amid a less extensive background of civilian digital legislation.

All in all, these emerging approaches to ethical and responsible Al
in the U.K. and Canadian defence contexts are promising starting
points for more robust engagement.

Nascent National Views: Netherlands and Germany

Many other allies have not issued public approaches to responsible
and ethical military Al. As is detailed below, these countries may
establish their views in multilateral formats, rather than articulating
a national approach. This includes countries like the Netherlands,
whose approach thus far echoes those of allies mentioned above,
as well as Germany, albeit in the adjacent context of multi-
stakeholder Al governance for international security. Their interest
could also lie more in international-security norms and rules in the
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international technology order, and are therefore considered
nascent here based on their comparability to the U.S. position.

Netherlands

Main documents from the Dutch defense sector include:

e The Netherlands Organisation for Applied Scientific
Research (TNO) technical report Artificial Intelligence in the
Context of National Security—Final Note Study within the
National Security Analyst Network (2020);

e A potentially forthcoming defense Al roadmap from the
Ministry of Defence.

The Netherlands is often cited as one of the European allies with a
more fully fledged approach to Al in military affairs—including in
the ethical domain. Indeed, the Dutch Ministry of Defence has sent
a foreign exchange officer to the JAIC to work on collaborative
approaches to responsible Al. A Dutch defense Al roadmap or
“vision” document has been in the works for some time, as
mentioned in the Dutch government’s Strategic Action Plan for
Al.1® Parliamentarians have also recently inquired about the ethical
and legal aspects of NATO'’s approach to emerging and disruptive
technologies (EDTs).1Y

The Dutch defense research agency TNO also issued a technical
report assessing experts and policymakers’ view on Al risk in
national security—including risks linked to control, trust,
overdependence, and error.'*® The report is not directly comparable
as it denominates risks, rather than coming up with a framework
for stakeholders to mitigate those risks. For instance, security
concerns around control being overridden, inaccuracy, errors, and
interference do overlap with principles like reliability and
governability, albeit in this slightly different context. Relatedly, even
though it does not list exact risk factors that align with U.S.
principles like responsibility, equitability, and traceability, this does
not mean that the Dutch are not considering these principles more
implicitly and in other contexts such as the defense Al roadmap. On
the other hand, other risks that the TNO classify in the report do
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overlap with the ethical approaches of other allies here—such as
reputational risk for domestic and international accountability.'*®
How these risks translate into ethical guidance for the Ministry of
Defence and other national security stakeholders remains to be
seen.?0

Germany

The main document (non-governmental) is:

e Airbus-Fraunhofer Institute for Communication, Information
Processing and Ergonomics (FKIE) joint “FCAS Forum”
Working Group's White Paper on The Responsible Use of
Artificial Intelligence in FCAS — An Initial Assessment.

The German approach to responsible military Al requires different
considerations than the other allies surveyed here for two reasons.
First, because the Al governance for international security policy
space involves different primary actors. Second, because German
political attention to autonomous weapons overshadows other
aspects of military Al to an arguably greater degree than is true of
the other allies surveyed here. German debates focus more on
targeting—both for drone procurement as well as autonomous
weapons development. The ban on LAWS, for example, is written
into the government’s coalition agreement.'?! The focus on
autonomy in weapons is not matched by information about the
ethics and safety of non-lethal, defensive applications of Al and Al-
enabled decision support systems.

At the national level, it is the Federal Foreign Office, not the Federal
Ministry of Defence, that has ownership over the policy space of Al
governance and international security. The incorporation of the
arms control agenda into military Al governance takes a broader
definition of safe and ethical Al that incorporates questions related
to diffusion and proliferation into account. This may be because
arms control is a non-controversial topic that promotes German
security policy without touching on more sensitive questions
related to military adoption of technology.?? As several analysts
have noted, it is near-impossible to talk about military Al in
Germany without the conversation immediately turning toward
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LAWS.123 Further, the focus on arms control lends itself to
Germany’s normative and diplomatic strengths. The framing of
German contributions to responsible military Al in the realm of
arms control is asynchronous—but not incompatible—with other
countries’ approaches to this policy area.

What this means is that the Federal Ministry of Defence is left with
a backseat role.’?* This also heightens the stakes of multilateral
efforts on responsible and ethical military Al, including for
assessments of ethical risk stemming from issues like explainability
or reliability. Indeed, Germany may be more active in these formats,
especially in facilitating coordination between the EU and NATO
given its longstanding interest in encouraging and facilitating EU-
NATO cooperation.'?® Cooperation is already visible in other efforts
related to technology and ethics—most notably in that the German
Bundeswehr Defence Policy Office came up with views on future
implications of human augmentation in collaboration with the U.K.
Development, Concepts and Doctrine Centre.*?® The two countries
share views on the future of operations, which may be productively
channeled through activities related to policy alignment or,
potentially, standardization.?” Rather than going it alone, the
German preference to cooperate—in bilateral and especially
multilateral formats—may be seen as one way to focus on these
issues with less domestic political pressure, and to substantiate
contributions to defense partnerships.

Outside of government, responsible military Al initiatives are not
necessarily on standby. For example, Airbus has partnered with the
Fraunhofer FKIE research institute to ensure ethical compliance for
Al and autonomy incorporated in the Future Combat Air System
(FCAS) program.?® FCAS is a cooperative project between
Germany, France, and Spain to co-develop what they call a sixth-
generation manned-unmanned aerial “system of systems.” The
Airbus-Fraunhofer FKIE partnership, dubbed the FCAS Forum, is
supposed to “guide the development phase of the FCAS project
from an overall societal and explicitly ethical perspective” to
provide designers and developers with “ethical requirements and a
process model for their implementation.”'?° The engineers involved
have alternatively described this as “ethical and legal compliance
by design,” which includes not only legal compliance, but also
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considerations of “social acceptance.”**° Representatives from the
two organizations see “technical implementation” as necessary to
uphold the framework they develop.

To complement the technical aspects of responsible military Al, the
FCAS Forum also includes a multidisciplinary expert panel that
focuses on related aspects to responsible use.’*' While the panel
includes representatives from the Federal Foreign Office and
Federal Ministry of Defence, it is not a government-driven process.
Further, at present, the expert panel is entirely German, and it is yet
unclear if this industry-led initiative will echo the government’s
preference for cooperation by including French or Spanish subject-
matter experts in the future.

One effort that the FCAS Forum has undertaken is a study on how
civilian EU tools for Al ethics apply to the FCAS system-of-systems
program. Specifically, the White Paper entitled 7he Responsible
Use of Artificial Intelligence in FCAS—An Initial Assessment honed
in on the EU Assessment List for Trustworthy Al (ALTAI)
methodology in its attempt to identify frameworks that could
encompass the societal and ethical implications of FCAS
development.’*? Although EU Al policy, including this methodology,
does not apply to high-risk designations in the defense realm,
Airbus engineers involved in FCAS write that the ALTAIl
methodology “raises questions which are mostly applicable for
FCAS and demonstrates consequences for the design and the
operation of the system.”**3 In other words, while the ALTAI
methodology may not address uniquely military ethical concerns
that weapon systems introduce, they find it nevertheless offers a
starting point for a framework that defense stakeholders can
consider.’**

One question that the White Paper opened was whether the EU
ALTAI methodology should be “extended or tailored to defence
applications.”**® Though an answer to this question is beyond the
scope of the report, the preliminary conclusions are that
introducing the ALTAI methodology to operational and engineering
teams on a case-by-case basis may help determine whether and
how the methodology can be tailored to defence applications.3¢
Further, they recommend that there should be training to
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implement ethical design recommendations for relevant
specialists.'® They also suggested that future work could assess
other requirements of trustworthy Al—as is partially addressed in
Appendix VIl in this study.

To apply the EU ALTAI methodology to FCAS, the engineers first
identified which “major Al case studies” would include their own
discrete questions on responsibility and ethics. Their White Paper
identified eight: mission planning and execution; target detection,
recognition, and identification; situational awareness; flight
guidance, navigation, and control; threat assessment and aiming
analysis; cyber security and resilience; operator training; and
reduced lifecycle cost.’® Of these, the Airbus engineers deemed
the latter three as “relatively uncritical from an ethical point of
view.”'¥ If compared directly to the U.S. approach, there are
several concerns that the DOD would deem relevant—or indeed
critical—to safe and ethical Al. In particular, security and resilience
are typically qualities that help build trustworthiness and reliability
in Al systems. The FCAS White Paper does acknowledge that
there are risks related to bias, deception, and the possibility of “Al-
generated analyses and inferences [gaining more authority] in
political decision-making.”!° Yet these are not connected to the
aforementioned “uncritical” cases. Further, compared against other
articulated guidelines and frameworks explored in this report, the
approach to determining what /s “critical” differs in that it does not
necessarily calibrate ethical-risk mitigation measures according to
the anticipated use of the technology, or the technique at hand.

Overall, the absence of concrete German, European, or transatlantic
military Al frameworks means that industry has a different starting
point when determining the most appropriate framework for
responsible military Al. There is no immediately available
information on government-guided implementation and
requirements validation. With the government more focused on
arms control, the German interest in a whole-of-lifecycle approach
to Al governance may turn into a delegation of labor—with
government looking at responsible use and diffusion and industry
focusing on development. The mix here of both self-regulation and
waiting for multilateral guidance indicates a clear German interest
in military Al governance and ethics—even if more narrow
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questions around autonomy in weapon systems continues to
monopolize public debate.

This focus on autonomy in weapons is an important factor in
assessing the degree of coherence between U.S. and German
approaches to military Al, as it risks overwhelming less
controversial issues. Beyond FCAS, the limited bandwidth for Al
ethics beyond the tip of the spear could also mean the countries
have different bases for how they develop and procure defensive
systems and countermeasures. Further, it is not yet clear how the
German military government is looking at Al ethics that are
separate from autonomy in weapons. Without this separation, it
could be more difficult to coalesce on views like the importance of
cybersecurity and operator training to building trustworthy, reliable
Al for defense.

At the same time, the German government’s policy attention to Al
governance and international security should not be discounted
when it comes to norm development. As the JAIC's international
engagement focuses on norms for a favorable technology order,
there is room for the United States to learn from the German
emphasis on arms control. In this vein, norms around the
prevention of undesirable diffusion and confidence-building
measures can be seen as part of responsible military Al.14
Germany is already focusing on these areas, seeing
multistakeholder engagement as necessary to modernizing 21st-
century arms control beyond a narrow definition of state-to-state
treaties. With industry already attempting to forge its own path on
its ethical obligations, the Airbus-driven process could be seen as a
complementary attempt to multi-stakeholder responsible Al in
defense. But whether this delegation of labor on responsible Al to
the private sector is a delegation of responsibility will depend on
multilateral formats.

Multilateral Institutions Focusing on Ethical and
Responsible Al in Defense

Understanding ethics and legality as part of the adoption of
emerging technologies is not only a priority for democratic
countries, but also a topic of interest for multilateral institutions
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that are part of the security and defense architecture. Autonomy in
weapons has been on the agenda at the UN level for longer than
the countries highlighted here have spent time bridging technical
and policy approaches to responsible Al in defense. Select
multilateral institutions are also critical for consultations and
alignment about these issues.

Beyond those mentioned here, several smaller allies may be
waiting for multilateral views to then drive their own approaches to
RAI, rather than dedicating resources to first issuing national views
that will later have to align with broader multilateral structures.
NATO is an obvious player in this domain, for reasons that are
described below. The emerging PfD is important as an Al-specific
multilateral format for like-minded countries—including non-treaty
partners—to coalesce on this policy area.

North Atlantic Treaty Organization (NATO)

NATO is an important actor because it can help coordinate and
facilitate consultations between allies to come to agreement on
how ethical and responsible Al developments impact
interoperability, cohesion, and operations. Further, the NATO
Defence Planning Process is the primary defense planning tool for
many Allies.'*? The focus on principles for “responsible use” is
consistent with NATO’s added value without dwelling too much on
development—which happens primarily at the national (or bi-
/multilateral levels outside of NATQ).1#3 Here, responsibility refers
both to best practices in engineering (e.g., ethical design) and
responsible state behavior.'** The North Atlantic Council and
Military Committee—the senior civilian and military decision-
making bodies in NATO—began contending with EDTs, including
Al, in 2018.1%° This high-level interest built on several years of
military and scientific experience at the working levels, as well as
the introduction of conceptual and operational considerations in the
workstream of Allied Command Transformation and the NATO
Science & Technology Organization in the 2010s.

When presenting on EDTs to the senior civilian and military
leadership at NATO in 2018, then-Supreme Allied Commander
Transformation General Denis Mercier stressed that legal, ethical,
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and political differences between Allies could “endanger our
capacity to operate together.”**¢ He also focused on considerations
around the “level of confidence in new technologies” as an
adoption factor that is not purely technical.!*” This set the tone for
political alignment on ethical concerns across the Alliance—already
building on the foundations of the shared value embodied in the
North Atlantic Charter and legal framework in which NATO
operates. Subsequently, in October 2019, the Allies agreed to an
EDT Roadmap that cited “legal and ethical norms” and “arms
control aspects” as key technology areas among Alliance priorities
to consider.?® The political will to cooperate on technologies was
solidified in February 2021, when NATO Defence Ministers
endorsed an EDT Strategy.*®

As part of the implementation of the EDT agenda, the NATO Al
Strategy is expected to pick up on this theme in “guidance on both
principles for responsible use of Al-enabled platforms and export
control mechanisms.”**® Accountability and transparency—for
weapon systems with varying levels of autonomy, as well as Al-
enabled systems—and rules for industry may feature in this
approach.®! Already, the NATO Science & Technology
Organization has identified a “strong emphasis on explainability,
trust and human-Al collaboration” as well as “processes and
standards for verification, validation and accreditation” as areas of
interest for NATO, though they are not yet formalized in publicly
pronounced principles.t®? Overall, the issuance of principles at the
NATO level will be helpful to reflect priorities of multiple Allies,
permit more Allies to align nascent or ad hAoc initiatives to the
broader agenda with one another, and potentially help bridge
responsible Al with best practices or standardization that industry
can follow.%3

Technical reports that pre-date this EDT agenda also help establish
a baseline for the Alliance’s approach to responsible and ethical
military Al. This includes NATO reports on human centricity and
human control, as seen in Appendix IV.*** The NATO Human View
features in a technical report from 2010, and is notable as it
commends a human-centric approach that has become popular in
more recent civilian Al ethics frameworks (see Appendixes | and
VII). It is also an implicit theme found throughout the approaches
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of all democratic countries who see the need to maintain
accountability in human-defined frameworks to properly manage
Al and the risks that can come with its development, use, and
diffusion. The NATO Human View framework takes this a step
further by developing a human-centric approach to network-
enabled operations (/e., network-centric warfare) that ensures the
human element is incorporated into capability development.t>®
More specifically, NATO defines this human centricity by
“depict[ing] how the human impacts performance (mission
success, survivability, supportability, and cost) and how the human
is impacted by system design and operational context (e.g.,
personnel availability, skill demands, training requirements,
workload, well-being).”**¢ The Human View framework also applies
the element to factors of human-system integration as well as
“guidance on use of models to address uncertainty and/or discover
emergent behaviors.”t%’

NATO work on human control is largely focused on integrating
weapon systems with different levels of autonomy, but still offers
useful classifications that can apply to other EDTs like Al. As seen
in Appendix IV, it establishes a framework of who the relevant
stakeholders are, and what their corresponding roles are in
delivering appropriate human control—a concept that could be
adjusted to address other aspects of its forthcoming principles for
responsible use. Some of these complexities are specific to
autonomy and the use of force, as was defined in 2019. But it is
also notable here that the NATO working group on “Human
Systems Integration for Meaningful Human Control over Al-based
Systems” was established in 2020. Importantly here, the working
group suggests using the term “meaningful human control” outside
of autonomy in weapons-related questions, which are primarily
dealt with at the Convention on Certain Conventional Weapons.
They suggest applying the term to address questions of
accountability and human agency in a broader set of applications
including intelligence, surveillance, and reconnaissance, planning,
and decision support.’*® In addition to applying to these set of
issues, the working group focuses on many similar aspects that
also relate to responsible Al implementation, including: “national or
organisational policy, systems specification, systems design,
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systems [validation and verification], training of users, training of Al
and [machine learning], systems of systems integration, C2 process
development, interoperability, operational use, after-action
review/lessons learned.”**® As such, meaningful human control may
come to feature in responsible Al efforts within NATO.

While the issuance of principles and commitment to uphold shared
values through responsible use are undoubtedly important, it is
worth noting that NATO does have different considerations from
nations (and militaries) as a supranational, non-regulatory body. Its
more unique contribution could be standardization, as already
incorporated into standardization agreements and training
publications—the latter of which could focus on responsible Al in
training. In anticipation of forthcoming guidelines or standards for
industry, it is worth noting that NATO operational standardization
also encompasses work implementing the Law of Armed Conflict
into operational practice.®°

For NATO, building on General Mercier’s remarks that ethics and
interoperability are linked, standardization on safe and ethical Al
can likewise link to interoperability at the technical and procedural
levels.t6?

Al Partnership for Defense (PfD)

In September 2020, the JAIC convened the inaugural PfD meeting,
featuring virtual delegations from Australia, Canada, Denmark,
Estonia, Finland, France, Israel, Japan, Norway, the Republic of
Korea, Sweden, the U.K,, and the United States to “shape what
responsible Al looks like.”*¢? As of May 2021, three additional
countries joined for the third PfD meeting: Germany, the
Netherlands, and Singapore.

As the grouping of countries makes clear, the ability to include
non-treaty allies in the PfD makes it a useful format to borrow from
each other’s approaches to RAI, be it to establish, refine, or
implement nation-level views. Just two months before joining the
PfD, for instance, Singapore prepared “preliminary guiding
principles to be applied to the defence establishment in Singapore,
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and Singapore’s contributions to the global discussion on
international norms for defence Al applications” in March 2021.163

Further, there may also be the possibility of taking aspects of
responsible military Al from other countries that focus more on
norms of responsible state behavior on board in the PfD format.
Some allies explicitly mention a focus on norms, including the U.K.
in its new national security and international policy, and Germany
via its focus on arms control and emerging technologies. This
normative emphasis harkens back to the U.S. approach to
responsible and ethical Al in defense—which saw norms as one of
the primary areas of engagement with like-minded countries. This
normative focus could also benefit engagement with allies that
have not yet begun any public iteration of views on responsible
military Al, including Japan and South Korea. As such, the PfD’s
focus on responsible Al makes it an important venue to encompass
technology norms that are based on democratic values and that
focus on minimizing risks in the international security environment.

As a final note, it is not a coincidence that all allies surveyed here
participate in the PfD. It is an important forum for them to
exchange views—not only on aspects covered in this report, but
potentially also the impact of civilian Al ethics frameworks and
developments, as well as questions about autonomy-related
aspects of human-machine teaming.

Other Opportunities for Multilateral Collaboration on
Responsible and Ethical Al in Defense: the European
Union (EU) and Five Eyes

Working with a number of multilateral institutions is critical to the
United States’ stewardship of Al aligned with democratic values
and interests.'®* In addition to NATO and the PfD, the EU and Five
Eyes are highlighted as relevant formats for cooperation on ethical
and responsible military Al

European Union

Of course, the EU is not an alliance—and the United States is not a
member. But the EU’s potential contributions to responsible
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military Al are worth discussing here because of the implications of
supranational EU policy on allies’ own approaches to ethical and
responsible Al in defense, as well as on EU-NATO cooperation.6®
Furthermore, the United States could also be more directly affected
by EU policy as a third state that is eligible to receive R&D funding
via the European Defence Fund. This is because the European
Defence Fund, under the European Commission’s authority, can
require a mandatory ethics screening prior to fund disbursal.1%®

While the EU has adopted a bullish approach to trustworthy Al in
the civilian realm, European institutions have been slower to define
the implications for safe and ethical Al beyond the tip of the spear.
Key civilian policies and regulations, like the General Data
Protection Regulation and more recent legislation instituting the
European approach to “trustworthy” Al, have clear carveouts for
public safety, security, and defense. Still, the EU approach to
civilian Al policy is relevant to transatlantic defense because the
dual-use, general-purpose nature of Al means that military
adoption of Al will depend on the ethical frameworks that
dominate civilian development, regardless of carveouts. More
directly, some European countries also choose to apply EU
legislation like the General Data Protection Regulation to their own
defense sectors, even though they are not required to do so.'®’
With this overlap in mind, Appendix VIl overviews the applicability
of the EU trustworthy Al principles for the defense realm.

In addition to examples such as Airbus’ application of the ALTAI
methodology to FCAS, it is notable that several European defense
efforts mention the European Commission-supported guidelines
for trustworthy Al as a positive step toward ensuring military uses
of Al adhere to ethical standards. For example, in their co-authored
food-for-thought paper on Al in defense, Finland, Estonia, France,
Germany, and the Netherlands made explicit reference to the
Trustworthy Al Principles, recognizing that the EU could leverage
its normative power because of the centrality of ethical standards
in Al for defense.'®® The focus on safety and security in EU Al policy
also promotes “convergence between the Al community and the
security community” to enhance robustness.'®® In sum, the
emphasis on safety, security, and risk in EU Al policy is not only a
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natural overlap, but also one that European defense stakeholders
are seeking out.

However, it remains to be seen which EU body will take control of
the responsible and ethical military Al agenda. There are various
actors within the EU institutions that are largely beyond the scope
of this paper.'’? Instead, there are only inklings of how the EU wiill
approach responsible and ethical military Al at present. In the
future, this topic could also feature in EU-U.S. security and defense
dialogues.

For now, it is the European Parliament that plays the most visible
role advancing ethics in European military R&D funding. This was
seen in mid-2018, in its attempt to ban a// military Al research
using EU funds because of concerns about LAWS. The agreed-
upon final version explicitly prohibits funding for LAWS at the
European level—a deal-breaker without which the Parliament
would never have agreed to allow for any defense funding.!’* But
the final result was narrower because the EU does not have
jurisdiction over its member states’ armaments development unless
they use EU funds. As such, while important, especially for dual-
use and open-source systems, its jurisdiction on mandating ethical
reviews is still limited and likely to not affect the majority of
national, bilateral, or minilateral capability development programs.
More recently, the Parliament-issued Guidelines for military and
non-military use of Artificial Intelligence in January 2021 could
indicate a stronger ethical bent than seen in the other
institutions.’2

Five Eyes

Including the United States, four of the Five Eyes countries are
included in this report for their national-level approaches to ethical
and responsible Al in defense.’ Through policy exchanges and
the Technical Cooperation Program (TTCP), the Five Eyes militaries
are already engaged in cooperative digitalization efforts.'’4 Policy
exchanges between Australia, Canada, New Zealand, the U.K,, and
the United States take various forms that can facilitate alignment.
TTCP is more specific as an “international organization aiming to
collaborate and exchange defense scientific and technical research
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and information, and harmonize and align defense research
programs by sharing or exchanging research activities” between
the five countries.’®> TTCP is directed by principals from the Five
Eyes countries, who agree on and direct three-year Strategic
Challenges on specific technical areas for collaboration. Here, the
TTCP Strategic Challenges on cyber, autonomy, and Al are relevant
here because they focus on aspects related to trustworthiness and
related issues.

Most directly, the TTCP Al Strategic Challenge includes a Law and
Ethics Working Group and also considers Trust and Transparency
as one of its key themes.'’® The Trust and Transparency theme
intends to better understand how agent transparency impacts
human-system performance, and how to design the appropriate
level of transparency in Al systems to increase trust in their
intended use.'”” This lends itself well to responsible Al, for
example, by applying ethical risk frameworks and tools from the
different countries to cooperative activities. Already, the Australian
Method includes recommendations to demonstrate “how the Al
integrates with human operators to ensure effectiveness and
ethical decision-making” in trials and exercises that simulate the
“anticipated context of use.”'”® Five Eyes countries have previously
cooperated on areas that could link to this recommendation. In
addition to sharing data for Project Maven, the TTCP Autonomy
Strategic Challenge used the 2018 Awutonomous Warrior exercise
to trial the “Allied Impact” C2 software system focusing on human-
machine teaming and integration of autonomous assets.'’® As part
of the remit of the TTCP Al Strategic Challenge law and ethics
working group, other frameworks discussed in this paper—namely
the Canadian Military Ethics Assessment Framework, the U.K.
approach, or the United States’ responsible Al implementation
measures—could equally follow the Australian recommendation to
use collaborative activities like the 2018 Autonomous Warrior
exercise to incorporate ethical risk frameworks into interoperability
assessments.

TTCP collaboration on trustworthiness and technology also
reaches back to the 2014 TTCP Cyber Strategic Challenge.
Although it focused on cyber rather than Al, the four topics of its
focus—vulnerability assessment, red teaming, building mixed levels

Center for Security and Emerging Technology | 44



of trust systems, and developing metrics and measurements of
trustworthy systems—offer a framework that responsible Al
adoption could follow.*® On the latter point, the TTCP working
group developed an ontology-based assessment framework that
formalizes metrics and attributes that constitute trustworthiness,
which could inform allied approaches to trustworthy, reliable, and
secure systems.’®! The Five Eyes researchers identified 13 core
attributes, many of which dovetail with the broadly shared
principles of ethical design and responsible use for Al: reliability;
availability; safety; confidentiality; integrity; robustness;
maintainability; adaptability; usability; timeliness; leanness;
reactiveness; and proactiveness. Appendix IX details how these
attributes are measured in relation to trust, resilience, and agility.

These attributes from cyber are relevant to Al because the TTCP
group looked at factors that would affect the performance of the
systems, including cyberattacks, human factors, and the impact of
the physical environment.®? For Al, equivalent concerns include
protecting from failure modes, understanding how human
interactions impact system performance, and validating and
verifying the performance of Al systems in real-world conditions.
Going forward, the trustworthiness framework that the TTCP
Cyber Strategic Challenge established could also be used for the
Five Eyes countries to understand how to use their allies’
systems.!83

Overall, because TTCP Strategic Challenges already combine
technical research with experimentation, they are well-suited for
implementation of responsible Al and ethical assessment
frameworks.

Areas of Convergence and Divergence

For the most part, U.S. views on responsible and ethical Al for
defense align with allies. Table 1 reviews the similarities, with the
caveat that the absence of a similarity or equivalent principle
should not be read as a point of divergence. As the country
analyses above have shown, countries are at different stages of
iterating and implementing ethical and responsible military Al.
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In particular, Australia, Canada, France, the U.K,, and the United
States share responsibility and trustworthiness as core principles
for ethical Al design, development, and deployment. While the
United States does not use trust or trustworthiness as a
standalone principle, it is embedded in all five of the DOD
principles. This is similar to the U.S. conception of law as a cross-
cutting theme that is implicit in responsible, equitable, traceable,
reliable, governable Al. Other countries see trustworthiness as the
overarching principle that comprises reliability, along with integrity
and security. In this way, even though trust is not synonymous with
reliability, it is the closest comparison. This is also affirmed in other
countries’ views: for instance, the Australian Method benchmarks
its own facet of trust to the DOD principle of reliable Al.*® These
terms are interlinked and mutually reinforcing, as human-machine
teams require operators to trust the systems they interact with.
Focusing on reliability and security can help build that
trustworthiness, especially to show operators that the systems are
subject to rigorous testing and that processes are in place to
appropriately calibrate trust depending on the capabilities of the
system and the operating environment.®®

Other principles and equivalent topics, such as controlled Al and
feedback mechanisms for societal input, are also more explicitly
laid out in allies’ approaches to Al ethics. Here again, this is not to
say that the United States does not share sovereignty concerns,
but rather that these concerns are not as explicit in DOD'’s ethical
Al principles as in allies’ documents. Seeing national sovereignty as
part of responsibility could come to be in tension with
cooperation—as well as procurement decisions that breed
dependence on the United States. It is notable that DOD is just
beginning to insert supply chain considerations into its publicly
available documentation on RAI. Meanwhile, it has been part of the
French approach since they began considering ethical risks of Al in
defense, and is also included in the Australian Method. As
countries navigate this nexus, the extent to which sovereignty
concerns fuel tensions between democratic allies will depend on
other forms of cooperation.'®® Nevertheless, because of the overlap
between security and assurance of control over the lifecycle of an
Al system, responsible Al implementation pathways in the United
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States may come to incorporate supply chain risks.'®” In this way, it
would be similar to traceability and auditability concerns that
countries such as France and Australia mention in their approaches
to sovereignty in Al.

Additionally, differences between allies’ views on responsible and
ethical Al in defense may also stem from the extent to which other
countries apply civilian Al policy and regulation frameworks to their
own defense approaches. Although overviews of government
principles and policies for ethical civilian Al are not discussed at
length here, they become more visible in other countries, as well as
the EU. Some of these aspects are encouraging—for example,
German industry’s voluntary compliance with trustworthy Al
principles, to the extent they overlap with defense, due in part to
the fact that there is no equivalent defense framework they can
follow and implement themselves. Other entry points of civilian
concepts into the defense realm include the Australian concept of
contestability, Canadian DND subjectivity to the algorithmic impact
assessment, and the choice of some EU countries to apply the
General Data Protection Regulation to their defense sectors. These
are both related to accountability as well as privacy, which are key
differences that should be tracked even though allies
overwhelmingly agree on the importance of ethics and safety for Al
in defense.

Still, similarities between defense stakeholders include the view
that militaries could not only inject new risks into their operating
environments, but also expose their own organizations to risk if
they leave ethical and legal questions unaddressed. Countries may
have different ways to define and measure these ethical risks, as
Table 1 implies, and as is detailed in the appendices. Overall,
though, there is an implicitly common approach which recognizes
that they must contend with the associated technical, legal,
political, and moral risks from the front end of Al development.
More concretely, they also agree that the way to implement
responsible Al involves technical measures tied to safety and
security, as well as procedures that make the legal context by
which they abide as clear as possible.
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Table 1: Comparison of allies’ approaches to ethical Al principles

and risks in defense

Articulated views

‘ Emerging views

Nascent views

USA France Australia ‘ U.K. Canada Netherlands*
Managing
. . - export/diffusion
Responsible Responsible Responsible Responsibility Policy anq risk Accoupta.b.lhty that enhances
appetite and liability -
adversaries
capabilities
. X (Bias implicit Ethics (fair X
Equitable Equitabl Part of trust Equalit
q Rl in reliability) ( ust) and equitable) quality
(Mention of Privacy,
Traceable Traceable explainability/ Traceability Explainability confidentiality,
configuration) and security
Security (control
. o being
Reliable Reliable Trustworthy Trust LB )50 157 17 overridden;
Assurance trust .
inaccurate
decisions/error)
Governable
Resilience (fail System
Governable (deactivate/ (See control) Governance e E] . 4
X gracefully) interference
disengage)
Level of
dependence on
Controlled Contrc?lled (Sover.e.lgn foreign
(sovereignty) capability) technology
companies;
control; lock-in
Compliance Compliance Compliance
Ll with law with law Law Legal with law
Societal feedback N Effef:t on Publlc.opmlon;
. (Contestability) society; undue influence
mechanisms R
consent on the public

Key: blue squares are the primary principles/facets; white squares are related
sub-topics mentioned in the respective documents

*The Dutch technical report focuses on risks, not ethics, and therefore has a

slightly different scope than the others mentioned here.

Sources: Author’s analysis of: U.S. Department of Defense, “DOD Adopts Ethical
Principles for Artificial Intelligence,” 2020; French Ministry of Armed Forces; “Al
Strategy in Support of Defence,” 2019; Devitt et al., “A Method for Ethical Al in
Defence,” 2020; U.K. Defence Science and Technology Laboratory, Building
Blocks for Artificial Intelligence and Autonomy, 2020, Girling et al., /dentifying
Ethical Issues of Human Enhancement Technologies in the Military (2017); Neef
and van Weerd, Artificial Intelligence in the Context of National Security, 2020.

Center for Security and Emerging Technology | 48




How countries actually implement their shared technical and law-
related priorities depends not on the principles or tools, so much as
the oversight structures that are responsible for them. It is too early
to assess differences in oversight structures, which will depend on
the authority empowered to the ethics committees and Al-centric
defense units that ministries are creating. Many of the documents
overviewed here are technical reports or advisory opinions that are
not binding in nature.

Whether these structures have mechanisms to mandate, or merely
recommend, courses of action will also have implications for the
extent to which they transpose their frameworks into action. As
countries focus on implementation, their approaches to oversight
may also emerge as differences between the structures working on
ethics and responsibility of technology adoption.

Overall, pathways for leveraging shared views to advance the
implementation of responsible Al should include learning from
allies whose views emphasize both human responsibility and
responsible state behavior extending beyond minimum legal
obligations. Addressing these issues is not only a question of good
engineering practices, but is also an exercise of responsible state
behavior.’® In a narrow sense, responsible Al can refer to ensuring
that Al systems enter into human-centric frameworks that are
defined by humans to maintain human agency and responsibility.

More broadly, though, it is notable that some allies see preserving
freedom of action as part of a vision of responsible Al that
encompasses responsible state behavior. Having a legitimate basis
for military action is a feature of responsible state behavior, with
civilian government oversight of militaries at its core to maintain
accountability at home and abroad. This enters into the language of
responsibility because operating in coalitions under multinational
mandates can also confer international political legitimacy to
operations.®

Allies with articulated views also translate their obligation to
protect into language on military Al. This can be seen in arguments
for the moral imperative to pursue Al-enabled capability
development to maintain freedom of action and protect from
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adversaries whose uses of Al do not respect legal and ethical
obligations.’®® In these views, maintaining freedom of action can
also mean maintaining interoperability, or even developing Al
systems that help protect friendly forces, as most allies depend on
cooperation to fill capability gaps.'*!

Beyond operational risks, responsibility also means incorporating
ways to minimize risks in the international security environment.
DOD has a role to play off the battlefield in this regard as well,
including by developing norms around arms control. Allied
concerns about diffusion and access, as embedded in the German
international security and Al governance agenda, as well as risks
that the Dutch identify, make this a compelling area for responsible
Al cooperation between defense ministries.

In doing so, the United States could find complementary areas of
interest with allies that see responsible military Al as
encompassing norms in the international environment. In fact, this
may be a palatable way to move debates beyond questions
exclusive to autonomous weapon systems. While autonomy in
weapon systems undoubtedly introduces important questions for
ethics, legality, and responsibility, the dominant attention it
receives tends to overshadow other aspects of military Al. This not
only includes responsible Al implementation, but potentially even
the responsibility states have to defend against Al-enabled threats
from less ethical adversaries. The fact that most allies are still
transitioning from ethical questions wrapped up in autonomy in
weapons means that DOD can facilitate and complement their
views on ethical and technical dimensions of Al in non-lethal or
non-autonomous systems. In doing so, it could help steward the
conversation toward other, underrated aspects of ethical design,
development, and deployment of military technology.

With more of a focus on norms and state responsibility, a broader
definition of responsibility beyond the DOD “responsible Al”
principle can also introduce new convergences for U.S. RAI
implementation. The DOD RAI Strategy and Implementation
Pathway recently tasked by Deputy Secretary Kathleen Hicks can
incorporate these views and help allies refine their approaches to
Al ethics in order to enable greater cooperation and allied Al
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adoption. This is because many allies see firm approaches to
managing ethical risk as a prerequisite policy question before
investing in Al-enabled capability development—including
defensive systems and countermeasures.

Overall, international engagement is mutually beneficial to
responsible Al endeavors. The United States should look at how
other countries are implementing their approaches, just as the
United States can exert influence and maintain its leadership role in
responsible and ethical Al for defense by helping its allies and
partners form their own views in alignment with one another.

Conclusion

No single actor has a monopoly on the answers to implementing
responsible Al in any high-risk area, let alone defense. Cooperation
is therefore important to collectively navigate the difficulties of
responsible governance of emerging technologies. For DOD, the
focus has been predominantly on the transposition of safe and
ethical Al principles into action. Rather than adopting principles for
defense, some allies are moving straight into implementation. Thus
far, this is borne out in tabletop exercises, outreach, ministerial
committees, ethical reviews, education and certifications, exercises
and trials, and defense programs of record. It is too early to judge
these fledgling efforts, but tracking their evolution may prove
useful to broader Al ethics implementation, be it for other defense
ministries or even civilian actors.

While jumping straight to implementation can mean a more
pragmatic focus on tools, tracking how different Al stakeholders
use those tools may be more difficult. In this way, principles can be
seen as a helpful organizing force, as is the case for DOD. This
said, the scale of the U.S. military bureaucracy and national security
innovation base may require higher visibility relative to allied
counterparts.

Still, another key difference is precisely this visibility. The analysis
here is based on information in the public domain, which may also
partially explain its transatlantic tilt. The U.S. approach to
responsible and ethical Al for defense also differs from other
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countries in that the consultation and process that led to its
principles is far more transparent than is true for most allies. A
possible Catch-22 could be at play here, with allies reticent to
publicize approaches to such controversial issues, despite the fact
that offering such inroads can build trust and confidence that
governments are handling these high-stakes questions
responsibly.

This is important not only for accountability, including to citizenries,
but also because dedicating attention to responsible Al is a critical
way to signal to industry, civil society, academia, and the research
community that appropriate measures are not just boxes to tick,
but are fundamentally embedded in the development of systems. In
other words, responsible Al is important not just for public opinion,
but also to strengthen relationships with the expert community
that is rightfully concerned about the ethical implications of current
Al advancement.

Further, the U.S. national security community should consider
norms for diffusion and arms control as part of its responsible Al
agenda in order to encourage more allies to issue public
approaches to RAI. This does not necessarily mean leading the
initiatives; indeed, if the next German government continues with
the current arms control agenda, then following the German lead
could become a more important area of cooperation.

While not all ethical questions relate to adoption, the overlap
between them is important. To be sure, incorporating ethics into
design prior to moving onto development and deployment phases
is critical to ensuring a lifecycle view on Al ethics. But at the
organizational level, it is important to make sure that military
bureaucracies are neither engaging in “ethics washing” with no
intention to implement anything, nor seeing ethics as their sole
contribution as a way to “do” Al on the cheap. This is not to say
that allies are not investing in Al-enabled capabilities—as many
certainly are—but rather that these attempts and investments are
so ad hocthat they could foreclose the possibility of scaling any
such efforts. To this end, with the importance of ethics and legality
for democratic accountability, tying ethical risk assessment
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frameworks and associated processes with Al adoption could also
be an inroad for more strategic approaches to Al integration.

This could be done through multilateral formats, with NATO and
the PfD being the most appropriate for the time being. Also, using
these formats to help allies dissociate the ethical and legal
questions of autonomy from Al could push responsible Al in
defense forward, including in associated technology areas not
addressed in this paper, such as human-machine teaming or
human enhancement. The fact that information about some allies’
approaches to Al in defense can be answered via frameworks for
human enhancement shows that the stakes of responsible Al are
not just about adoption of this one, crucially important technology.
The stakes are the testing grounds for the combinative
technologies that lie ahead.
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Appendix I: U.S. conceptions of responsible Al

OECD
Recommendation

of the Council on
Al

DIB expanded
definition/context

Adopted definition:
“DoD personnel will
exercise appropriate
levels of judgment and
care, while remaining for
the development,
deployment, and use of
Al capabilities”

Key terms for RA/
Implementation as of
May 2021:foundational
tenets of (1) responsible
Al governance, (2)
warfighter trust, (3) Al
product and acquisition
lifecycle, (4)
requirements validation,
(5) responsible Al
ecosystem, and (6) Al
workforce; actions for
JAIC to coordinate,
through Responsible Al
Working Council, include
(1) formation of
Working Council and
training; (2) DOD RAI
Strategy &
Implementation
Pathway, (3)
development of RAI
workforce talent
management
framework; and (4)
acquisition
recommendations

“Responsible
stewardship of
trustworthy Al” as
overarching
framework for (1)
human-centered
values and
fairness, (2)
transparency and
explainability,
robustness,
security and
safety, and (3)
accountability

Three layers of responsibility,
with outer two layers focused
on conduct of hostilities

First layer. responsibility of
persons with authorities over
the design, requirements
definition, development,
acquisition, testing, evaluation,
and training for any DOD
system, including Al systems

Second layer: responsibility
mechanisms for action taken
by decision makers during
hostilities (Law of War, rules
of engagement, commander’s
intent, doctrine)—including
appropriate information on a
system’s behavior, relevant
training, and intelligence and
situational awareness at
“epistemic thresholds”

Third layer: remediation
mechanisms after
technologies have ended—
both internal (accountability
via Law of War and Uniform
Code of Military Justice) and
external to DOD (doctrine of
State Responsibility)
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(adopted — defense)

(adopted by
White House —
civilian)

(recommended — defense)

Sources: U.S. Department of Defense, “DOD Adopts Ethical Principles for
Artificial Intelligence;” Office of the Deputy Secretary of Defense, /mplementing
Responsible Artificial Intelligence in the Department of Defense, Organization for
Economic Co-operation and Development, Recommendation of the Council on
Artificial Intelligence; Defense Innovation Board, Supporting Document.:

Appendix II: Comparing U.S., French, and Australian
lexicons for safe, ethical, and controlled Al in defense

U.S. principles for safe and

ethical Al (adopted)

French guidelines for
controlled Al* (from A/
strategy)

Australian facets
of ethical Al in
defense

“Responsible. DoD personnel
will exercise appropriate
levels of judgment and care,
while remaining responsible
for the development,
deployment, and use of Al
capabilities.”

“Assurance of trustworthy,
controlled, and responsible
Al.” Aspects on responsibility
are more implicit, but still
have a functional approach to
managing risk: “ensure that a
‘right level’ of
trustworthiness and
robustness is assessed for
each Al application [...starting
from] the design phase [...] to
identify which of the different
functions are the most critical
in order to deduce the
relevant requirements in
terms of development,
qualification and monitoring
in use.”

(workshop result)

Responsibility.
Who is
responsible for
Al?
(Related topics:
education,
command.)

“Equitable. The Department

will take deliberate steps to

minimize unintended bias in
Al capabilities.”

Bias-derived risks mentioned
as part of introduction to why
Al needs to be more robust;
only implicit in “a robust
ethical and legal framework”
section. (See “Reliable.”)

Bias mitigation
part of
‘governance’
facet & related
topics of human
factors, supply
chain, and
confidence. (See
“Reliable.”)
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“Traceable. The Department’s

Al capabilities will be

developed and deployed such

that relevant personnel
possess an appropriate
understanding of the
technology, development
processes, and operational
methods applicable to Al
capabilities, including with
transparent and auditable
methodologies, data sources,
and design procedure and
documentation.”

Data “configuration”
(%.e., documentation):
“Preserving digital
sovereignty therefore also
involves controlling the
algorithms and their
configuration, and the
governance of data,” as well
as “their learning elements,
their combinations and their
data.”
(Explainability touched on,
but not main principle.)

Traceability.
How are the
actions of Al
recorded?
(Related topics:
explainability and
accountability)

“Reliable. The Department’s
Al capabilities will have
explicit, well-defined uses,
and the safety, security, and
effectiveness of such
capabilities will be subject to
testing and assurance within
those defined uses across
their entire life-cycles.”

“Assurance of trustworthy,
controlled, and responsible
Al” Aspects on trust
(“rigorous systems design
which must guarantee total
compliance with the human-
defined framework, and on
the ministry’s capacity to
evaluate and certify such
systems.”) Linked to
robustness and resilience.

Trust.

How can Al be
trusted?
(Related topics:
sovereign
capability, safety,
supply chain, test
& evaluation,
misuse and risks,
authority
pathway, and
data subjects.)

“Governable. The Department
will design and engineer Al
capabilities to fulfill their
intended functions while
possessing the ability to
detect and avoid unintended
consequences, and the ability
to disengage or deactivate
deployed systems that
demonstrate unintended
behavior.”

Governability of data. Largely
adoption-focused:
abiding by security and
ethical rules to maintain or
even reinforce confidence by
ministry personnel/armed
forces and acceptability by
the public;
Governance. Relevant
structures, including CCIAD,
ministerial ethics committee,
et al. Also education: “take
steps to raise awareness
among ministry staff of the
use of Al, especially from an
ethical standpoint.”

Governance.
How is Al
controlled?
(Related topics:
effectiveness,
integration,
transparency,
human factors,
scope,
confidence, and
resilience.)

Ethical principles embedded
in/building on legal
framework, but not own
principle.

Highlighted in framing, but
not as principle (similar to
u.s.).

Law.
How can Al be
used lawfully?
(Related topics:

protected
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symbols and
surrender, and

de-escalation.)
Source: Devitt et al.,

Source: Al Task Force, French Australian
Source: U.S. Department of Defense L
Ministry of Armed Forces Department of
Defence

* “Controlled” Al is the official translation of “maitrisée” in the French document,
which can broadly be seen as the need to harness Al and overcome its
challenges. This is a separate term from “human control” and should not be
conflated with topics related to command and control.

Appendix lll: French risk level of Al-based algorithmic
technologies according to criticality

Criticality function

Critical software contributing to
flight safety

Software to detect objects in
satellite images used for military,....
purposes

Film recommendation software
(Netflix type) Algorithmic

technique

Neural networks +
Rule-based systems behavioral selection algorithms Neural networks

Source: Al Task Force, French Ministry of Armed Forces
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Appendix [V: Australian Method for Ethical Al in Defence
— Risk Matrix

Risk Checklist

Describe the military
context in which the
Al will be employed

Description/Reference

Combat/Warfighting:
force application,
protection, and
sustainment; situational
understanding
Enterprise-level and rear
echelon functions.
personnel, enterprise
logistics, business process
improvement
(see Appendix E of
Method)

Risk Matrix

Activities

Ethical Issues to
be addressed

Define the
activity you are
undertaking

Indicate the
ethical issue the
activity is
intended to
address

Explain the types of

1903 Defence Act, and
‘Critical Decision Analysis’
2013; and Taxonomy of
decision problems (single
once-off vs. sequential
decision making; multi-
decision-maker

Estimate the risk
to the project

decisions supported | cooperative vs. non- Risks objectives if
by the Al cooperative/iterated vs. issue is not
non-iterated/zero-sum vs. addressed
Nnon-zero sum; consensus
decision making;
consensus decisions/social
choice (see Appendix F of
method)
See topics particularly
Explain how the Al under the Governance and
integrates with human Trusted sections: Define specific
operators to ensure Governance: effectiveness, actions you will
effectiveness and integration, transparency, Actions undertake to

ethical decision
making in the
anticipated context of
use and

human factors, scope,
confidence and resilience
Trust: Sovereign
capability, safety, supply

support the
activity
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countermeasures to
protect against
potential misuse

chain, test and evaluation,
misuse and risks, authority
pathway and data
subjects

Explain framework/s
to be used

Examples given include:
facets and topics from
Method; Australian
government’s Al Ethics
Principles; IEEE Ethically
Aligned Design; US DOD
Principles; etc.

Timeline

Provide a
timeline of the
activity

Employ subject matter
experts to guide Al
development

For example, use
consultants, contractors,
or hire employees with
relevant expertise in
military ethics, decision
science, law, human
factors, and data science
to assist with Al project
conceptualization and
planning

Outcome

Define action
and activity
outcomes

Employ appropriate
verification and
validation techniques
to reduce risk

Seek out best practice in
autonomy and intelligent
system test and evaluation
methods to accelerate
certification and assurance
for acquisition, adoption
and social license

Assignee

ldentify the
responsible
party/ies

Status

Provide a status
update

Source: Synthesized from Devitt et al., Australian Department of Defence, 33,

57-60.

Appendix V: U.K. Dstl factors for success: consent and
confidence

Topic
Consent: (a) legal and regulatory constraints; (b) as well as policy, ethics, and

Guiding questions

risk appetite, (c) willingness of suppliers and partners to support where

Legal

required

(1) Are there any externally imposed constraints on our
capability, such as legal and regulatory frameworks that we
need to follow? (2) Have we checked the international
position as well as domestic? (3) What do we need to stay
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within these constraints? (4) Is the legal position clear or
ambiguous? Do we need to get advice to ensure we
comply? (5) Is it possible to influence those constraints if
we can’t operate within them? (6) Note that anything
involving legal matters will take longer than you can
possibly imagine, so factor this in.
Policy and risk (1) Is the enterprise (including partners, suppliers and
appetite collaborators) likely to be willing to pursue this capability,
based on its own internal policies and risk appetite? (2)
What are the existing policy and risk positions of our
organisations? (3) Are there international policies to
consider? (4) What do we need to do to stay within these
constraints? (4) Is the policy position clear or ambiguous?
Do we need to get advice to ensure we comply? (5) Is it
possible to influence the policy if we can’t operate within
it? (6) Should we try to influence this? For example, what
are the risks of not developing the capability?
Ethics (1) Fundamentally, should we pursue this capability? (2)
Have we considered the ethics of doing so, and equally the
ethics of not? (3) What is our organisation’s existing ethical
position? (4) Does this capability operate within that
position? (5) Do our ethics align with those of our partners,
and will these partners support and engage in our work?
(6) Are systems fair and equitable?
Confidence: (a) satisfying regulatory and safety requirements; (b) inspiring
trust through assurance, explainability and effective exercising; (c) being
aware of the risks through an understanding of threats, vulnerabilities, means
of failure and wider resilience
Assurance (1) Will we be able to certify that the system satisfies all
relevant regulations, including safety and security
standards? (2) Will all of the functions that the system
performs work reliably, as expected and for as long as they
need to? The latter is an important point if you have a
learning system where the performance could change over
time — how do you understand and maintain performance?
(3) Do we have an understanding of behaviours the system
must not have (e.g. harming people — this is generally
considered to be a bad thing) and how they can be
prevented? (4) Do we understand what level of assurance
is required?
Trust (1) Who needs to trust the system, what do they need to
understand and what do you need to provide to obtain this
trust? (2) This sounds like a simple question but can have
many facets — there will be different trust considerations
for the direct users, those making decisions based on its
outputs, the regulators and the general public

Center for Security and Emerging Technology | 61



Explainability

(1) Do we need to be able to explain why the Al made a
particular decision; both at the time, and in retrospect? If
so, how can we do this? This is another question that may
impact on your algorithm selection: if you really need to
know why the system produced a certain output, some
types of algorithm will be more suitable than others.

Resilience

(1) Do we understand the vulnerabilities in the system, and
the risks it might introduce to our operations or business?
Will the system fail gracefully if it encounters situations
beyond its design parameters?

Experimentation

(1) How suited is the system for experimentation, to build
experience and confidence before it is used in a live
environment?

Source: Adapted from: U.K. Defence Science and Technology Laboratory, 22-5.

Appendix VI: Canadian Military Ethics Assessment
Framework for Human Enhancement Technologies

Compliance with
National Laws
and Codes of
Conduct

Jus Ad Bellum
Principles

Law of Armed
Conflict/Jus in
Bello Principles

Health and
Safety

Accountability
and Liability

Privacy,
Confidentiality,
and Security

Equality

Consent

Questions raised about whether a technology interferes
with the common values, laws and expected behaviors
that guide both military employees in all activities related
to their professional duties

Questions raised about whether a technology disrupts Jus
ad Bellum principles: criteria to be met before entering a
conflict to ensure that all conflicts entered into are justified

Questions raised about whether a technology violates the
international laws that must be followed during times of
conflict to protect those affected by conflict and to
regulate means of warfare

Questions raised about direct or indirect impacts the
enhancement may have on the physical or psychological
well-being of a soldier or civilian

Questions raised about risk and responsibility for
enhancement failures or unanticipated and undesired
effects of an enhancement

Questions raised about sharing, storing, and using
information obtained by an enhancement, and security
risks of an enhancement resulting from adversary
detection or hacking

Questions raised about the influence of an enhancement
on fairness and functionality within the CAF, between
militaries and in society

Questions raised about whether the enhancement is
mandatory or voluntary
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Humanity Questions raised about the influence of an enhancement
on a soldier’s morals and personhood

Reliability and Questions raised about how close the enhancement

Trust technology is to commercialization and use by the military,
and remaining modifications required for usability on the
battlefield

Sl dle] BYelel[1sYA Questions raised about how an enhancement will impact
civilians and perception outside of the forces

MC1eE¢=Te [sIIF (o]l Questions raised about how adversaries will view our use
Adversaries of enhancements and how adversaries may use
enhancements themselves

Source: Girling et al., Defence Research Development Canada, 15.

Appendix VII: NATO STO technical report on
stakeholders and the application of dimensions of human
control in the use of force

Stakeholder groups that contribute to ensuring appropriate human
control in fielded systems

Stakeholder Role in Delivering Appropriate Human Control in Future
Groups Systems

[Effective Human Control = EHC; Meaningful Human Control
= MHC]

Policy makers | Set policy, standards and doctrine to facilitate EHC and MHC
across NATO systems

R&D/ Identify and fill knowledge gaps in the field of EHC and MHC;

Scientific Conduct research to provide evidence to support the

Community specification and design of systems that support MHC and
EHC

System Specify, contract and accept Al enabled systems that support

Acquirers EHC and MHC
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System Conduct and analysis, use Human Centred Design
Designers approaches such as those described in ISO 9241 210 [O],
and apply best practice to systems design and testing to
develop systems that support the delivery of EHC and MHC

Organisational | Integrate Al enabled systems within their wider system of

Users systems and organisational structures such that they enable
EHC and MHC
End users Train, support and employ human machine teams that

deliver EHC and MHC; Deliver operating procedures and
practices to deliver EHC and MHC

Application proposed dimensions of (ET) developed Dimension of
human control to iIPRAW's Requirements for Human Control in the
Use of Force

Intervention
Design of systems with
modes of operation that allow
human intervention and
require their input in specific
steps of the targeting cycle
based on their situational
understanding

Situational Understanding

Design of systems that allows human
commanders the ability to monitor
information about environment and

system

Control by The system design allows the Human
Design to develop sufficiently accurate
(Technical situation, and system The system design allows the
Control) awareness/understanding to identify Human to impact on the
risks to violating IHL and/or behavior of the system in time
unacceptable moral, ethical or to prevent an undesirable act
operational outcomes (violating IHL and/or
The system design allows the Human | unacceptable moral, ethical or
to predict the behavior of the system operational outcomes)
and its effects on the environment
(physical and information)

Authority and accountability

Appropriate monitoring of the system of human operators,

and the operational environment teammates and commanders;

Control in abide by IHL

Use The Human has sufficiently accurate . .
. . . The Human is able to exercise
(Operational situation, and system .
. . . freedom of choice and has the
Control) awareness/understanding to identify

ability to affect system
behavior during use to ensure
that accountability and

risks to violating IHL and/or
unacceptable moral, ethical or
operational outcomes.
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The Human is able to predict the

behavior of the system and its effects

on the environment (physical and
information)

adherence to IHL are
maintained
Training with systems allows
users to understand and
predict system behaviors
across different situations in
order to avoid undesirable
outcomes or failure to comply

Organizational culture does
not indirectly impact on
freedom of choice and
willingness to question

system behaviors and actions

with [HL.

Source: Boardman and Butcher, NATO Science & Technology Organization, 9-

11.

Appendix VIII: Applicability of civilian EU trustworthy Al
principles to the defense sector

Ethical
principle

Respect for
human
autonomy

Human agency
and oversight

Description

Ability for humans to
maintain self-
determination and
partake in democratic
process

Assessment of
fundamental rights
impact prior to
development

Define human agency
and governance with
human at centre to
prevent adverse effects

Convergence with
defense sector

Design of Al systems to
augment, complement
and empower human

skills (alignment;
human-machine
teaming)

Similar to Article 36
review for autonomous
systems as well as
appropriate level of
judgment/control, as
well as TEVV for new
military capabilities

Consideration of legal
aspects throughout
development and
deployment pipeline

Divergence with
defense sector

“Should not
unjustifiably
subordinate, coerce,
deceive, manipulate,
condition or herd
humans” # military
justification to coerce
etc.

N/A when applied to
existing legal
framework for armed
conflict

“Human-in-command”
(“capability to oversee
overall activity of the Al
system” may conflict
with select niche Al
supervisor systems for
non-combat effects
requiring machine
speed (e.g., cyber etc.)
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Prevention
of harm

Technical
robustness and
safety

No exacerbation of harm

or adverse effects on

human beings

Preventative approach
to risks in Al
development, including
protection against
adversarial attacks and
mitigation of unintended
harm

Oversight with human

in/on loop

Ensure technically
robust systems are not
vulnerable to malicious

use

Preventing

consistent with

consequences

between the Al
community and the
security community”

“unacceptable” harm
militaries seeking to

minimise “unintended”

Principles recommend
promoting “convergence

Harm inherent to
conduct of warfare;

“Al systems and the
environments in which
they operate must be

safe and secure” #

operational realities

Ensure Al system
performs as intended
“without harming living
beings or the
environment” #
conduct of warfare

Privacy and
data
governance

Data governance
covering quality and
integrity of data, access
protocols and
capabilities for
processing that protect
privacy

Mutual interests in
assuring high level of
data quality, integrity,

and access

Potential overlap in
technical measures to

protect privacy & protect
confidential information

Potentially more
divergence for
implementing privacy
and data governance,
although already have
carveouts for public
safety, national
security, and defense
in GDPR

Societal and
environmental
well-being

Measurement and
assessment of
environmental/ecological
impact, and societal
impact including on
democratic institutions

Measuring impact of Al
adoption on “social
agency” important for
understanding role of
human in human-
machine teams,
including impact on
health and well-being of
personnel; focus on
“encouragement” rather
than anything
prescriptive

Social well-being not
taken into account for
adversaries (linking
back to main tension
between defense
sector and prevention
of intentional &
unintentional harm)
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Fairness

Diversity, non-
discrimination
and fairness

Just distribution of
costs/benefits

Freedom from bias,
discrimination, and
stigmatisation

Accountability and
ability to contest Al
decisions

Avoid unfair bias by
enabling inclusion and
diversity

Improve accessibility
through user-centric,
universal design

Solicit stakeholder
feedback throughout
lifecycle

Cost-benefit analysis

remains relevant

Accountability and
explicability of decision-
making processes

Place oversight
processes to analyse
and address system’s
purpose, constraints,

requirements, and
decisions to reduce bias
in programming (and
training phase)

Use universal design to
enable equitable access

“Should never lead to
people being deceived”
# military aim of
establishing “unfair”
advantage (e.g.,
operational surprise)

“Unfair” not in interest
of militaries who seek
to establish “unfair
advantage”;
nonetheless important
to consider bias
especially for internal
management systems
or unintended harm

Accountability

Mechanisms to ensure
responsibility,
accountability,

auditability for Al
systems and their
outcomes

Redress for adverse
impacts to ensure trust,
including through
documentation

Enable assessment of
algorithms, data, and
design processes and
conduct independent
audit of safety-critical
applications

Identify, assess,
document, and minimise
potential negative
impacts of Al systems,
including through red-
teaming exercises prior
to/during development

N/A

[But noteworthy that
documentation-centric
definition of
accountability differs
from CCW ‘human
accountability’ term]

Societal and
environmental
well-being

Explicability

(See description under prevention of harm; defined as relevant to both

Transparency and
openness about
processes and
capabilities/purpose of
Al system

principles)

Augmentation of other
explicability measures
(traceability, auditability,
communication) for
black-box Al

Limitations on
transparency (which
may affect feedback
loops to ensure that
humans can contest

Al-made or Al-
augmented decisions)
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Explainability of

decisions to those
affected

Transparency

Ensure that data,
systems, and business
models are traceable,
explainable, and
communicated

Facilitate auditability
and explainability
through documentation
to maximise
reproducibility and
minimise repetition of
mistakes

Have ability to explain
trade-offs between
explainability and
accuracy

Inform humans when
“they are interacting
with an Al system” #
psychological
dimension of strategy

Adapted from author’s conference presentation (November 11, 2019); see also
High-Level Expert Group on Artificial Intelligence, European Commission.

Appendix IX: Five Eyes TTCP Cyber Strategic Challenge
Working Group attributes of trustworthiness of cyber

systems

Main attributes of
trustworthiness

Reliability

Equivalent or sub-attribute(s)

to the main attribute

Trust

An attribute of dependability; | v N4

predictability; competence;
consistency; stability;
certainty; fault-forecasting;
high-confidence; assurance;

survivability

Resilience

Agility

Availability

An attribute of dependability; | v N4

an attribute of security

Safety

An attribute of dependability | v v

Confidentiality

An attribute of security
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An attribute of security; N
accuracy; credibility

Fault-tolerance; N N N
performability;
accountability; authenticity;
nonrepudiability

Recoverability; retainability; v
correctability; self-healing;
self-repair

Autonomy; learning; N N
extensibility; reconfigurability

Automatability; flexibility; N
learnability; satisfaction;
compatibility; reusability;
complexity

Quickness; decisiveness v

Efficiency; simplicity; N
scalability

Readiness; fault-removal Vv N

Preparedness; fault- N
prevention

Source: Replicated from: Cho et al., MILCOM 2016.
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Ontology-based Trust, Resilience, and Agility Metrics (TRAM)
Framework

Source: Replicated from: Cho et al., MILCOM 2016.
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