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Executive Summary 

Organizations continue to struggle with successfully integrating artificial intelligence 
into their operations, leading to cases where the technology fails to support, or even 
undermines, the organization’s mission. Researchers in academia, industry, and civil 
society have done tremendous work in developing techniques that can assist 
practitioners in their adoption of AI technology. Yet these contributions can easily be 
lost in the sea of collective AI efforts. While recent work to synthesize this research in 
key areas has begun, there remains no comprehensive guide to help practitioners 
navigate the maze of information. To address this gap, CSET researchers have collated 
over 1,200 resources from the breadth of academic papers, industry reports, and grey 
literature with the aim of making AI safety, security, and governance practices more 
accessible and easier to integrate into an organization’s existing processes. Building on 
CSET’s harmonized AI framework, this report collates actionable guidance from these 
resources into an easy-to-navigate format and connects the information back to core 
recommended practices, establishing a critical link between high-level principles and 
practical implementation details. This report aims to answer the core questions that 
practitioners need to ask to successfully operationalize AI best practices. 

What: We identify the key techniques, tools, and practices that organizations should 
implement in adopting AI systems based on an extensive review of government 
guidelines, industry reports, academic papers, and the broader set of grey literature. 

When: We map these implementation steps across the process of AI adoption, 
including planning, development, deployment, operation, and improvement. 

Where: We provide guidance at all levels of the organization, ranging from 
organization-wide operations and practices to granular details at the data, model, and 
system level. 

Who: We identify the functional teams within the organization that are most likely 
involved in carrying out each recommended implementation step. 

How: We provide an extensive set of references alongside the implementation steps, 
identifying valuable resources from the staggering volume of available information. 

Why: We link each step in our guide back to the recommendations from the 
harmonized framework that it serves to implement. 

In addressing these key components, this report serves as a practical reference guide 
that bridges the gap between principles and practice for those adopting AI technology. 
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Introduction 

Organizations today face mounting pressure to adopt artificial intelligence technology, 
yet many struggle to successfully integrate AI into their structure and operations such 
that it supports the organization’s mission and furthers its goals [1]. On the one hand, a 
variety of existing reports provide principles and frameworks intended to inform 
organizations of what they should do when adopting AI systems. On the other, there is 
an extensive body of industry white papers, academic research, and grey literature that 
provide details on how to implement a specific technique or practice related to AI. 
While there is value in both high-level abstraction and granular detail, organizations 
need guidance that aligns the two, mapping out what needs to be done and providing 
the resources on how to do it [2]. This information can be difficult for organizations to 
find on their own, crowded out by a deluge of low-quality search results, blog posts, 
and articles on the internet—a trend that has only worsened with the flood of AI-
generated content [3, 4, 5]. Several reports—including the National Institute of 
Standards and Technology’s (NIST) AI Risk Management Framework Playbook, several 
guides from the Open Worldwide Application Security Project (OWASP) Foundation, 
and the Partnership on AI’s governance toolkit—have begun to address this need, 
tying together high-level practices with practical implementation details [6, 7, 8, 9]. Yet, 
each only covers a piece of the overall picture, leaving practitioners without an 
overarching road map for responsible AI adoption. 

This report aims to address that problem by providing an extensive reference guide 
that (1) covers the range of AI safety, security, and governance practices and (2) ties 
recommendations for what practices organizations should implement to how they 
should do so, including when, where, why, and by whom. We build on previous CSET 
research that condensed the collective knowledge of 52 AI guidance documents into a 
single harmonized framework [10]. Where that first report lays out a holistic picture of 
AI best practices, this research provides the link between those high-level 
recommendations and the detailed reports that illustrate how to implement them. We 
have waded through the breadth of government and industry reports, academic 
papers, and grey literature to identify valuable sources that practitioners rely on. 
Making AI guidance more tangible, this report provides answers to the fundamental 
questions organizations have when implementing AI best practices: 

• What should I do? Based on our research, we provide a series of practical 
implementation steps derived from CSET’s harmonized AI framework. 

• When? We organize these steps according to the stage in the AI adoption life 
cycle (e.g., planning, development, deployment) in which they occur for easy 
and logical reference. 

https://doi.org/10.1108/INTR-01-2022-0042
https://doi.org/10.48550/arXiv.2006.04707
https://doi.org/10.1007/978-3-031-56063-7_4
https://www.businessinsider.com/google-search-helpful-content-update-results-drop-ai-generated-2023-9
https://www.wired.com/story/ai-generated-medium-posts-content-moderation/
https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook
https://owaspai.org/
https://owasp.org/www-project-ai-testing-guide/
https://partnershiponai.org/resource/decoding-ai-governance/
https://doi.org/10.51593/20240041
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• Where? We structure the recommendations within each stage according to the 
level of implementation (e.g., operations, data, model, system) at which these 
practices occur within the organization. 

• By whom? We identify the functional teams within the organization that the 
content is most applicable for, while trying not to assume certain organizational 
structures or prescribe specific roles and responsibilities. 

• How? We provide an extensive set of references alongside the implementation 
steps, identifying valuable resources from the staggering volume of available 
information. 

• Why? We map the implementation steps back to the harmonized framework, 
which represents a synthesis of the recommendations made across 52 reports 
and the collective expertise of a range of international organizations, 
government agencies, standards-setting organizations, industry associations, 
academic institutions, think tanks, and private companies. 

Practitioners should use this report as an overarching guide for implementing the wide 
range of recommended practices necessary to support the responsible adoption of AI 
systems. The adoption of AI technology affects all aspects of an organization, from its 
strategy, structure, and operations to its hardware, software, and data. As such, this 
report provides guidance based on principles from a variety of disciplines. Yet despite 
their broad impact, AI models and their supporting scaffolding are, at their core, 
software systems. As a result, many of the recommendations in this guide build on—or 
draw directly from—existing safety, security, and governance processes that 
organizations use to manage software systems. While these practices may need to be 
modified or expanded to address the unique wrinkles that AI models introduce, 
existing processes and principles should be leveraged by practitioners wherever 
possible. 

Although this report is extensive, it is certainly not comprehensive. The collection of 
resources concluded in late 2025, and new techniques and methods will continue to 
be developed. Furthermore, while much of this guidance applies to machine learning 
(ML) systems broadly, an emphasis is placed on the adoption of generative AI and 
more advanced frontier models. In addition, the recommendations and resources 
provided in this report are intended to be use-case and sector agnostic. Organizations 
should account for the additional nuances specific to their application of AI technology. 

We organize this report into four sections. First, we provide some background on the 
challenges of operationalizing AI best practices and summarize CSET’s report on 
harmonizing AI guidance, which represents the initial step in addressing these 
challenges. Second, we outline our methodology in developing recommendations and 
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collating resources. Third, we present the content of the operationalizing guide. Fourth, 
we close with an assessment of the implications of this work and where future efforts 
are still needed. Practitioners seeking implementation guidance and resources should 
feel free to skip directly to the operationalizing guide, which starts on page 18. 
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Background 

The pressure to adopt AI technologies has put many organizations in a challenging 
position. The purported benefits of AI adoption are high, the need to keep up with 
competitors is intense, and the risk of AI-enabled threats is growing. The message 
being received by many organizations is that failing to adopt AI systems risks the 
organization’s reputation, competitive advantage, and security. However, embracing AI 
technology without the proper policies, procedures, and infrastructure in place to 
ensure its safety and security presents its own risks that may undermine the intended 
goals of AI adoption. Despite a myriad of reports, voluntary standards, and proposed 
best practices for AI systems, there remains a large gap between these 
recommendations in the abstract and their implementation in practice [11, 12]. The 
salience of the principle-practice gap has been a common finding across a multitude of 
studies and reports [1, 2, 13, 14, 15]. The challenge of operationalizing guidance was 
also a major concern voiced during a workshop hosted by CSET in June 2024 on AI 
adoption in critical infrastructure [16]. 

This report represents the second of three phases of research conducted at CSET. This 
research seeks to reduce the burden of deciphering AI-related guidance currently 
being shouldered by individual organizations who are seeking to develop or deploy AI 
technology. The three phases are: 

• Harmonize: Generate a unified set of recommendations from disparate sources. 
• Operationalize: Provide steps to implement recommended practices for AI. 
• Tailor: Apply the guidance to various deployment scenarios and AI use cases. 

CSET’s recent report entitled “Harmonizing AI Guidance: Distilling Voluntary 
Standards and Best Practices into a Unified Framework” was the first stage of this 
work [10]. Now we focus on the second step, operationalizing guidance. In the 
following sections, we describe how this work relates to the problems organizations 
face in wrangling existing AI guidance, builds on the previous harmonization report, 
and identifies future needs in the AI guidance space. 

Challenges in Operationalizing AI Guidance 

As pressure to adopt AI systems continues to mount, organizations face the daunting 
challenge of integrating AI technology into their structure, operations, and technical 
infrastructure. While a variety of voluntary standards and best practices exist to help 
guide organizations toward this end, implementing proper safety, security, and 
governance practices remains elusive [1]. As discussed in detail in CSET’s recent report 

https://doi.org/10.1126/science.abi7176
https://doi.org/10.1007/s00146-022-01602-z
https://doi.org/10.1108/INTR-01-2022-0042
https://doi.org/10.48550/arXiv.2006.04707
https://doi.org/10.1007/s00146-024-01880-9
https://doi.org/10.1109/TAI.2022.3225132
https://www.bcg.com/publications/2020/six-steps-for-socially-responsible-artificial-intelligence
https://cset.georgetown.edu/publication/securing-critical-infrastructure-in-the-age-of-ai/
https://doi.org/10.51593/20240041
https://doi.org/10.1108/INTR-01-2022-0042
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on harmonizing AI guidance, there are five key issues with existing guidance 
documents that continue to inhibit the successful adoption and integration of AI 
technology within organizations [10]. First, organizations are inundated with 
information overload. The number of reports and frameworks continues to grow at a 
prolific rate. Second, these guidance documents come from a wide range of disparate 
sources whose recommendations often overlap and at times conflict with one another. 
Third, the information contained in these reports is often presented in inaccessible 
language that makes it difficult for organizations to decipher. Fourth, among these 
documents there are a plethora of high-level objectives identified that organizations 
are told to achieve, but there is a lack of implementation details provided to help 
guide organizations toward meeting those goals. Fifth, many of these frameworks 
adopt a one-size-fits-all approach, providing a single set of broadly applicable 
guidance that can frequently be ill-suited for diverse and wide-ranging use cases. For 
further information on each of these barriers, please refer to the original CSET report 
on harmonizing AI guidance. 

While these challenges stem from the corpus of AI guidance and standards, it is also 
important to underscore that these issues are compounded by the rapid pace at which 
large language models (LLMs) and the broader field of artificial intelligence is evolving. 
As the technology advances, and safety and security practices adapt to keep pace, 
recommended practices—particularly those that are more granular—become a moving 
target both for those providing the recommendations and those implementing them. 
This research does not solve this problem and, as such, acknowledges that this work 
represents a snapshot of best practices at a specific point in time. That said, AI models 
are software systems at their core. Many of the established practices and broad 
principles that have been developed over several decades will continue to apply. 
These recommendations, like those of other existing guidance documents, will 
continue to be refined as the technology and state of the art continues to evolve. 

CSET Harmonized Framework 

To begin addressing these guidance-related barriers, CSET researchers recently 
developed a harmonized framework for AI development and adoption based on an 
analysis of over 7,741 recommendations provided across 52 existing guidance 
documents. This corpus was composed of a variety of frameworks, voluntary 
standards, and industry best practices that were produced by a range of international 
bodies, government agencies, standards-setting organizations, industry associations, 
think tanks, and academic institutions. Using a mix of quantitative and qualitative 
methods, CSET researchers distilled this collection of knowledge into 258 

https://doi.org/10.51593/20240041
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recommendations, covering 34 topic areas related to governance, safety, security, 
privacy, and detection and response.  

In providing a consolidated, stand-alone, clearly written set of guidance, the 
harmonized framework helps to address the ongoing challenges related to information 
overload, disparate sources, and inaccessible language. However, that represents only 
the first step in removing these guidance-related barriers. This report, representing the 
second stage of our work, sets out to tackle the fourth identified challenge: the lack of 
implementation details. This work builds on our previous harmonization efforts, tying 
concrete actions that an organization can take to the recommendations and objectives 
contained in CSET framework and, by extension, the broader set of AI guidance that 
the harmonized framework encapsulates. 

Tailoring to Specific Organizational Needs 

The recommendations for operationalizing guidance provided in this report are 
intended to apply broadly to organizations seeking to adopt or deploy AI-based 
systems for a wide range of use cases. As such, the one-size-fits-all problem remains. 
The guidance contained in this report will not fully address all of the important aspects 
of the specific organization, sector, and use case in which the AI system is being 
deployed. Therefore, use the information provided in this report as a baseline for 
operationalizing AI safety and security practices. In addition, be sure to assess the 
nuances of the specific AI use case, identify where this control baseline is insufficient, 
and seek out further context-specific guidance where available. Some of that guidance 
may come from future CSET work that plans to tackle various aspects of the one-size-
fits-all problem. 
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Operationalizing Guidance 

The primary aim of this report is to make AI guidance more accessible to organizations 
by providing a link between the abstract objectives, concepts, and recommendations 
that make up existing AI guidance and the concrete actions organizations should take 
to integrate AI systems into their existing policies, practices, and infrastructure. While 
there are many theoretical approaches for transforming abstract recommendations into 
concrete practices—often derived from implementation science and applications in the 
medical field—there is no single agreed-upon process [17]. However, many of these 
strategies boil down to identifying the fundamental components of the 
implementation, essentially the questions of who, what, when, where, why, and how 
[18]. We adopt a generalized version of this approach as follows. 

• What: We first identify the implementation steps needed for responsible AI 
adoption by synthesizing the set of actions that an organization needs to take 
and the subjects of those actions from CSET’s harmonized AI framework [10]. 
See the Mapping Actions and Subjects section for further details. 

• When: We then organize these implementation steps by aligning the actions 
with different stages of AI adoption, a process that resembles the software 
development life cycle (SDLC). See the Stages of AI Adoption section. 

• Where: In the same vein, we identify the level at which the implementation step 
occurs based on the subject. See the Level of Implementation section. 

• Who: Next, we assess which functional teams within the organization would be 
most relevant in implementing these steps. See the Ownership Within the 
Organization section. 

• How: For each implementation step, we add more granular recommendations 
and provide references to external resources for practitioners looking to dive 
into greater detail. 

• Why: We provide a link between each implementation step and the 
recommendations from CSET’s harmonized framework. In doing so, we establish 
a provenance chain from the recommendations in the original 52 reports, to 
CSET’s harmonized framework, to the implementation steps provided in this 
report, and finally to the breadth of external resources identified alongside our 
implementation guidance. 

We illustrate our end-to-end process of harmonizing and operationalizing guidance in 
Figure 1. In addition to demonstrating our methodology used across the two CSET 
reports, this figure shows how the implementation steps and external resources 
provided in this report trace back to the high-level recommendations from the original 
52 guidance documents, as described above. 

https://doi.org/10.1186/s12913-018-3671-z
https://doi.org/10.1186/1748-5908-8-139
https://doi.org/10.51593/20240041
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Figure 1: Overview of the Harmonization and Operationalization Process 

 

Source: CSET.  

In the following sections, we describe the process of mapping the harmonized 
framework into the action-subject pairs used to develop our implementation steps, the 
stages of AI adoption used to organize the overall structure of this report, the levels of 
implementation that provide structure within each process stage, and finally an 
overview of the different functions within the organization and their general 
responsibilities for AI adoption. Alternatively, you can jump directly to CSET’s Guide to 
Operationalizing AI Systems. 

Mapping Actions and Subjects 

To identify the key implementation steps that organizations should undertake in their 
adoption of AI technology, we analyzed the recommendations from the harmonized 
framework and broke them down into a series of action-subject pairs. To illustrate how 
this works, take the example of recommendation IT.1 from the harmonized framework, 
which reads: “Articulate the organization’s mission and develop a strategy to achieve 
its objectives. Align [information technology] IT initiatives and systems with 
organizational goals.” 

We break this recommendation down into four action-subject pairs. The first two can 
be derived from the initial sentence, becoming “articulate mission” and “develop 
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strategy.” We segment the second sentence in much the same way, except that the 
action is the same for both pairs in this case, leaving us with “align IT initiatives” and 
“align systems.” After applying this methodology to each recommendation, we end up 
with 814 action-subject pairs. Although that is quite extensive, many of these pairs are 
closely related or overlap. Through a process of qualitatively grouping similar actions 
and subjects, we narrow down this set to 232 distinct pairs, each of which corresponds 
to one of the implementation steps in this report. 

Stages of AI Adoption 

In analyzing the action-subject pairs, it quickly became apparent that the set of actions 
roughly aligned with the typical stages of the software development life cycle (SDLC). 
Therefore, we employ a modified version of this process, which we call the AI adoption 
life cycle. Figure 2 illustrates the process stages and substages that emerged from the 
analysis. 

Figure 2: The Stages of AI Adoption 

 

Source: CSET.  

We structure the guidance provided in this report according to the stages and 
substages of the life cycle diagram. However, it is important to note that while the 
report is organized sequentially to convey the information in a clear manner, some 
steps of the process represent ongoing activities, such as operations and monitoring, 
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and others should likely occur at multiple points throughout the process, such as 
approval and communication. The stages and substages are described in greater detail 
below. 

• Review: The review stage serves as the entry point for the organization in the AI 
adoption cycle. To begin, the organization should self-assess its maturity and 
readiness to adopt AI technology. At the end of the cycle, the organization 
should review its policies and procedures to identify areas where it can improve. 
The organization should implement those improvements before continuing the 
cycle by conducting another self-assessment. 

• Planning: After conducting a self-assessment, the organization moves into the 
planning phase. During this stage, the organization should define its objectives 
and requirements for the AI system being adopted, plan how the organization 
will acquire and support the technology, promote norms and standards in 
organizational and system design, map how the system will integrate into the 
organization, and assess the potential risks and impacts of adopting the AI 
system. 

• Implementation: In the first two steps of the implementation stage, the 
organization will acquire or develop the AI system. The extent to which the 
organization relies on acquisition versus development can vary widely. On one 
end of the spectrum, an organization could opt to acquire a fully-fledged AI 
product or service directly from a third party. On the other end, an organization 
could collect data, train a model, and develop a system using that model all in-
house. Many use cases are likely to fall somewhere in the middle, with 
organizations acquiring some components and developing others themselves. 
Regardless of where the organization lands on this spectrum, it will need to 
control the access to—and the behavior of—the system and protect the system 
from external threats. Finally, the organization must test the performance, 
capabilities, and vulnerabilities of the system before making a decision whether 
to approve its deployment.  

• Deployment: During this stage, the organization must first communicate 
relevant information about the system and its development, both internally and 
externally. Then the organization will deploy the AI system, integrating it into 
the existing infrastructure and operating procedures. 

• Operation: The operation stage represents the ongoing activities to maintain the 
proper functioning and performance of the AI system. During this stage the 
organization should engage relevant stakeholders, manage the performance of 
the system over its lifespan, monitor for potential threats, and respond to issues 
when they arise. 
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Level of Implementation 

In a similar manner to how the actions in the action-subject pairs neatly mapped onto 
the process stages of the SDLC, the subjects presented an inherent structure that 
corresponded to various implementation levels within the organization. These 
implementation levels fall roughly under the jurisdiction of various leadership roles 
within the organization, providing some insight into the actors responsible for 
operationalization. We describe each of these levels below. 

• Organization: The organization level consists of the physical and external 
environment in which the organization operates, the organization’s internal 
structures, and the high-level strategy that governs the adoption of AI 
technology within the organization. As the broadest level of implementation, 
these actions generally fall within the purview of the chief executive officer. 

• Operations: The operations level represents the day-to-day activities of the 
organization. At this level, implementation focuses on the development of 
operating procedures and contingency plans, the operation of various 
organization-wide functions (e.g., legal, compliance), and the fostering of 
relationships with external stakeholders. Many, but not all, of these 
responsibilities tend to align with that of the chief operating officer. 

• Workforce: The workforce level revolves around the organization’s personnel. 
Guidance at this level focuses on fostering and hiring the requisite talent for AI 
adoption, as well as overseeing the activity of personnel within the organization. 
In large part, this level corresponds to the duties of the chief human resources 
officer. 

• Infrastructure: The infrastructure level consists of the architecture, network, and 
services that form the information technology backbone of the organization. This 
level incorporates the broad technical initiatives that will support the 
organization’s adoption and integration of AI systems. Responsibilities at this 
level generally fall under the chief information officer. 

• Data: The data level focuses on the collection, processing, and management of 
data—particularly in the context of data being used to train and fine-tune AI 
models. We consider this to be a level above the AI model and system, as a 
single dataset may be used to train multiple models. Depending on the 
structure of the organization, these activities may be within the scope of the 
chief data officer or may be rolled up into that of the chief information officer. 

• Model: The model level consists of the set of activities surrounding the training 
and testing of the AI model itself. As such, implementation at this level is likely 
to be the most novel for organizations. Like before, we opt to order the model 
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above the system, as a single model might be deployed as a part of multiple 
systems. Ownership at the model level may fall across various roles in the 
organization. Given the focus on innovation and development, much of the 
responsibility may fall to the chief technology officer. However, the chief AI 
officer may take on these duties if an organization decides to establish a new 
board-level position specifically to oversee the use AI technology within the 
organization. 

• System: The system level represents the implementation of the end product—
which, for the purposes of this report, is built around an AI model—that users 
within the organization or customers of the organization will use. As such, 
implementation at this level focuses around the software scaffolding built 
around the model and how end users will interact with the system. 
Responsibility at the system level is likely to vary across organizations, but in 
many cases will fall to a specific product team under the oversight of a chief 
product officer. 

Ownership Within the Organization 

While ownership over implementation can be ascribed broadly by level, in reality 
responsibility for implementing these practices will not be nearly as neatly defined. 
Many teams and functional groups throughout the organization will be involved in 
activities across a range of levels and stages. In addition, we fully acknowledge that 
organizations, and their org charts, vary widely. As such, we hesitate to be too 
prescriptive about identifying ownership. However, ignoring the roles and 
responsibilities for implementing guidance—which many frameworks opt to do—does 
a disservice to organizations looking for more granular details. Therefore, alongside the 
implementation guidance provided in this report, we include an indicator of the 
functional teams (e.g., legal, cybersecurity, research and development) within the 
organization that are likely to be involved in operationalizing it. We do not attempt to 
provide more granular distinctions at the level of individual positions or specific teams. 
We summarize the relevant functional teams and their responsibilities in Table 1 
below. 
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Table 1: Functional Teams and Their Role in Operationalizing AI Guidance 

Team Leadership Role 

Leadership Chief Executive Officer 
(CEO) 

Defining objectives for AI adoption and making final 
approval decisions 

Strategy Chief Strategy Officer 
(CSO) 

Establishing a strategy, related policies, and high-
level requirements for AI initiatives 

Finance Chief Financial Officer 
(CFO) 

Prioritizing and allocating adequate resources to 
support AI-related activities 

Risk Chief Risk Officer (CRO) Assessing and managing the overall risk introduced 
by the adoption of AI systems 

Operations Chief Operations Officer 
(COO) 

Developing operating procedures for AI systems and 
overseeing the implementation of AI policies 

Workforce Chief Human Resources 
Officer (CHRO) 

Hiring and retaining requisite talent to responsibly 
adopt AI technologies 

Compliance Chief Compliance Officer 
(CCO) 

Ensuring the organization meets its AI-related 
obligations as intended 

Responsibility Chief Responsibility 
Officer (CRO) 

Promoting ethical and responsible AI practices in 
collaboration with partners 

Physical Security Chief Security Officer 
(CSO) 

Protecting and monitoring the facilities and physical 
environment of the organization 

Communication Chief Communications 
Officer (CCO) 

Communicating AI practices, decisions, and outcomes 
internally and externally 

Marketing Chief Marketing Officer 
(CMO) 

Advertising AI products and services transparently 
and engaging with end users 

Supply Chain Chief Supply Chain Officer 
(CSCO) 

Vetting and coordinating suppliers of AI-related data, 
models, tools, and services 

Cybersecurity Chief Information Security 
Officer (CISO) 

Protecting AI systems, managing access, and 
monitoring of security-related events 

Privacy Data Privacy Officer 
(DPO) 

Controlling the use of personal or sensitive data in 
model training and operation 

Trust & Safety Chief Trust & Safety 
Officer (CTSO) 

Preventing harmful output and behavior of the AI 
system and assessing AI impacts 

Infrastructure Chief Information Officer Managing the infrastructure services that support the 
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Team Leadership Role 

(CIO) operation of the AI system 

Data Chief Data Officer (CDO) Managing data used to train models and evaluating 
issues of quality and bias 

Innovation Chief Technology Officer 
(CTO) 

Overseeing the research and development of new AI 
models and systems 

Product Chief Product Officer 
(CPO) 

Implementing and managing the AI system, from 
ideation to decommissioning 
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CSET’s Guide to Operationalizing AI Systems 

In this section, we present an extensive reference guide to aid organizations in 
operationalizing AI best practices. The guide is based on an extensive review of 
government frameworks, industry standards and best practices, academic papers, and 
grey literature sources by CSET researchers to identify practical content that can help 
organizations translate high-level guidance into implementation steps. We organize 
our guide into sections that correspond to each stage in the AI adoption process. This 
starts with a self-assessment of the organization and its readiness to adopt AI 
technology; proceeds through the planning, development, and operation of the AI 
system; and concludes with the organization’s improvement of its own practices and 
capabilities. Within each section, we provide the recommendations in a tabular format 
organized by the level at which they should be implemented, starting with 
organization as a whole and progressing down to the AI system level.  

Since the process of adopting AI technology touches on almost all major aspects of the 
organization, one of the key challenges in developing this guide was balancing the 
breadth and depth of the information provided. To strike the right balance, we 
highlight the most important information related to each implementation step within 
this report and provide references to more detailed resources for practitioners to dive 
deeper into specific areas. As such, the citations included alongside each 
implementation step differ from the references in other reports. Instead of providing 
evidence to support why we provide a given recommendation, the citations supply 
direct links to external resources that elaborate further on a specific topic, practice, 
technique, or tool that can be used to implement the given recommendation.  

In addition to these external resources, we identify the relevant functional teams within 
the organization that will likely be involved and provide references to the 
recommendations from the harmonized framework that the step helps to implement. In 
Figure 3, we provide an overview of how this information is presented throughout the 
guide. 
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Figure 3: Layout of the Each Implementation Step in This Guide 

 
Source: CSET.  

How to Navigate This Guide 

The content of this guide is extensive, covering adoption practices across an 
organization. For many practitioners, only a subset of this information may be 
applicable. To aid in the identification of relevant content, we provide a complete 
overview of the guide in Table 2, along with links for quick navigation. Below, we lay 
out several methods of searching for pertinent information and provide examples of 
when they might be useful to different types of practitioners.  

By process stage: Navigate directly using the links in the first column of Table 2. 

• A board member mapping out a vision for the organization’s AI adoption 
• A CAIO building out the organization’s AI capabilities from scratch 

By implementation level: Use the links within Table 2 under the relevant column. 

• An HR manager looking for guidance on AI workforce development and hiring 
• A privacy professional concerned about data practices related to an AI system 
• A project lead ensuring their AI system incorporates proper safeguards 

By functional team: Search the document using the names defined in Table 1. 

• A legal professional assessing the legal ramifications of adopting an AI system 
• A risk management specialist identifying and measuring AI-related risks 
• A financial officer determining the allocation of resources for AI initiatives 

By recommendation: Search by ID used in the harmonized framework (e.g., IT.1, SC.3). 

• A compliance officer ensuring practices conform to existing standards
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Table 2: Overview of the Topics Covered in CSET’s Guide to Operationalizing AI (with links for navigation) 

 Organization Operations Workforce Infrastructure Data Model System 

Self-Assess ● Strategy 
● Oversight 
● Culture 

● Practices 
● Relationships 
● Resources 

● Talent ● Architecture 
● Innovation 
● Security & 

Privacy 

● Data 
Management 

● Performance 
● Test & 

Evaluation 

● Impact & Trust 

Define ● Context 
● Requirements 
● Objectives 
● Use Cases 
● Oversight 

● Essential 
Function 

● Incidents 
● Constraints 

● Needs ● Classification 
Scheme 

● Legal Basis ● Release 
Criteria 

● Purpose 
● System 

Requirements 
● Metrics 

Plan ● Strategy 
● Policies 

● Resource 
Allocation 

● Life Cycle 
● Response 

● Staffing & 
Support 

● Integration ● Storage & 
Retention 

● Testing 
● Release 

● Design 
● Deployment 

Promote ● Culture 
● Responsibility 

● Standard 
Practices 

● Compliance 

● Accountability ● Common 
Architecture 

● Least Privilege 
& Functionality 

● Data 
Minimization 

● Safety 
● Trust 
● Human 

Oversight 

● Privacy 
● Security 
● Ethical & Safe 

Use 

Map ● Stakeholders ● Supply Chain ● Ownership 
● Approval 

● Assets 
● Data Flows 

● Classification 
● Provenance 

● Traceability ● Components 

Assess ● Points of 
Failure 

● Threats 

● Risk 
● Legality 
● Ethics 
● Supply Chain 

● Capability ● Platforms ● Data 
Protection 

● Technology 
Readiness 

● Trade-Offs 

● Impact 
● Attack Surface 

Acquire ● Relationships ● Due Diligence 
● Contracts 

● External 
Expertise 

● Verification ● Consent 
● Data 

Collection 
● Third-Party 

Datasets 

● Third-Party 
Models 

● Third-Party 
Systems 
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 Organization Operations Workforce Infrastructure Data Model System 

Develop ● Responsible 
Innovation 

● Management 
Systems 

● Diverse Teams ● Logging 
● Version 

Control 

● Data Quality ● Alignment 
● Robustness 
● Transparency 
● Federated 

Learning 
● Privacy 

Preservation 

● Secure 
Software 

● Patches 

Control ● Physical 
Environment 

● Risk ● Activity ● Identities 
● Access 
● Data Flows 

● Data Transfers 
● Classified & 

Proprietary 
Data 

● Bias 
● Inputs 
● Outputs 
● Synthetic 

Media 

● Action Space 
● Agency 

Protect ● Physical 
Premises 

● Intellectual 
Property 

● Personnel ● Network 
● Assets 
● Logs 
● Backups 

● Confidentiality 
● Integrity 

● Weights 
● Inputs & 

Outputs 
● Execution 
● Resource 

Utilization 

● Availability 
● Source Code 
● Users 

Test ● Business 
Continuity 

● Incident 
Response 

● Competency ● Controls 
● Updates 
● Restoration 

● Bias & Skew ● Capabilities 
● Performance 
● Fairness 

● Security 
● Safety 
● Quality 
● Acceptance 
● User 

Interaction 

Approve ● Go/No-Go 
Decision 

● Stakeholder 
Input 

● Risk Threshold 

● Independent 
Validation 

● Integration & 
Acceptance 

● Privacy 
Assurance 

● Release 
Criteria 

● System Review 
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 Organization Operations Workforce Infrastructure Data Model System 

Communicate ● Objectives 
● Policies 

● Practices 
● Decisions 

● Responsibilities ● Controls 
● Changes 

● Data Practices 
● Data 

Transparency 

● Risks & 
Limitations 

● Test Results 

Deploy ● Review Cycle ● Enforcement ● Training & 
Drills 

● Architecture 
● Inventory & 

Mappings 

● Disclosure ● Release ● Deployment 

Engage ● Government 
● Society 
● Academia 

● Stakeholders ● Personnel ● Service 
Providers 

● Data Subjects ● Collaborative 
Initiatives 

● End Users 

Manage ● Situational 
Awareness 

● Relationships ● Personnel 
Awareness 

● Assets 
● Access 
● Maintenance 
● Decommission 

● User Control ● Performance ● Vulnerabilities 

Monitor ● Context 
● Physical 

Environment 

● Centralized 
Analysis 

● Information 
Sharing 

● Third Parties 

● Security 
Operations 

● Insider Threats 

● Access 
● Data Flows 

● Data Quality 
● Privacy 

● Performance 
● Alignment 
● Fairness 
● Inputs & 

Outputs 

● Behavior 
● Use 
● Impact 

Respond ● Remediation ● Triage 
● Communication 

● Response 
Team 

● Alerting 

● Containment & 
Neutralization 

● Investigation 

● Data Breach 
● Restoration 

● Fail-Safes 
● Restoration 

● Resilience 
Mechanisms 

● Restoration 

Improve ● Strategy ● Procedures 
● Monitoring 
● Response 
● Supply Chain 

● Training & 
Awareness 

● Controls ● Data Handling ● Outcomes 
● Testing 

● System 
Design 

● User 
Experience 
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Self-Assess 

The Self-Assess stage represents the entry point into the operational life cycle. Here, the organization should assess its 
readiness to adopt AI technology [19]. We recommend using an AI maturity model—such as those provided by the 
General Services Administration, CNA, OWASP, MITRE, and others—to conduct a broad self-assessment [20, 21, 22, 23]. 
There are also several publicly available self-assessment tools, including those from the U.S. Chief Digital and Artificial 
Intelligence Office, the Commission Nationale de l’Informatique et des Libertés, Cisco, the European Institute of 
Innovation and Technology, and Fifth Quadrant [24, 25, 26, 27, 28]. Less mature organizations should start with simpler ML 
applications and leverage third-party options before attempting to deploy or build more advanced models.  

  Self-Assess Owner Guidance 

O
rg

an
iz

at
io

n 

Strategy Strategy SL.1 

Assess how well the AI strategy (see Plan Strategy) aligns with organizational goals and priorities [29]. 

Evaluate the strategic alignment of organizational initiatives using established models [30, 31, 32, 33]. 

Identify the frequency and regularity with which the AI strategy is reviewed and updated [34]. 

Oversight Leadership AU.1, MG.8 

Assess AI governance and oversight structures (see Define Oversight) and activities conducted at the board level [35]. 

Evaluate the maturity of AI risk management activities and their integration into the enterprise [36]. 

Assess the impartiality, effectiveness, and integration of the independent review committee [37]. 

Culture Leadership, Workforce SL.5, WF.5, AU.6 

Determine the organization’s cultural readiness (see Promote Culture) to adopt new technologies [38]. 

Conduct employee surveys to measure the degree to which AI norms have been embraced [39]. 

O
pe

ra
tio

ns
 Practices Operations MG.3 

Evaluate the maturity of business process management activities [40]. Assess the organization’s AI capabilities and needs [41]. 

Identify whether the organization maintains operating procedures (see Promote Standard Practices) for the use of AI technology [42]. 

Measure internal compliance with organizational policies and procedures [43]. 

https://doi.org/10.1016/j.dsm.2024.09.005
https://coe.gsa.gov/coe/ai-guide-for-government/ai-capability-maturity/index.html
https://www.cna.org/analyses/2025/05/artificial-intelligence-maturity-model
https://owasp.org/www-project-ai-maturity-assessment/
https://aimaturitymodel.mitre.org/
https://www.tradewindai.com/rai-toolkit
https://www.cnil.fr/en/self-assessment-guide-artificial-intelligence-ai-systems
https://www.cisco.com/c/m/en_us/solutions/ai/readiness-index/assessment-tool.html
https://ai.eitcommunity.eu/services/ai-maturity-tool
https://www.fifthquadrant.com.au/responsible-ai-index
http://doi.org/10.5281/ZENODO.13370566
https://dspace.mit.edu/bitstream/handle/1721.1/49087/strategicalignmex00hend.pdf
https://doi.org/10.1108/JSMA-11-2022-0212
https://doi.org/10.2307/41409966
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1027&context=bled2009
https://hbr.org/2004/02/how-to-have-an-honest-conversation-about-your-business-strategy
https://cmr.berkeley.edu/2025/05/ai-governance-maturity-matrix-a-roadmap-for-smarter-boards/
https://ieeeusa.org/product/a-flexible-maturity-model-for-ai-governance/
https://www.responsible.ai/operationalizing-independent-review-in-ai-governance/
https://coe.gsa.gov/2022/05/24/ia-update-2.html
https://doi.org/10.13140/RG.2.2.30096.32003
https://doi.org/10.1108/14637151211225225
https://doi.org/10.1016/j.im.2021.103434
https://flowster.app/how-to-evaluate-standard-operating-procedures/
https://doi.org/10.1007/978-3-642-22056-2_25
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 Self-Assess Owner Guidance 
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Relationships Communication, Supply Chain, 

Leadership 
ST.1, SC.1 

Assess the maturity of stakeholder relationship management (see Manage Relationships) within the organization [44]. 

Evaluate the maturity of the organization’s supply chain management [45, 46]. 

Assess participation in collaborative AI initiatives such as AI incident reporting, voluntary commitments, and industry forums [47, 48]. 

Resources Finance IT.5, IM.6 

Determine whether there are sufficient financial resources for organizational change to the AI system throughout its life cycle [49]. 

Assess the maturity of enterprise resource management activities and systems within the organization [50, 51]. 

W
or

kf
or

ce
 Talent Workforce WF.1 

Identify existing talent and expertise within the organization that can help to support the adoption of AI technology [52]. 

Assess the AI competencies of existing personnel (see Assess Capability) and identify workforce gaps (see Define Needs). 

Determine whether the organization’s talent acquisition and training resources can adequately address AI talent shortages [53]. 

In
fr

as
tr

uc
tu

re
 

Architecture Infrastructure IT.4 

Assess the maturity of the organization’s enterprise architecture [54, 55]. Determine how well it can support new AI technologies [56]. 

Determine how well enterprise architecture aligns with and supports business goals, including those specifically for AI adoption [57]. 

Evaluate the maturity of the organization’s adoption of zero trust architecture [58]. 

Identify the availability of AI platforms within the organization and potential cloud platforms that could support AI adoption [59]. 

Innovation Innovation IT.6, SI.3 

Evaluate the maturity of the software development process and life cycle (see Plan Life Cycle), also known as DevOps [60, 61]. 

Examine the application of software development processes for AI software development, also known as MLOps [62, 63, 64, 65]. 

Determine the maturity of project management activities within the organization [66]. 
 
 
 
 

https://www.stakeholdermapping.com/srmm-maturity-model/srmm-implementation/
https://doi.org/10.17270/J.LOG.2020.377
https://doi.org/10.17270/J.LOG.2022.751
https://incidentdatabase.ai/
https://bidenwhitehouse.archives.gov/wp-content/uploads/2023/09/Voluntary-AI-Commitments-September-2023.pdf
https://doi.org/10.1016/j.im.2003.12.016
https://unanet.com/resource-management-maturity-model
https://doi.org/10.1145/506732.506737
https://doi.org/10.48550/arXiv.2305.15922
https://www.deloitte.com/us/en/insights/topics/emerging-technologies/ai-adoption-in-the-workforce.html
https://www.nascio.org/resource-center/resources/enterprise-architecture-maturity-model/
https://doi.org/10.1109/CBI52690.2021.00023
https://aisel.aisnet.org/amcis2025/sig_osra/sig_osra/27
https://aisel.aisnet.org/pacis2018/308
https://www.cisa.gov/zero-trust-maturity-model
https://doi.org/10.48550/arXiv.2412.06044
https://doi.org/10.1109/52.219617
https://www.iso.org/standard/80362.html
https://doi.org/10.1109/SEAA53835.2021.00050
https://doi.org/10.1016/j.infsof.2025.107733
https://doi.org/10.3390/app13084771
https://doi.org/10.1007/978-3-030-58666-9_2
https://www.pmi.org/learning/library/pm-maturity-industry-wide-assessment-9000
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 Self-Assess Owner Guidance 
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 Security & Privacy Cybersecurity, Privacy SM.1, PP.2 

Evaluate the maturity of cybersecurity practices within the organization [67, 68]. 

Determine the maturity of the organization’s software security and assurance practices [69]. 

Assess the organization’s cybersecurity logging and monitoring capabilities [70]. 

Measure the capabilities and maturity of privacy practices within the organization [71, 72, 73]. 

D
at

a 

Data Management Data SM.8, TR.5 

Determine the maturity of data governance activities within the organization [74]. 

Assess the capabilities of the organization in identifying and managing bias within datasets and AI models [75]. 

M
od

el
 

Performance Product PM.2 

Assess quality and performance of AI models used, or being considered for use, within the organization [76]. 

Evaluate the integration of model performance monitoring and alerting into AI operations and oversight [77]. 

Test & Evaluation Innovation TE.1 

Determine the maturity of the organization’s software testing and evaluation capabilities [78]. 

Evaluate the test and evaluation capabilities for AI models [79]. 

Identify quality assurance processes and evaluate their effectiveness [80]. 

Sy
st

em
 

Impact & Trust Trust & Safety IM.1, ST.6 

Determine the maturity of AI ethics and related functions within the organization [81, 82, 83]. 

Evaluate the organizational processes for conducting impact assessments of AI systems [84]. 

Assess the procedures within the organization and characteristics of AI systems that support trustworthiness [85]. 

Evaluate the technical methods, analysis, proxy mechanisms, and processes used to establish explainability for AI systems [86]. 

 

https://www.energy.gov/ceser/cybersecurity-capability-maturity-model-c2m2
https://doi.org/10.3390/systems13010052
https://owaspsamm.org/
https://doi.org/10.1016/j.cose.2024.103844
https://iapp.org/media/pdf/resource_center/aicpa_cica_privacy_maturity_model_final-2011.pdf
https://www.mitre.org/news-insights/publication/mitres-privacy-engineering-tools-and-their-use-privacy-assessment
https://www.digital.govt.nz/standards-and-guidance/privacy-security-and-risk/privacy/privacy-maturity-assessment-framework-pmaf-and-self-assessments
https://doi.org/10.36004/nier.es.2025.1-04
https://doi.org/10.1147/JRD.2019.2915062
https://doi.org/10.1145/3711896.3737246
https://www.evidentlyai.com/ml-in-production/model-monitoring
https://www.tmmi.org/tmmi-model/
https://doi.org/10.1109/SysCon64521.2025.11014820
https://doi.org/10.3390/systems11090464
https://doi.org/10.1007/s43681-022-00228-7
https://www.salesforce.com/news/stories/salesforce-debuts-ai-ethics-model-how-ethical-practices-further-responsible-artificial-intelligence/
https://openethics.ai/oemm/
https://doi.org/10.1109/CAI59869.2024.00220
https://doi.org/10.3390/e25101429
https://doi.org/10.1155/int/4934696
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Define 

The Define stage occurs at the start of the organization’s planning for AI adoption. At this stage, the organization should 
determine its objectives for AI adoption, the requirements of the AI system, and the constraints within the organization 
that may affect the safe and secure adoption of AI systems. While most of these responsibilities fall to the organization’s 
leadership, input from all levels is needed to adequately inform the definition of the organization’s vision for AI adoption. 

 
 
 
 

  Define Owner Guidance 

O
rg

an
iz

at
io

n 

Context Strategy, Legal IT.2, AU.2, IM.1, RM.1, PP.1, 
IR.1 

Map out the context in which the organization operates [87, 88]. Assess the external factors relevant to AI adoption [89]. 

Consider using SWOT [90] and PESTLE [91] analysis to assess the internal and external context of the organization.  

Identify AI regulation and legislation for jurisdictions in which the organization operates [92, 93]. Also identify relevant privacy laws [94]. 

Define the organization’s internal and external stakeholders (see Map Stakeholders). 

Requirements Leadership, Legal MG.1, RM.2, ST.1, RM.2 

Conduct regulatory mapping or modeling to link legal obligations to organizational requirements [95, 96]. 

Gather input from internal and external stakeholders to inform the generation of organizational requirements [97]. 

Define the organization’s overarching risk appetite and tolerance, as well as that for individual AI systems [98, 99]. 

Objectives Leadership IT.1, MG.2, RM.2, RR.1 

Articulate a mission and vision statement for the organization [100, 101]. 

Incorporate stakeholder and business requirements (see Define Requirements) into the strategic goal-setting process [102]. 

Define the objectives and goals of the organization using tools such as balanced scorecards [103] or the SMART framework [104]. 

Determine the organization’s AI objectives and align them with organizational goals [105]. 

https://www.nist.gov/baldrige/self-assessing/improvement-tools/foundations-successful-business/organizational-context
https://doi.org/10.1186/s12913-018-3046-5
https://www.ethics.harvard.edu/blog/post-7-external-forces-influencing-business-ai-governance%C2%A0
https://www.uschamber.com/co/start/strategy/swot-analysis-guide
https://www.cipd.org/uk/knowledge/factsheets/pestle-analysis-factsheet/
https://iapp.org/resources/article/global-ai-legislation-tracker/
https://www.whitecase.com/insight-our-thinking/ai-watch-global-regulatory-tracker
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://dx.doi.org/10.1787/1cdad902-en
https://doi.org/10.1007/s00766-018-0294-1
https://sites.nd.edu/businessanalysis/?page_id=321
https://www.theirm.org/what-we-say/thought-leadership/risk-appetite-and-tolerance/
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2024/volume-16/applying-risk-appetite-and-risk-tolerance-in-the-age-of-ai
https://www.researchgate.net/publication/317799966_Crafting_Strategic_Objectives_Examining_the_Role_of_Business_Vision_and_Mission_Statements
https://jbs-ojs-shsu.tdl.org/jbs/article/view/133
https://www.ceeol.com/search/article-detail?id=29818
https://hbr.org/1992/01/the-balanced-scorecard-measures-that-drive-performance-2
https://hr.umich.edu/university-california-smart-goals-how-guide
https://rtslabs.com/aligning-ai-initiatives-with-business-objectives
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Use Cases  Strategy, Innovation IT.1, IT.5, IM.2 

Identify existing challenges and new opportunities within the organization where AI adoption may be impactful [106, 107, 108]. 

Categorize and assess the AI use case [109]. Determine if AI is appropriate for the given challenge or opportunity identified [110]. 

Work with stakeholders and potential end users to validate use cases early on in the development life cycle [111]. 

Oversight Leadership SL.2, AU.1, RC.1, MG.8 

Define the board’s responsibilities for AI governance [112]. Ensure AI oversight [113] and AI knowledge [114] at the board level. 

Develop the appropriate level of AI [115] and cybersecurity [116] knowledge among the organization’s leadership. 

Designate ownership of AI among the organization’s top-level executives and identify champions throughout the organization [117]. 

Consider creating a new CAIO board-level position [118, 119, 120]. 

Establish independent oversight over AI use within the organization. Consider formalizing an independent review committee [37]. 

O
pe

ra
tio

ns
 

Essential Function Leadership, Operations SM.3, RR.1 

Define the critical business functions within the organization, including any government-defined essential functions [121]. 

Identify the dependencies on which the essential function relies (see Map Supply Chain and Map Assets). 

Incidents Cybersecurity, Privacy, Trust & 
Safety, Operations 

IR.3 

Assess the range of potential incidents, including cyber [122, 123], privacy [124], AI [125, 126, 127], and operational [128] incidents. 

Specify a set of criteria for each incident that, if met, would trigger a planned incident response within the organization [129, 130]. 

Develop an incident priority matrix that maps potential incidents across severity (impact) and priority (urgency) [131]. 

Constraints Finance, Infrastructure IT.5, RR.4 

Identify the organization’s resource constraints (e.g., physical, human, financial, informational, time) [132]. 

Evaluate the organization’s AI resources and constraints related to the AI triad [133] (data, algorithms, compute) and workforce [134]. 

https://openai.com/business/guides-and-resources/identifying-and-scaling-ai-use-cases/
https://doi.org/10.1145/3598469.3598518
https://openscience.ub.uni-mainz.de/server/api/core/bitstreams/ccd71ba5-5cc6-46ca-ba00-b0018b5a09b9/content
https://doi.org/10.5281/zenodo.14727116
https://www.gov.uk/guidance/assessing-if-artificial-intelligence-is-the-right-solution
https://doi.org/10.1016/j.procir.2023.02.160
https://corpgov.law.harvard.edu/2023/10/07/ai-and-the-role-of-the-board-of-directors/
https://www.deloitte.com/us/en/insights/topics/leadership/successful-ai-oversight-may-require-more-engagement-in-the-boardroom.html
https://cisr.mit.edu/publication/2025_0301_SavvyBoardsUpdate_WeillWoernerBannerMoore
https://www.nacdonline.org/all-governance/governance-resources/governance-research/director-faqs-and-essentials/ai-and-board-governance/
https://www.ncsc.gov.uk/cyber-governance-for-boards/overview
https://hbr.org/2025/08/your-ai-strategy-needs-more-than-a-single-leader
https://doi.org/10.48550/arXiv.2407.10247
https://aisel.aisnet.org/ecis2022_rp/163
https://sloanreview.mit.edu/article/do-you-really-need-a-chief-ai-officer/
https://www.responsible.ai/operationalizing-independent-review-in-ai-governance/
https://doi.org/10.1007/978-3-030-68534-8_25
https://www.sei.cmu.edu/library/a-taxonomy-of-operational-cyber-security-risks-version-2/
https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy
https://wiki.openrightsgroup.org/wiki/A_Taxonomy_of_Privacy
https://doi.org/10.48550/arXiv.2408.12622
https://doi.org/10.1145/3613904.3642116
https://doi.org/10.1145/3600211.3604673
https://orx.org/download/orx-reference-taxonomy
https://doi.org/10.48550/arXiv.1508.02526
https://incident.io/guide/foundations/defining-an-incident
https://www.manageengine.com/products/service-desk/itsm/itil-priority-matrix.html
https://www.cer-rec.gc.ca/en/safety-environment/safety-culture/safety-culture-learning-portal/human-organizational-factors/resources-constraints/
https://doi.org/10.51593/20200021
https://doi.org/10.51593/20210071
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Needs Workforce IM.3, ST.4 

Identify the skills and competencies required to support the organization’s adoption of AI technology [135, 136, 137]. 

Determine the AI talent needs of the organization [138, 139] and compare against existing internal expertise (see Self-Assess Talent). 

Consider the leadership and talent needed to promote a positive culture for AI governance [140]. 

Understand the AI talent market, including the supply [141, 142] demand [143], and gap [144] for AI-related talent. 

In
fr
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 Classification Scheme Infrastructure IS.1 

Define a data and asset classification scheme that captures relevant security, privacy, and handling information [145]. 

Extend the classification scheme to the AI system, incorporating metrics from existing classification tools and efforts [146, 147]. 

Document the classification scheme and establish a policy that guides its implementation across the organization [148]. 

D
at

a 

Legal Basis Legal, Privacy PI.2 

Assess how personal data is being processed within the organization (see Map Data Flows). 

Identify the lawful basis for each processing activity involving personal data [149, 150].  

Consider the additional complexity of defining a lawful basis for processing when AI technology is involved [151]. 

M
od

el
 

Release Criteria Innovation IT.7, TO.2 

Set release criteria that the model and system must meet prior to receiving approval for deployment [152]. 

Identify factors influencing the decision to deploy, or to even pursue developing, a given technology [153]. 

Set risk thresholds for the performance and capabilities of AI models to govern release and response decisions [154, 155, 156]. 

Sy
st

em
 Purpose Innovation IT.7, PI.2 

Articulate the specific challenge that the proposed system is intended to address or the benefit that it is intended to provide [157]. 

Define the goals of the system and establish ways to track whether the system is meeting those goals [158]. 

https://www.opm.gov/chcoc/published-memos/
https://doi.org/10.1109/FIE58773.2023.10342955
https://www.sreb.org/publication/skills-ai-ready-workforce-0
https://hbr.org/2025/05/assessing-your-talent-needs-in-the-age-of-ai
https://coe.gsa.gov/coe/ai-guide-for-government/developing-ai-workforce/index.html
https://www.uts.edu.au/news/2024/12/harnessing-companies-people-skills-and-culture-effective-ai-use
https://doi.org/10.51593/20200068
https://cset.georgetown.edu/publication/the-u-s-ai-workforce-analyzing-current-supply-and-growth/
https://doi.org/10.51593/20200027
https://www.harveynash.co.uk/research-whitepapers/digital-leadership-report-2025
https://doi.org/10.6028/NIST.IR.8496.ipd
https://doi.org/10.51593/20200025
https://oecd.ai/en/classification
https://securiti.ai/data-classification-policy/
https://www.dataprotection.ie/en/dpc-guidance/guidance-legal-bases-processing-personal-data
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/
https://www.cnil.fr/en/ensuring-lawfulness-data-processing-legal-basis
https://www.researchgate.net/profile/Johanna-Rothman/publication/237830411_Release_Criteria_Good_to_Go_Part_1_Using_Release_Criteria_to_Check_Your_Software_for_Doneness/links/5422e8620cf238c6ea6e2c69/Release-Criteria-Good-to-Go-Part-1-Using-Release-Criteria-to-Check-Your-Software-for-Doneness.pdf
https://doi.org/10.1145/3351095.3375691
https://www.frontiermodelforum.org/technical-reports/risk-taxonomy-and-thresholds/
https://aigi.ox.ac.uk/publications/survey-on-thresholds-for-advanced-ai-systems/
https://cltc.berkeley.edu/publication/intolerable-ai-risk-thresholds/
https://doi.org/10.1145/3531146.3533083
https://doi.org/10.1145/3639477.3639747
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System Requirements Innovation, Product IT.7, IT.8, MG.1, TO.2, IS.1 

Use requirements engineering principles to elicit system requirements from a diverse set of relevant stakeholders [159, 160, 161]. 

Consider the factors and challenges in conducting requirements elicitation for AI systems [162, 163]. 

Identify and resolve tensions that arise between (frequently technical and socio-technical) requirements [164, 165]. 

Metrics Innovation, Product PM.1, FS.2, SG.4, TE.6 

Identify metrics to measure the ability of the system to meet requirements (see Define Requirements and Define System Requirements). 

Define metrics and key performance indicators to track the AI model’s performance over time [166, 167, 168]. 

Include measures that capture a wide range of goals such as fairness [169], explainability [170], privacy [171], and sustainability [172]. 

Align performance metrics with the needs of users and the organization’s objectives (see Define Objectives) [173].  

Understand the benefits and limitations of existing AI benchmarks [174, 175, 176]. 

https://doi.org/10.1007/3-540-28244-0_2
https://doi.org/10.1016/j.jss.2012.04.075
https://doi.org/10.1109/ACCESS.2022.3152073
https://doi.org/10.1145/3708524
https://doi.org/10.1016/j.infsof.2023.107176
https://doi.org/10.1145/3696630.3731668
https://doi.org/10.1109/ASE56229.2023.00152
https://oecd.ai/en/catalogue/metrics
https://cloud.google.com/transform/gen-ai-kpis-measuring-ai-success-deep-dive
https://learn.microsoft.com/en-us/azure/ai-foundry/concepts/observability
https://doi.org/10.1145/3442188.3445901
https://doi.org/10.1109/INES59282.2023.10297629
https://doi.org/10.1145/3168389
https://doi.org/10.1145/3604930.3605715
https://doi.org/10.1108/17410400510604494
https://epoch.ai/benchmarks
https://doi.org/10.48550/arXiv.2008.02577
https://proceedings.neurips.cc/paper_files/paper/2024/hash/7ebcdd0de471c027e67a11959c666d74-Abstract-Datasets_and_Benchmarks_Track.html
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Plan 

The Plan stage involves the creation of a strategy, policies, and plans to implement the organization’s vision for AI 
adoption as defined in the previous stage. As indicated by the breadth of this report, AI adoption affects almost all 
aspects of the organization in some way, shape, or form. Therefore, practitioners must not only develop plans for the AI 
system specifically but also update other plans to account for AI adoption and use within the organization. 

  Plan Owner Guidance 

O
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Strategy Strategy, Leadership IT.1, MG.2, RM.2, SL.1, TE.1, 
PI.1, MO.2, RR.1 

Define a business strategy that articulates the organization’s goals and priorities for the development and use of AI technology [177]. 

Align the AI strategy with the organization’s overarching mission and goals (see Define Objectives) [29]. 

Ensure that responsible AI initiatives are prioritized as a part of the organization’s strategy [178]. 

Policies Leadership AU.5, MG.4, MG.6, RC.1, RM.7, 
SC.5, Sl.1, WF.4, AC.1, MS.5, 
PI.9 

Create an organization-wide policy for AI that guides AI development and deployment within the organization [179, 180, 181]. 

Include a policy on acceptable use of AI within the organization to guide personnel on what activities are allowed and prohibited [182]. 

Establish and enforce an acceptable use policy for internal and external use of the organization’s AI tools and services [183]. 

Integrate relevant AI guidelines into other organizational policies such as that for cybersecurity, privacy, data, and risk management [184]. 

O
pe

ra
tio

ns
 Resource Allocation Finance IT.5, IR.2, WF.3, MG.3, LG.6, 

DD.1, IM.6 

Plan the allocation of financial, physical, technological, and human resources in alignment with strategic priorities [185]. 

Account for the unique aspects of AI systems, including their high computational intensity and related environmental impact [186]. 
 
 
 
 

https://doi.org/10.7903/cmr.19970
https://doi.org/10.5281/ZENODO.13370566
https://doi.org/10.1609/aies.v7i1.31743
https://doi.org/10.1145/3686927
https://futurium.ec.europa.eu/en/european-ai-alliance/community-content/writing-organizational-ai-policy-first-step-towards-effective-ai-governance
https://www.responsible.ai/ai-policy-template/
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2023/volume-44/key-considerations-for-developing-organizational-generative-ai-policies
https://doi.org/10.1609/aies.v7i1.31677
https://fpf.org/blog/fpf-releases-generative-ai-internal-policy-checklist-to-guide-development-of-policies-to-promote-responsible-employee-use-of-generative-ai-tools/
https://doi.org/10.1177/0149206317729738
https://mit-genai.pubpub.org/pub/8ulgrckc/release/2
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Life Cycle Innovation IT.6 

Establish life cycle stages (similar to the process stages in this report) that account for AI [187, 188] and software [189] development. 

Build approval processes into the development life cycle, defining where organizational and independent oversight is required [190]. 

Apply software engineering approaches to the development and operation of AI systems [191]. 

Identify AI governance tools across life cycle stages. Note that gaps exist outside of design and development [192]. 

Response Operations RC.3, VN.6, ES.5, IR.1, SC.2, 
RR.2, RR.7, RM.7 

Institute an organization-wide incident response plan that accounts for cybersecurity, privacy, and safety incidents [193, 194, 195]. 

Develop a specific plan for responding to incidents that involve or directly stem from an AI system [196]. 

Conduct a business impact analysis [197] to inform the development of a resilience plan [198] and an IT disaster recovery plan [199]. 

Develop a risk mitigation plan based on the identification and assessment of risks posed by the AI system (see Assess Risk) [200]. 

W
or

kf
or

ce
 

Staffing & Support Workforce DD.1, WF.5, ES.4, SI.3 

Develop a skills-based hiring strategy for acquiring the AI-related talent that the organization needs [201]. 

Conduct workforce planning [202], accounting for the range of technical [203] and soft skills [204, 205] needed to support AI adoption. 

Plan for the potential displacement of personnel [206] due to the adoption of AI technology [207, 208, 209] in an ethical manner [210]. 

Develop a reskilling program to integrate personnel into the AI-enabled workforce [211, 212], accounting for program limitations [213]. 

In
fr
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Integration Infrastructure IT.4, SL.4, PP.2, LG.3 

Assess how the AI system aligns with the organization’s enterprise architecture (see Promote Common Architecture). 

Create a plan for how the AI system will integrate into the organization’s existing infrastructure [214]. 

Plan how logging and monitoring of the AI system will integrate into the broader organization-wide activities (see Deploy Architecture). 

D
at

a 

Storage & Retention Data IS.1, MG.6, LG.6 

Plan how data used in model training and generated during operation, logging, and monitoring will be stored in a secure manner [215]. 

Determine the capacity requirements for the system’s data needs and identify ways of adjusting that capacity as necessary [216]. 

Establish a data retention policy that specifies how long personal data will be stored and how it will be securely disposed of [217, 218]. 

https://coe.gsa.gov/coe/ai-guide-for-government/understanding-managing-ai-lifecycle/
https://doi.org/10.1109/ICSE-SEIP.2019.00042
https://www.iso.org/standard/63712.html
https://doi.org/10.1145/3628034.3628035
https://doi.org/10.1145/3487043
https://doi.org/10.1145/3715275.3732191
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/cyber-security-incident-response/cyber-security-incident-response-planning-practitioner-guidance
https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes
https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks
https://genai.owasp.org/resource/genai-incident-response-guide-1-0/
https://www.ready.gov/business/planning/impact-analysis
https://www.cisa.gov/resources-tools/resources/infrastructure-resilience-planning-framework-irpf
https://doi.org/10.30574/wjarr.2023.18.3.1166
https://www.mitre.org/our-impact/mitre-labs/systems-engineering-innovation-center/risk-mitigation
https://www.opm.gov/chcoc/published-memos/
https://www.opm.gov/chcoc/published-memos/
https://doi.org/10.1109/EDUCON62633.2025.11016445
https://cset.georgetown.edu/publication/ai-and-the-future-of-workforce-training/
https://doi.org/10.1016/j.heliyon.2023.e18670
https://budgetlab.yale.edu/research/evaluating-impact-ai-labor-market-current-state-affairs
https://www.imf.org/en/Publications/WP/Issues/2023/10/04/Labor-Market-Exposure-to-AI-Cross-country-Differences-and-Distributional-Implications-539656
https://www.pewresearch.org/social-trends/2023/07/26/which-u-s-workers-are-more-exposed-to-ai-on-their-jobs/
https://doi.org/10.1002/smj.3286
https://mitsloan.mit.edu/ideas-made-to-matter/ethics-and-automation-what-to-do-when-workers-are-displaced
https://www.shrm.org/topics-tools/research/from-adoption-to-empowerment--shaping-the-ai-driven-workforce-of-tomorrow
https://hbr.org/2023/09/reskilling-in-the-age-of-ai
https://www.brookings.edu/articles/ai-labor-displacement-and-the-limits-of-worker-retraining/
https://doi.org/10.1002/sys.21249
https://doi.org/10.6028/NIST.SP.800-209
https://www.tierpoint.com/blog/data-storage-capacity-planning/
https://www.ijerd.com/paper/vol20-issue7/2007453461.pdf
https://drata.com/blog/data-retention-policy
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Testing Innovation TE.1 

Establish an organization-wide testing strategy for AI systems and their performance [219, 220]. 

Take a multipronged approach to testing that incorporates strategies and paradigms from a variety of disciplines [221]. 

Include AI red teaming in test and evaluation activities [222]. Leverage available red-teaming techniques and tools [223]. 

Release Innovation IT.8, IS.9 

Document a set of criteria that the model must meet before being released (see Define Release Criteria). 

Plan how the model will be released and who will have access [224], taking into account external versus internal deployment [225]. 

If released publicly, determine the degree of model openness and assess the trade-offs in benefits and risks [226, 227, 228, 229]. 

Sy
st

em
 

Design  Innovation, Product IT.7 

Scope the design, and degree of in-house development [230], based on available resources (see Plan Resource Allocation). 

Develop a plan for developing and managing the system’s security, privacy, and supply chain throughout its life cycle [231]. 

Understand the limitations and unresolved challenges in technical AI governance when designing the system [232]. 

Follow software [233] and ML [234] design principles, as well as emerging best practices for AI design [235, 236]. 

Consider the range of additional principles that should be embedded into the system’s design (see Promote). 

Deployment Innovation, Product DD.8, IT.8, IT.9 

Document the set of criteria that the system must meet before being deployed (see Define Release Criteria). 

Develop a strategy for the system’s deployment that uses a staged approach, such as blue-green or canary deployments [237]. 

Determine the scope of systems and users that the AI system will be rolled out to at each stage of the deployment [238]. 

 

https://doi.org/10.1145/3641289
https://www.ai.mil/Latest/Blog/Article-Display/Article/3940283/cdao-test-and-evaluation-strategy-frameworks/
https://doi.org/10.48550/arXiv.2502.15620
https://www.cisa.gov/news-events/news/ai-red-teaming-applying-software-tevv-ai-evaluations
https://cset.georgetown.edu/article/ai-red-teaming-design-threat-models-and-tools
https://doi.org/10.48550/arXiv.2502.16701
https://www.iaps.ai/research/managing-risks-from-internal-ai-systems
https://doi.org/10.1145/3593013.3593981
https://www.governance.ai/research-paper/open-sourcing-highly-capable-foundation-models
https://oecd.ai/en/wonk/balancing-innovation-transparency-and-risk-in-open-weight-models
https://carnegieendowment.org/research/2024/07/beyond-open-vs-closed-emerging-consensus-and-key-questions-for-foundation-ai-model-governance
https://mitsloan.mit.edu/ideas-made-to-matter/buy-boost-or-build-choose-your-path-to-generative-ai
https://doi.org/10.6028/NIST.SP.800-18r2.ipd
https://doi.org/10.48550/arXiv.2407.14981
https://deviq.com/
https://www.oreilly.com/library/view/designing-machine-learning/9781098107956/
https://doi.org/10.1145/3613904.3642466
https://doi.org/10.1145/3290605.3300233
https://www.harness.io/blog/blue-green-canary-deployment-strategies
https://www.ivanti.com/blog/ring-deployment
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Promote 

The Promote stage serves a twofold purpose. First, it involves the promotion of positive values and practices within the 
organization. Second, at a more technical level, it includes the promotion of design principles within the infrastructure 
and systems employed by the organization. As such, at the lower implementation levels this stage corresponds to the 
design phase of many software development life cycles. 

  Promote Owner Guidance 
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Culture Leadership, Workforce AU.6, MG.2, SL.5, WF.5 

Take actions that facilitate the development of a positive, risk-aware culture within the organization [239]. 

Develop an organizational culture that promotes the AI adoption [240, 241] and its safe and responsible use [242]. 

Assess factors influencing the organization’s cybersecurity culture [243, 244] and develop structures that foster a positive one [245]. 

Build an organizational privacy culture and climate [246, 247]. Identify and support privacy champions within the organization [248]. 

Responsibility Responsibility, Legal RC.3 SI.1, SI.3, SI.5, SI.6 

Establish an ethics program within the organization [249, 250]. Consider creating an AI ethics board for independent oversight [251]. 

Understand the challenges that ethics owners within the organization face and work to empower and support them [252]. 

Ensure that the design of AI systems conforms with ethical AI principles [253]. 

Foster an ethical culture [254] and implement due diligence practices to ensure responsible business practices [255]. 

Create confidential mechanisms to report ethical, legal, and safety concerns or violations [256]. 

Account for the environmental impact of AI technology and its relation to the organization’s sustainability goals [257, 258]. 

O
pe
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Standard Practices Operations IT.1, IT.6, MG.1, MG.4, SC.1, 
LG.1, DD.1, SL.4 

Align practices with strategy (see Plan Strategy) and policies (see Plan Policies). 

Develop standard practices for AI development and operations that align activities across business functions [259]. 

Apply operations management principles in implementing processes to govern and manage AI activities within the organization [260]. 

Identify key AI-related tasks and develop operating procedures to standardize how they are carried out [261]. 
 

https://www.theirm.org/what-we-say/thought-leadership/risk-culture/
https://hbr.org/2019/07/building-the-ai-powered-organization
https://www.gallup.com/workplace/652784/culture-of-ai-and-adoption-report.aspx
http://dx.doi.org/10.2139/ssrn.4491421
https://doi.org/10.1007/978-3-031-12172-2_12
https://doi.org/10.58346/JISIS.2024.I3.020
https://doi.org/10.1016/j.cose.2020.102003
https://doi.org/10.1109/ACCESS.2022.3190373
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-5/building-a-privacy-culture
https://doi.org/10.1145/3411764.3445768
https://www.ibe.org.uk/knowledge-hub/ibe-business-ethics-framework.html
https://www.oge.gov/web/oge.nsf/section_landing_resources
https://doi.org/10.1007/s43681-023-00409-y
https://datasociety.net/library/ethics-owners/
https://www.unesco.org/en/articles/recommendation-ethics-artificial-intelligence
https://hbr.org/2021/11/building-an-ethical-company
https://doi.org/10.1787/15f5f4b3-en
https://www.transparency.org/en/publications/business-case-for-speaking-up
https://doi.org/10.1145/3715336.3735734
https://doi.org/10.1787/7babf571-en
https://doi.org/10.1007/979-8-8688-0796-1_7
https://dx.doi.org/10.2139/ssrn.5418934
https://www.epa.gov/sites/default/files/2015-06/documents/g6-final.pdf
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Compliance Compliance AU.2, AU.4, SC.4, SI.7, MS.8, 

PI.10, PM.5 

Develop a program to promote compliance with organizational policies (see Plan Policies) and regulation (see Assess Legality) [262]. 

Customize policies to fit the needs of the organization and design them to be realistic and usable by employees [263]. 

Use employee performance feedback as a mechanism to promote compliance with organizational AI policies [264]. 

Work with personnel and business partners to identify and address reasons for noncompliance [265]. 

W
or
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or

ce
 Accountability Compliance, Workforce RC.4, SL.2, WF.4, TO.7 

Collaborate with teams and individual personnel in defining responsibilities (see Map Ownership) and expectations [266]. 

Develop an accountability framework to empower, guide, and track the success of decentralized teams [267, 268]. 

Foster a culture of support and accountability within teams and between managers and direct reports [269, 270, 271]. 

In
fr
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Common Architecture Infrastructure IT.4, DD.9, DD.10 

Develop a common enterprise architecture across the organization [272], accounting for AI-specific needs [273]. 

Establish a zero trust architecture that verifies all users, devices, and systems when attempting to access resources [274, 275]. 

Compile a common set of controls that systems within the organization should implement [276]. 

Adhere to a common set of security configurations for organizational assets and applications [277]. 

Least Privilege & Functionality Cybersecurity AC.2, AC.7, IS.8 

Adhere to the principles of least privilege [278] and least functionality [279] in implementing access control. 

Apply these principles when specifying access to a given system by personnel or third parties [280]. 

Apply these principles when specifying what a given system can access, which is particularly important for agentic AI [281]. 

D
at

a 

Data Minimization Data, Privacy PI.2, PP.6 

Minimize the collection, processing, retention, and transfer of personal or personally identifiable information (PII) [282]. 

Extend the principle of data minimization to the collection of data used for training and fine-tuning AI models [283, 284]. 

Consider trade-offs between minimization and the collection of data to combat bias and monitor use (see Assess Trade-Offs). 
 

https://competition-bureau.canada.ca/en/how-we-foster-competition/compliance-and-enforcement/core-principles-credible-and-effective-compliance-program
https://doi.org/10.3390/app11083383
https://doi.org/10.1287/isre.2023.0580
https://doi.org/10.1007/s11301-022-00274-9
https://www.niagarainstitute.com/blog/guide/accountability
https://www.ardoq.com/blog/accountability-framework
https://mitpress.mit.edu/9780262542760/designed-for-digital/
https://hbr.org/2020/11/how-to-actually-encourage-employee-accountability
https://doi.org/10.1002/hrdq.1033
https://doi.org/10.1007/s10551-021-04969-z
https://www.gao.gov/products/gao-10-846g
https://doi.org/10.23919/PICMET64035.2024.10653061
https://doi.org/10.6028/NIST.SP.800-207
https://www.microsoft.com/en-us/microsoft-365/business-insights-ideas/resources/build-a-secure-zero-trust-secure-foundation-for-ai
https://doi.org/10.1080/19393550903324936
https://ncp.nist.gov/repository
https://www.paloaltonetworks.com/cyberpedia/what-is-the-principle-of-least-privilege
https://www.trainingtraining.training/blog/power-of-least-functionality-in-system-design
https://doi.org/10.1080/08874417.2022.2128937
https://www.nightfall.ai/blog/securing-ai-with-least-privilege
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/
https://doi.org/10.1145/3715275.3732195
https://doi.org/10.1007/s43681-021-00095-8
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Safety Trust & Safety SI.4, SI.5 

Conduct an early analysis of potential mismatches between needed and actual AI performance that may lead to harm [285]. 

Incorporate safety guardrails into the AI system at the design phase [286]. 

Consider employing a human-centered design approach for AI systems [287]. 

Trust Trust & Safety SI.2, IM.3, IM.7 

Establish a meaningful participatory approach to AI design that incorporates stakeholder input and works to build trust [288]. 

Integrate ethical [289] and trustworthy [290] principles into the design of AI systems. 

Consider employing a value sensitive design approach, adapted for AI, in the requirements gathering and design phase [291]. 

Human Oversight Trust & Safety TO.3 

Carefully consider the role that a human will play in the operation of the system, particularly when critical decision-making occurs [292]. 

Design oversight to be human-centric, emphasizing collaboration (AI-in-the-loop) rather than automation (human-in-the-loop) [293]. 

Design AI systems that can identify, measure, and communicate the level of competency or uncertainty in their output [294, 295]. 

Explore the range of human-machine teaming concepts that should be considered as a part of the system’s design [296, 297]. 

Sy
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Privacy Privacy DD.1, PP.4, PI.1 

Promote a privacy-by-design approach to system development within the organization [298]. 

Apply established privacy principles to the design of AI systems [299, 300]. 

Security Cybersecurity DD.1, DD.3, PP.4, SI.4 

Promote a security-by-design approach to system development within the organization [301]. 

Apply established security principles to the design of AI systems [302], particularly LLM-based [303] and agentic [304] AI systems. 

Ethical & Safe Use Trust & Safety TO.1, ST.6, SI.5 

Design AI systems that promote healthy human-AI interactions and protect a user’s mental health [305, 306, 307]. 

Be proactive in designing mechanisms to combat issues of dependence [308], overreliance [309, 310], and emotional attachment [311]. 

Design human-centered interventions targeting the prompting process to promote more responsible and ethical use [312]. 

https://doi.org/10.1145/3706598.3714098
https://doi.org/10.48550/arXiv.2408.02205
https://doi.org/10.1145/3544548.3580959
https://doi.org/10.1145/3551624.3555290
https://doi.org/10.1109/TTS.2023.3257303
https://doi.org/10.1145/3555803
https://doi.org/10.1007/s43681-021-00038-3
https://dl.acm.org/doi/10.5555/1387649.1387650
https://doi.org/10.1609/aaai.v39i27.35083
https://doi.org/10.1145/3616010
https://doi.org/10.1145/3581641.3584092
https://doi.org/10.48550/arXiv.2403.04931
https://doi.org/10.48550/arXiv.2503.16518
https://www.aepd.es/guides/guide-to-privacy-by-design.pdf
https://doi.org/10.1145/3436755
https://www.oecd.org/en/publications/ai-data-governance-and-privacy_2476b1a4-en.html
https://www.cisa.gov/resources-tools/resources/secure-by-design
https://www.ncsc.gov.uk/collection/machine-learning-principles
https://cloudsecurityalliance.org/artifacts/securing-llm-backed-systems-essential-authorization-practices
https://cloudsecurityalliance.org/artifacts/secure-agentic-system-design
https://doi.org/10.1145/3706598.3713429
https://doi.org/10.1609/aies.v7i1.31694
https://doi.org/10.1145/3687272.3688308
https://doi.org/10.48550/arXiv.2504.03888
https://doi.org/10.1145/3449287
https://doi.org/10.1145/3579605
https://doi.org/10.48550/arXiv.2503.17473
https://doi.org/10.1145/3706598.3713365
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Map 

The Map stage captures the activities that provide visibility into the organization and the interconnected web of its 
external relationships, organizational responsibilities, assets, and data. Maintaining this situational awareness is critical 
for nearly every other aspect of this guide. Without visibility, it becomes exceedingly difficult—if not impossible—to 
ensure the proper management, security, and compliance of the organization’s operations. 

  Map Owner Guidance 

O
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Stakeholders Strategy ST.1, PP.1, IR.1 

Conduct a stakeholder analysis to identify and map the organization’s key stakeholders [313, 314]. 

Identify stakeholders directly related to or impacted by the adoption of AI technology [315]. 

Group and prioritize stakeholders using a power-interest matrix, salience model, or similar technique [316, 317] 

Solicit input from stakeholders throughout the AI adoption process (see Engage Stakeholders). 

O
pe
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ns
 Supply Chain Supply Chain IT.2, SC.2, RR.3, IV.2 

Conduct a supply chain mapping to identify the external dependencies of the organization [318, 319, 320]. 

Identify potential threats and risks to the AI supply chain [321], in particular those related to data used by AI systems [322]. 

Use the supply chain map to inform the development of a supply chain risk management plan [323]. 

W
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kf
or

ce
 

Ownership Leadership, Operations, 
Workforce 

IT.3, IV.5, RC.1, SL.2, WF.2, 
IS.9, PP.3, PP.8, PI.1, MO.8, 
IR.1, IR.2 

Define who owns the AI system, components, model, and associated data within the organization [324]. 

Strategically position AI leaders within the organization’s reporting structure and ensure they have the needed authority [325]. 

Map AI-related responsibilities [326, 327] to specific functional units, teams, and individuals (use the mapping in this report as a guide). 

Delegate responsibilities and authority to individual teams [328] while also providing formal structures to support them [329]. 

Record ownership of organizational assets and related responsibilities in the inventory (see Map Assets). 
 
 

https://doi.org/10.1093/heapol/15.3.338
https://openlmis.org/wp-content/uploads/2018/04/33.pdf
https://doi.org/10.1145/3514094.3534187
https://aisel.aisnet.org/icis1981/20
https://doi.org/10.2307/259247
https://www.ncsc.gov.uk/guidance/mapping-your-supply-chain
https://doi.org/10.1016/j.ijpe.2022.108688
https://doi.org/10.1002/j.2158-1592.2003.tb00045.x
https://www.dni.gov/index.php/ncsc-what-we-do/ncsc-supply-chain-threats
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/securing-data-in-the-ai-supply-chain/
https://doi.org/10.6028/NIST.SP.800-161r1-upd1
https://doi.org/10.1145/3460418.3479344
https://doi.org/10.1007/979-8-8688-0796-1_27
https://cloudsecurityalliance.org/artifacts/ai-organizational-responsibilities-governance-risk-management-compliance-and-cultural-aspects
https://cloudsecurityalliance.org/artifacts/ai-organizational-responsibilities-core-security-responsibilities
https://doi.org/10.1108/13527590910983549
https://doi.org/10.1177/0149206309342891
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 Map Owner Guidance 
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 Approval Leadership, Operations IT.6, MG.4, DD.7, DD.8 

Establish a documented approval process and define where in the life cycle approvals are required (see Plan Life Cycle). 

Map and record the approval workflow (i.e., who is approving, when, in what order) at each stage and for each system component [330]. 

In
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Assets Infrastructure IV.1, IV.2 

Create a centralized inventory for tracking IT assets. Include the system, components, model, and data in the inventory [331]. 

Use established templates [332] or, preferably, a more advanced asset management systems to track AI-related assets [333]. 

Include relevant metadata about the asset, including provenance (see Map Provenance) and ownership (see Map Ownership). 

Data Flows Infrastructure IV.3, TR.4, SM.7, PP.8 

Conduct a data flow mapping to identify how data moves through the organization, how it is processed, and where it is stored [334, 335]. 

Create a visual representation of the organization’s data flows using a data flow diagram [336]. 

Use the data flow mapping to assess privacy risks (see Assess Data Protection) and ensure privacy compliance (see Assess Legality). 

D
at

a 

Classification Privacy, Data IS.1, IV.4 

Systematically classify assets [337] (see Define Classification Scheme) and determine their value in terms of criticality [338]. 

Consider methods to automate the assessment and classification of organizational assets [339]. 

Use the classification and valuation to define the safety, security, and privacy controls required to protect the asset [340]. 

Provenance Data FS.5, TR.1, TR.4, IS.7, PI.10 

Trace licenses, creators, uses, and sources to generate standardized documentation regarding dataset lineage [341]. 

Use cryptographic tools such as digital signatures and watermarking to map content and data provenance [342]. 

Replace static reports with interactive provenance visualizations that trace the full AI data life cycle [343]. 

M
od

el
 

Traceability Innovation, Product TR.2, TR.3, TR.4, TR.6, TR.7 

Embed watermarks using semantic-preserving code transformations so that AI-generated outputs remain traceable [344]. 

Map model traceability using standardized metadata, secure registries, and immutable logs [345]. 

Implement mechanisms to track and record the activity of systems acting autonomously, such as AI agents [346]. 

https://www.solvexia.com/blog/workflow-approval-process-how-to-create-and-build
https://www.responsible.ai/chevron-and-responsible-ai-institute-release-guide-on-ai-inventories-and-risk-management/
https://www.cisecurity.org/insights/white-papers/cis-controls-inventory-tracking-spreadsheets
https://doi.org/10.1109/ICSE-SEIP52600.2021.00014
https://www.wiz.io/academy/data-flow-mapping
https://iapp.org/resources/article/web-conference-data-mapping-how-to-do-it-why-it-matters
https://www.ibm.com/think/topics/data-flow-diagram
https://doi.org/10.1108/ICS-07-2020-0110
https://www.iaeng.org/publication/WCE2008/
https://doi.org/10.1147/JRD.2016.2557638
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-3/it-asset-valuation-risk-assessment-and-control-implementation-model
https://www.nature.com/articles/s42256-024-00878-8
https://proceedings.mlr.press/v235/longpre24b.html
https://academic.oup.com/dsh/article/38/3/1322/7140400
https://doi.org/10.48550/arXiv.2402.07518
https://www.researchgate.net/publication/395415923_Model_Lineage_Tracking_in_Government_AI_Projects.
https://doi.org/10.1145/3630106.3658948
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 Map Owner Guidance 
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Components Product IV.1, SC.2, ES.1, TO.6 

Use a bill of materials (BOM) to document system components, including hardware [347], software [348, 349], and AI BOMs [350]. 

Document the AI system and its components, training, evaluation, and intended use through model [351] or use case [352] cards.  

Consider including information in the system documentation related to the OECD AI classification framework [147]. 

https://www.cisa.gov/resources-tools/resources/hardware-bill-materials-hbom-framework-supply-chain-risk-management
https://www.cisa.gov/resources-tools/resources/2025-minimum-elements-software-bill-materials-sbom
https://www.cisa.gov/resources-tools/resources/shared-vision-software-bill-materials-sbom-cybersecurity
https://owasp.org/www-project-aibom/
https://doi.org/10.1145/3287560.3287596
https://doi.org/10.1007/s10676-024-09757-7
https://oecd.ai/en/classification
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Assess 

The Assess stage marks the end of the planning phase, before the organization moves on to implementation. This stage 
involves assessing the plans for the AI system and the organization’s capability to implement them safely. It is critical 
that the organization’s leadership review the various assessments below holistically and determine whether it should 
move forward in adopting the AI system or whether further iteration in the planning phase is required. 

  Assess Owner Guidance 

O
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at
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Points of Failure Leadership IM.1 

Identify existing structures and practices that might serve as roadblocks for AI adoption initiatives [353]. 

Understand the technical, and more often social or organizational, reasons why many AI projects fail [354, 355]. 

Incorporate lessons learned from previous AI projects and failures, both internal and external (see Improve) [356]. 

Threats Cybersecurity MO.2, DD.2 

Maintain awareness of the cybersecurity threat landscape [357, 358]. Share threat information (see Monitor Information Sharing). 

Conduct cybersecurity threat assessments to identify potential threat actors [359, 360], leveraging cyber threat intelligence [361]. 

Conduct threat modeling to identify potential vulnerabilities and risks [362, 363, 364, 365], including those specific to AI systems [366]. 

Account for the range of AI-specific attacks, including those related to privacy [367] as well as AI-based attacks [368]. 

O
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Risk Risk RM.4, RM.5, RM.6, SC.3, IM.7, 
PM.3, IS.9 

Take a systematic approach to identifying risks [369], including risks [370] and harms [371] specifically related to AI systems [372]. 

Account for AI misuse risks, including chemical, biological [373], radiological and nuclear (CBRN) [374] and cyber [375] risks.  

Conduct risk assessments [376] using established tools and techniques [377]. Assess the risks stemming from AI adoption [378, 379]. 

Use qualitative and quantitative measures of risk where appropriate [380, 381], accounting for uncertainty [382]. 

Establish a process to prioritize risk [383]. Consider using risk matrices and other prioritization tools to assist in this process [384, 385]. 
 
 

https://doi.org/10.1145/3449081
https://www.rand.org/pubs/research_reports/RRA2680-1.html
https://doi.org/10.1016/j.procs.2021.11.074
https://www.mitre.org/news-insights/publication/five-ai-fails-and-how-we-can-learn-from-them
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.security.gov.uk/policy-and-guidance/secure-by-design/activities/sourcing-a-threat-assessment/
https://www.mitre.org/news-insights/publication/how-do-you-assess-your-organizations-cyber-threat-level
https://doi.org/10.1016/j.cose.2023.103352
https://security.cms.gov/learn/cms-threat-modeling-handbook
https://www.mitre.org/news-insights/publication/cyber-threat-modeling-survey-assessment-and-representative-framework
https://www.sei.cmu.edu/library/threat-modeling-a-summary-of-available-methods/
https://doi.org/10.1016/j.cose.2019.03.010
https://www.sei.cmu.edu/library/counter-ai-what-is-it-and-what-can-you-do-about-it/
https://doi.org/10.1145/3624010
https://doi.org/10.1145/3372823
https://www.sei.cmu.edu/library/taxonomy-based-risk-identification/
https://doi.org/10.1145/3531146.3533088
https://doi.org/10.1145/3465416.3483305
https://www.mitre.org/news-insights/publication/risk-discovery-protocol-ai-assurance-v10
https://cset.georgetown.edu/publication/anticipating-biological-risk-a-toolkit-for-strategic-biosecurity-policy/
https://www.dhs.gov/publication/fact-sheet-and-report-dhs-advances-efforts-reduce-risks-intersection-artificial
https://doi.org/10.51593/2022CA002
https://doi.org/10.6028/NIST.SP.800-30r1
https://www.enisa.europa.eu/publications/risk-management-principles-and-inventories-for-risk-management-risk-assessment-methods-and-tools
https://www.nist.gov/news-events/news/2024/05/nist-launches-aria-new-program-advance-sociotechnical-testing-and
https://doi.org/10.48550/arXiv.2307.08823
https://www.isaca.org/resources/isaca-journal/issues/2021/volume-2/risk-assessment-and-analysis-methods
https://doi.org/10.60095/HZAV4417
https://doi.org/10.1021/es00138a002
https://doi.org/10.1111/0272-4332.203033
https://doi.org/10.6028/NIST.IR.8179
https://www.6sigma.us/six-sigma-in-focus/risk-prioritization-matrix/
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 Assess Owner Guidance 
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Legality Legal, Compliance TO.5 

Assess whether the AI system conforms to applicable laws and regulation (see Define Context), including the EU AI Act [386]. 

Consider the potential liability of the organization for AI-related harms and the applicability of U.S. tort law [387]. 

Evaluate how privacy regulation, such as the General Data Protection Regulation, may impact data use by the AI system [388]. 

Consider applicable antidiscrimination laws [389] and potential civil rights impacts related to the AI adoption and use [390]. 

Ethics Responsibility, Compliance TO.5, IM.5, IM.6 

Conduct regular human rights impacts and due diligence assessments of the organization’s practices [391]. 

Assess the alignment of the AI system with the organization’s mission and ethical principles [253].  

Implement a multidisciplinary evaluation framework to measure social impacts alongside technical performance [392]. 

Assess ethics through audits that invite third-party evaluation and take into account value sensitive design approaches [393]. 

Supply Chain Supply Chain SC.7 

Understand the threats and risks to the organization’s supply chain [394] based on the supply chain map (see Map Supply Chain). 

Conduct a supply chain risk assessment to evaluate risks and dependencies [395, 396], particularly for upstream AI providers. 

Consider the risks of using open source models, software, or libraries in system development and its future maintenance [397]. 

W
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 Capability Workforce WF.1, ST.5, DD.1 

Develop or use a maturity grid/model to assess organizational capabilities and how they change over time [398]. 

Assess cybersecurity [399, 400] and AI [401] competencies within the organization’s workforce. 

Determine whether the organization’s existing workforce is ready for and can adequately support AI adoption [402]. 

In
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 Platforms Infrastructure DD.3  

Assess the computing needs for AI workloads, which often require specialized hardware for intensive computation [403, 404]. 

Evaluate AI infrastructure options [405], including on-premises [406], cloud [407], and hybrid [408] deployments.  

Assess the risks [409] and potential security threats [410] of related to the use of cloud computing platforms. 

Compare the range of AI platform providers and tools if planning on using cloud services or AI-as-a-Service (AIaaS) [59]. 

 

https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://www.rand.org/pubs/research_reports/RRA3243-4.html
https://www.europarl.europa.eu/thinktank/en/document/EPRS_STU(2020)641530
https://harvardlawreview.org/print/vol-138/resetting-antidiscrimination-law-in-the-age-of-ai/
https://www.justice.gov/archives/crt/ai
https://www.ohchr.org/en/publications/special-issue-publications/corporate-responsibility-respect-human-rights-interpretive
https://unesdoc.unesco.org/ark:/48223/pf0000381137
https://doi.org/10.48550/arXiv.2306.05949
https://doi.org/10.1109/JPROC.2019.2900622
https://www.dni.gov/index.php/ncsc-what-we-do/ncsc-supply-chain-threats
https://doi.org/10.1016/j.ijpe.2014.11.013
https://doi.org/10.1504/IJLSM.2018.096088
https://owasp.org/www-project-open-source-software-top-10/
https://doi.org/10.1109/TEM.2010.2077289
https://www.nist.gov/document/nist-nice-framework-measuring-cybersecurity-workforce-capabilities
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/resources/cybersecurity-skills-and
https://doi.org/10.5281/zenodo.11092677
https://sei.cmu.edu/library/a-systematic-approach-for-assessing-workforce-readiness/
https://www.ibm.com/think/topics/ai-infrastructure
https://doi.org/10.1145/3729215
https://barc.com/research/data-ai-adoption-trends-requirements-practices/
https://doi.org/10.1007/978-3-031-29301-6_3
https://www.crowdstrike.com/en-us/cybersecurity-101/cloud-security/public-cloud-vs-private-cloud/
https://doi.org/10.32996/jcsts.2023.5.3.10
https://www.enisa.europa.eu/publications/cloud-computing-risk-assessment
https://doi.org/10.1109/ACCESS.2021.3073203
https://doi.org/10.48550/arXiv.2412.06044
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Data Protection Cybersecurity, Privacy, Data PI.7, MS.9 

Use the data mapping (see Map Data Flows) to conduct a data protection [411] and privacy impact assessment [412, 413, 414, 415].  

Understand the range of privacy harms [416] and the privacy risks that can occur across the AI life cycle [417].  

Assess the technical and procedural protections available for securing data used by AI systems [418]. 

M
od
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Technology Readiness Innovation DD.1, IT.2, TO.5 

Assess the maturity of the given AI technology using technology readiness levels [419, 420] applied to AI systems [421]. 

Understand the factors influencing successful AI adoption within organizations [422, 423]. 

Evaluate the maturity of the organization (see Self-Assess) and conduct an AI readiness assessment [424]. 

Trade-Offs Innovation IM.7 

Assess the design trade-offs between AI model performance and explainability [425, 426], robustness, and fairness [427]. 

Weigh the benefits of data minimization of sensitive attributes and the limitations when conducting bias assessments [428, 429]. 

Assess the benefits and risks of developing or deploying AI models with dual-use capabilities [430]. 

Sy
st

em
 

Impact Trust & Safety IM.1, RC.2, SI.3, IT.10, IM.2, 
IM.5, IM.7, PM.3 

Conduct AI [431, 432, 433, 434] and algorithmic [435] impact assessments, accounting for the system’s intended deployment.  

Assess the impact that the intended AI use case may have on human rights and democratic processes [436, 437, 438]. 

Use established templates for conducting and documenting impact assessments [439, 440, 441]. 

Employ sets of related metrics rather than a single indicator to ensure that assessments capture the system’s effects and dynamics [442]. 

Encourage multi-stakeholder participation in assessments across government, academia, civil society, and the private sector [443]. 

Attack Surface Cybersecurity DD.2, MO.2, MO.3 

Understand the attack surface [444] of the system, identifying common points of entry or vulnerability in IT [445] and AI [446] systems. 

Conduct an attack surface analysis to identify high-risk points that will need to be tested and defended [447, 448]. 

Account for vulnerabilities specific to ML [449], generative AI [450], and agentic [451] systems. 

Take steps to reduce the attack surface by removing unnecessary functionality, code, access points, and system calls [452, 453]. 

https://doi.org/10.1145/3167132.3167288
https://www.dhs.gov/publication/privacy-impact-assessment-guidance
https://www.priv.gc.ca/en/privacy-topics/privacy-impact-assessments/gd_exp_202003/
https://www.cnil.fr/en/privacy-impact-assessment-pia
https://doi.org/10.1109/ACCESS.2024.3360864
https://scholarship.law.upenn.edu/penn_law_review/vol154/iss3/1/
https://doi.org/10.1109/ACCESS.2023.3287195
https://www.cyber.gov.au/business-government/secure-design/artificial-intelligence/ai-data-security
https://www.researchgate.net/publication/247705707_Technology_Readiness_Level_-_A_White_Paper
https://doi.org/10.1016/j.actaastro.2009.03.058
https://doi.org/10.1038/s41467-022-33128-9
https://doi.org/10.1016/j.ijinfomgt.2022.102588
https://doi.org/10.1007/s12599-020-00676-7
https://doi.org/10.54678/YHAA4429
https://doi.org/10.1145/3531146.3533090
https://aisel.aisnet.org/icis2020/implement_adopt/implement_adopt/10
https://doi.org/10.1145/3645088
https://doi.org/10.1145/3593013.3594015
https://doi.org/10.1145/3606017
https://doi.org/10.1007/s00146-024-02130-8
https://www.microsoft.com/en-us/ai/tools-practices
https://www.gov.uk/ai-assurance-techniques/rai-institute-artificial-intelligence-impact-assessment-aiia
https://doi.org/10.1007/s10462-023-10420-8
https://www.government.nl/documents/publications/2023/03/02/ai-impact-assessment
https://datasociety.net/library/assembling-accountability-algorithmic-impact-assessment-for-the-public-interest/
https://doi.org/10.48550/arXiv.2503.18994
https://doi.org/10.5281/zenodo.5981676
https://doi.org/10.1038/s41562-025-02309-z
https://www.iso.org/standard/42005
https://doi.org/10.1609/aies.v7i1.31627
https://www.microsoft.com/en-us/ai/tools-practices
https://doi.org/10.48550/arXiv.2504.05007
https://www.dai.com/uploads/ai-in-public-service.pdf
https://doi.org/10.1016/j.infsof.2018.07.008
https://attack.mitre.org/
https://atlas.mitre.org/matrices/ATLAS
https://cheatsheetseries.owasp.org/cheatsheets/Attack_Surface_Analysis_Cheat_Sheet.html
https://doi.org/10.1145/3640019
https://mltop10.info/
https://genai.owasp.org/llm-top-10/
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/
https://doi.org/10.1109/NetSoft64993.2025.11080588
https://www.usenix.org/conference/usenixsecurity20/presentation/ghavamnia
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Acquire 

The Acquire stage represents the start of the implementation phase. The degree to which the recommendations in this 
section apply largely depends on what aspects of the AI system are being developed internally versus acquired from 
external vendors. The extent of the acquisition can range from the entire system, such as in AIaaS models, down to the 
data used for model training or open-source libraries used in software development. This section provides guidance that 
is broadly applicable to all forms of acquisition as well as tailored recommendations for acquiring third-party datasets, 
models, or AI systems. 

  Acquire Owner Guidance 
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n Relationships Leadership, Supply Chain SC.1, RC.3, AU.6, SI.1, IR.6 

Build relationships with suppliers that enable transparent communication [454] and effective risk management [455]. 

Create a strategy for stakeholder engagement [456] that promotes meaningful participation from AI stakeholders [457, 458] 

Establish relationships with individuals and organizations in academia [459, 460], civil society [461], and the government [462]. 
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Due Diligence Supply Chain, Legal RC.2, SC.5, TE.4 

Vet potential suppliers using a comprehensive due diligence assessment [463, 464]. 

Quantify the costs, benefits, and risks of doing business with a given supplier as a part of the due diligence process [465]. 

Ensure that suppliers’ labor practices are legal and ethical [466], especially for AI-related data annotation and content moderation [467]. 

Select suppliers using a structured evaluation approach, such as multi-criteria decision-making [468]. 

Contracts Legal, Supply Chain RC.3, SC.6, VN.2, MS.5 

Closely evaluate the contracts and terms of use involved in the procurement and use of third-party AI models and tools [469, 470]. 

Build key provisions into supplier contracts that address privacy, security, intellectual property, and liability, among others [471, 472]. 

W
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 External Expertise Workforce ST.4, IM.3, TE.7 

Consider bringing in external AI expertise to augment talent gaps within the organization (see Define Needs). 

Engage external experts in the AI TEVV and red-teaming processes, particularly when testing for domain-specific capabilities [473]. 

Consider the role that the broader public can play in testing and AI red-teaming activities [474]. 

https://hbr.org/2021/09/how-to-build-a-transparent-relationship-with-your-suppliers
https://doi.org/10.1108/IJOPM-03-2017-0157
https://hbr.org/2023/05/how-to-create-a-stakeholder-strategy
https://doi.org/10.48550/arXiv.2111.01122
https://doi.org/10.1145/3617694.3623228
https://doi.org/10.63567/8wfpme67
https://doi.org/10.1016/j.respol.2012.09.007
https://doi.org/10.3390/info12070275
http://doi.org/10.1098/rsta.2017.0357
https://doi.org/10.6028/NIST.SP.1326.ipd
https://www.dfat.gov.au/about-us/publications/due-diligence-framework
https://www.oecd.org/content/dam/oecd/en/topics/policy-sub-issues/due-diligence-guidance-for-responsible-business-conduct/Quantifying-the-Cost-Benefits-Risks-of-Due-Diligence-for-RBC.pdf
https://www.gov.uk/government/publications/use-of-labour-providers/advice-on-applying-supply-chain-due-diligence-principles-to-assure-your-labour-supply-chains
https://www.brookings.edu/articles/moving-toward-truly-responsible-ai-development-in-the-global-ai-market/
https://doi.org/10.1016/j.ejor.2009.05.009
https://iapp.org/news/a/contracting-around-ai-reading-the-fine-print
https://www.reuters.com/practical-law-the-journal/transactional/ai-terms-use-key-issues-2024-11-01/
https://www.americanbar.org/groups/business_law/resources/business-law-today/2023-september/avoiding-ai-agreement-dystopia-managing-key-risks-in-ai-licensing-deals/
https://www.lexisnexis.com/community/insights/legal/practical-guidance-journal/b/pa/posts/artificial-intelligence-ai-agreements-checklist
https://doi.org/10.48550/arXiv.2503.16431
https://datasociety.net/library/red-teaming-in-the-public-interest/
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Verification Supply Chain, Cybersecurity NS.4, IS.3, ES.4 

Ensure products and services are acquired from trusted and vetted sources only (see Assess Supply Chain, Acquire Due Diligence) [475]. 

Verify the source and integrity of acquired hardware, software, models, data, and other components [476]. 

Take steps to secure the organization’s AI supply chain, accounting for the differences between AI and traditional software [477]. 

D
at

a 

Consent Data, Privacy FS.5, PP.5, PI.3, PI.4, IS.8 

Obtain informed consent from individuals prior to the collection of personal information and confirm that consent over time [478, 479]. 

Disclose the intended use of collected data, particularly for AI uses [480], and obtain a data processing agreement [481]. 

Provide notice to individuals when their data is being collected [482] and when the policies or use of that data changes [483]. 

Obtain consent from and provide compensation to creative workers whose data is used to train AI models [484, 485]. 

Data Collection Data PP.6, PI.2, SG.2 

Determine the appropriate tools and techniques to use for data acquisition, augmentation, and labeling [486]. 

Adhere to the principle of data minimization when collecting and processing personal data (see Promote Data Minimization). 

Assess ethical, legal, privacy, and data quality issues related to large-scale web scraping used for AI training [487, 488, 489, 490, 491]. 

Scrutinize collected data for potential data poisoning attacks (see Protect Integrity) [492]. 

Third-Party Datasets Data, Supply Chain SG.5, SG.2, FS.1 

Assess the various sources of data and the trade-offs in using them for training AI models [493]. 

Follow data supply chain security best practices when acquiring and using third-party data for AI training [494]. 

Weigh the advantages and disadvantages of using synthetic data to train models [495] and the risk of model collapse [496, 497, 498]. 

 
 
 
 
 

https://www.ncsc.gov.uk/collection/supply-chain-security
https://doi.org/10.6028/NIST.SP.1800-34
https://research.google/pubs/securing-the-ai-software-supply-chain/?utm_source=shadowai.beehiiv.com&utm_medium=referral&utm_campaign=shadow-ai-2-may-2024
https://www.digitalfluency.guide/guidebook/data-ethics
https://api.semanticscholar.org/CorpusID:10691968
https://doi.org/10.1007/s00146-021-01262-5
https://gdpr.eu/what-is-data-processing-agreement/
https://www.usenix.org/conference/soups2015/proceedings/presentation/schaub
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive
https://www.brookings.edu/articles/the-case-for-consent-in-the-ai-data-gold-rush/
https://doi.org/10.1145/3706598.3713799
https://doi.org/10.1109/TKDE.2019.2946162
https://dx.doi.org/10.2139/ssrn.4884485
https://doi.org/10.1016/j.bushor.2022.10.001
http://dx.doi.org/10.2139/ssrn.4666354
https://doi.org/10.1145/3630106.3659033
https://doi.org/10.1145/3680127.3680200
https://doi.org/10.48550/arXiv.2503.22759
https://www.rws.com/artificial-intelligence/train-ai-data-services/blog/determining-ai-data-needs-and-sourcing/
https://www.etsi.org/committee/technical-committee-tc-securing-artificial-intelligence-sai
https://unu.edu/publication/recommendations-use-synthetic-data-train-ai-models
https://doi.org/10.48550/arXiv.2305.17493
https://doi.org/10.48550/arXiv.2404.01413
https://doi.org/10.48550/arXiv.2404.05090
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Third-Party Models Innovation, Supply Chain SG.5, TE.3, TE.4 

Follow relevant public- [499] or private- [500] sector guidance on the strategy and steps to be taken during AI procurement. 

Scrutinize third-party models for security risks and vulnerabilities that they might introduce (see Map Supply Chain) [501, 502]. 

Assess the challenges in using pretrained models for downstream development [503] and potential dependence on upstream providers. 

Weigh performance [504], cost [505], documentation [506], transparency [507], and security [508] trade-offs for open models. 

Determine whether and how the organization will modify the pre-trained model [509]. Assess trade-offs [510] and risks [511]. 

Sy
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Third-Party Systems Product, Supply Chain SG.5, TE.3, TE.4 

Apply a structured approach to procurement and acquisition that includes evaluation and acceptance testing [512]. 

Explore the wide range of AI tools, services, and platforms that are available to identify those that meet the organization’s needs [513]. 

Compare different AI offerings [514] and evaluate provider policies for data collection and monitoring. Test models side by side [515]. 

Evaluate potential AI systems against prespecified requirements (see Define System Requirements) in a systemized way [516]. 

 

https://www.gov.uk/government/publications/guidelines-for-ai-procurement/guidelines-for-ai-procurement
https://www.weforum.org/publications/adopting-ai-responsibly-guidelines-for-procurement-of-ai-solutions-by-the-private-sector/
https://genai.owasp.org/llmrisk/llm032025-supply-chain/
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML06_2023-AI_Supply_Chain_Attacks.html
https://doi.org/10.48550/arXiv.2506.23234
https://epoch.ai/blog/open-models-report
https://doi.org/10.1145/3630106.3658966
https://doi.org/10.1109/MS.2024.3366111
https://doi.org/10.48550/arXiv.2412.12004
https://link.springer.com/chapter/10.1007/978-3-031-73741-1_16
https://doi.org/10.1038/s42256-024-00961-0
https://proceedings.neurips.cc/paper_files/paper/2024/hash/f573c36434796efe066d2f4cf3349e7f-Abstract-Conference.html
https://doi.org/10.48550/arXiv.2310.03693
https://www.cisa.gov/resources-tools/resources/securing-software-supply-chain-recommended-practices-guide-suppliers-and
https://www.toolify.ai/
https://artificialanalysis.ai/
https://writingmate.ai/blog/useful-tools-to-compare-ai-models
https://doi.org/10.1007/978-1-4842-9669-1_16
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Develop 

The Develop stage complements the previous Acquire stage, covering the development of AI capabilities in-house as 
opposed to those being acquired from outside sources. While only a handful of companies are likely to be developing 
their own frontier models from scratch, many are likely to develop their own more specialized models or build on 
existing, pre-trained models to meet the organization’s specific needs. This stage covers the practices and techniques 
needed for responsible AI development and innovation. 

  Develop Owner Guidance 
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n Responsible Innovation Innovation SI.1, SI.2, SI.3, SI.5, SI.6, IM.3 

Ensure that the organization adheres to responsible innovation practices in its development and adoption of new technology [517]. 

Apply responsible innovation practices to the research and development of AI systems [518, 519]. 

Develop context-specific tools and methods to prioritize fairness, transparency, and accountability in innovation [520]. 
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Management Systems Infrastructure MG.7, IV.4, DD.9, DD.10 

Implement software project management [521] and AI project management [522] best practices. 

Create a management program to oversee MLOps [523]. 

Establish an asset management system [524, 525] that includes AI- and ML-based assets [333] (see Map Assets and Manage Assets). 

Develop a dependencies management [526] (see Map Supply Chain) and assurance [527] (see Acquire Due Diligence) program. 

Put in place common configuration [528] and control [529] management systems (see Promote Common Architecture). 

Create a risk management function [530] (see Assess Risk and Control Risk), that includes supply chain risk management [531]. 

Develop a vulnerability management program (see Manage Vulnerabilities) [532]. 

Implement change [533] and patch [534] management systems (see Develop Version Control and Develop Patches). 

Establish an incident [535] and continuity [536] management system (see Respond and Plan Response). 

Develop a training and awareness program for personnel (see Deploy Training & Drills and Manage Personnel Awareness) [537]. 

Create an overarching situational awareness program within the organization (see Manage Situational Awareness) [538]. 

 

https://doi.org/10.4337/9781784718862
https://www.weforum.org/publications/advancing-responsible-ai-innovation-a-playbook/
https://www.gov.uk/government/publications/the-model-for-responsible-innovation/the-model-for-responsible-innovation
https://doi.org/10.48550/arXiv.2412.07620
https://link.springer.com/content/pdf/10.1007/978-3-540-70832-2.pdf
https://doi.org/10.24251/HICSS.2025.662
https://doi.org/10.1145/3747346
http://doi.org/10.6028/NIST.SP.1800-5
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://doi.org/10.1109/ICSE-SEIP52600.2021.00014
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.mitre.org/news-insights/publication/ai-assurance-repeatable-process-assuring-ai-enabled-systems
https://doi.org/10.6028/NIST.SP.800-128
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://doi.org/10.6028/NIST.IR.8276
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://doi.org/10.6028/NIST.SP.800-40r4
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
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Diverse Teams Workforce ST.4 

Build teams that reflect a diversity of backgrounds, knowledge, expertise, and experience [539, 540]. 

Understand the importance of diverse teams for AI development, testing, and operation [541]. 

Develop a recruitment plan to address the scarcity of AI skills, equity gaps in AI talent [542], and lack of diversity on AI teams [543]. 

Facilitate an environment that promotes communication, trust, and psychological safety among individuals on diverse teams [544, 545]. 
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Logging Infrastructure LG.1, LG.2, LG.6, NS.7 

Establish practices to collect, store in a centralized location (see Monitor Centralized Analysis), manage, and protect event logs [546]. 

Prioritize logging within the organization based on the criticality of systems and data sources [547]. 

Determine what events to log, what metadata to capture, and how to store them using standardized log formats [548]. 

Ensure that logs capture the right information to meet transparency [549], auditing, and issue investigation needs [550, 551]. 

Log information and events from AI systems that capture a range of responsible AI metrics, not just model performance [552, 553]. 

Version Control Infrastructure MG.7, TR.1, TR.2 

Use a version control system to manage system artifacts, coordinate development, and control changes [554]. 

Apply version control principles to AI and ML workflows to ensure reproducibility in experiments, development, and testing [555]. 

D
at
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Data Quality Data TR.5, SG.2, IS.4 

Identify the data quality requirements that are important across different stages of AI development [556]. 

Adopt an ML-focused, but model-agnostic, approach to data quality management [557]. 

Employ techniques to assess and improve the quality of data within the organization [558]. 

Treat data as a governance mechanism, managing and improving data across the supply chain to improve AI safety and security [559]. 

M
od
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Alignment Innovation IT.7, TO.5 

Work with internal and external stakeholders to identify the values, goals, and behaviors with which to align the AI system [560]. 

Align the behavior of the model using forward alignment techniques during training and backward alignment post-training [561]. 

Evaluate the model for deceptive, scheming, or other misaligned behaviors [562]. 

 

https://hbr.org/2016/11/why-diverse-teams-are-smarter
https://www.forbes.com/sites/roncarucci/2024/01/24/one-more-time-why-diversity-leads-to-better-team-performance/
https://www.shrm.org/topics-tools/flagships/ai-hi/why-diversity-in-ai-makes-better-ai-for-all--the-case-for-inclus
https://www.randstad.com/randstad-ai-equity/
https://doi.org/10.1145/3551624.3555304
https://doi.org/10.1111/j.1529-1006.2005.00022.x
https://doi.org/10.1145/3449205
https://doi.org/10.6028/NIST.SP.800-92
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-event-logging-threat-detection
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
https://doi.org/10.1007/978-3-319-66284-8_28
https://www.usenix.org/system/files/conference/osdi12/osdi12-final-109.pdf
https://doi.org/10.1109/ICSME46990.2020.00012
https://doi.org/10.1007/s10664-025-10656-8
https://www.iso.org/standard/88723.html
https://doi.org/10.1016/j.procs.2018.08.191
http://sites.computer.org/debull/A18dec/p39.pdf
https://dl.acm.org/doi/10.1145/3592616
https://doi.org/10.48550/arXiv.2106.05484
https://doi.org/10.1145/1541880.1541883
https://arxiv.org/abs/2412.03824v1
https://doi.org/10.1007/s11023-020-09539-2
https://doi.org/10.1145/3770749
https://doi.org/10.48550/arXiv.2505.01420
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Robustness Innovation IM.4, SG.1, SG.2 

Apply robustness techniques to training data, architecture design, model training, and post-processing [563]. 

Include adversarial examples in model training to help make models more robust to adversarial attacks [564]. 

Consider including a consistency alignment training step to improve the robustness of model responses [565]. 

Use robust training frameworks to combat data heterogeneity and Byzantine attacks if using federated learning [566]. 

Employ techniques such as decision-boundary based federated adversarial training for robust federated learning [567]. 

Transparency Innovation TO.1, TO.2, TO.6 

Implement mechanisms and employ tools to help provide interpretations of what led models to produce their outputs [568]. 

Incorporate explainability features into the system that support users’ understanding the AI model and its output [569]. 

Develop a use-case-centric explainability framework that tailors model response explanations to users and decision contexts [570]. 

Combine model output with symbolic reasoning to improve the transparency of automated decision-making processes [571]. 

Federated Learning Innovation PP.7 

Consider federated learning for training ML systems, especially in contexts where data is heterogeneous and unsafe to centralize [572]. 

Use federated learning to share or migrate models securely in cases where local training data is insufficient [573]. 

Acknowledge that federated learning is not a one-step privacy solution and that it may still present security risks [574]. 

Understand the additional risks of and potential attacks on a federated learning system [575]. 

Privacy Preservation Innovation PP.7 

Weigh the privacy guarantees provided by differential privacy against utility and performance trade-offs [576]. 

Consider using federated learning (see Develop Federated Learning) to help preserve the privacy of personal data used in training [577]. 

Assess how to minimize the use of sensitive data and features at inference time, while retaining performance [578]. 
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Secure Software Innovation, Product DD.1, DD.4, VN.2 

Ensure that the organization implements and follows secure software development practices [579]. 

Take steps to mitigate risks in software development, the supply of third-party components, and the build and delivery of software [512] 

Apply security best practices to the development of AI models and the related code that make up the AI system [580, 581]. 

https://doi.org/10.1145/3665926
https://doi.org/10.51593/20190041
https://aclanthology.org/2024.lrec-main.782/
https://doi.org/10.1109/ACSAC63791.2024.00067
https://doi.org/10.1609/aaai.v37i9.26331
https://doi.org/10.1109/SaTML54575.2023.00039
https://doi.org/10.1145/3313831.3376590
https://doi.org/10.48550/arXiv.2507.23535
https://doi.org/10.1007/978-3-031-89274-5_3
https://doi.org/10.1016/j.cie.2020.106854
https://doi.org/10.1016/j.knosys.2021.106775
https://ieeexplore.ieee.org/abstract/document/8859260
https://doi.org/10.1145/3645102
https://doi.org/10.1145/3712000
https://doi.org/10.1145/2810103.2813687
https://proceedings.neurips.cc/paper_files/paper/2023/hash/e48880ea81caa7836e6a0694049093ae-Abstract-Conference.html
https://doi.org/10.6028/NIST.SP.800-218
https://www.cisa.gov/resources-tools/resources/securing-software-supply-chain-recommended-practices-developers
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development
https://doi.org/10.6028/NIST.SP.800-218A
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Patches Innovation, Product VN.5, ES.8 

Understand the security patch landscape [582] and the challenges in applying patches within an organization [583, 584]. 

Implement a proactive approach to patch management that includes proactive testing, prioritization, and monitoring [585]. 

Consider incorporating automation at various stages in the patch management process [586]. 

 

https://doi.org/10.1145/3133956.3134072
https://doi.org/10.1145/3613904.3642456
https://doi.org/10.1145/3555087
https://doi.org/10.1109/ICCRI64298.2024.00009
https://doi.org/10.1145/3551349.3556969
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Control 

The Control stage captures the practices and technical solutions to mitigate the risks that may result from the 
organization’s practices, the activity of its personnel, and the operation of its systems. In general, this stage addresses 
the potential harm stemming from the organization, while the following Protect stage addresses the potential threats to 
the organization. Not all of these harms necessarily originate from within the organization or result from unintended 
action; however, many of these risks do.  

  Control Owner Guidance 
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n Physical Environment Physical Security SM.5, SM.6, PS.1, PS.2, PS.3, 
IA.4, PS.5 

Allocate personnel and security equipment to maintain physical control over the organization’s facilities [587]. 

Control physical access to facilities and restricted areas, including the use of photographic, video, and radio-frequency devices [588]. 

Employ controls that help prevent environmental hazards such as fire, water, electrical, and natural disasters [589]. 
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Risk Risk RM.7, RM.8, IM.4, SC.3 

Determine whether the organization will reduce, transfer, avoid, or accept identified risks (see Assess Risk). 

Implement mitigation strategies to reduce the organization’s IT [590] and AI [591, 592] risks. 

Consider the use of insurance to transfer some of the risk related to AI from the organization to providers [593]. 

Identify opportunities for risk avoidance when adopting new technology [594]. Do not pursue AI if the risks are too great [595, 596]. 

Determine whether to accept risk if it meets defined acceptance criteria [597] and risk tolerance (see Define Requirements). 
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Activity Workforce MS.4, MS.5, MS.6, MS.10, 
NS.2, PS.2 

Screen potential employees and conduct background checks during hiring [598, 599] to reduce the potential of insider threats [600]. 

Establish an internal control system to guide personnel behavior and enforce compliance policies, practices, and laws [601, 602]. 

Employ a separation or segregation of duties policy that prevents full control of a process or asset by any one individual [603]. 

Revoke access, ensure the return of organizational assets, and otherwise mitigate risk during employee separation [604]. 

 

https://www.cisa.gov/resources-tools/resources/isc-best-practices-planning-and-managing-physical-security-resources
https://www.cyber.gov.au/business-and-government/cyber-security-frameworks/ism/cybersecurity-guidelines/guidelines-for-physical-security
https://www.osha.gov/safety-management/hazard-prevention
https://doi.org/10.6028/NIST.SP.800-37r2
https://doi.org/10.6028/NIST.AI.100-1
https://doi.org/10.6028/NIST.SP.800-39
http://dx.doi.org/10.2139/ssrn.5316376
https://doi.org/10.1108/JM2-10-2023-0221
https://safe.ai/ai-risk
https://oecd.ai/en/wonk/ai-governance-through-global-red-lines-can-help-prevent-unacceptable-risks
https://doi.org/10.1023/A:1026005915919
https://www.npsa.gov.uk/specialised-guidance/insider-risk-guidance/employment-screening
https://www.cisa.gov/resources-tools/resources/resources-onboarding-and-employment-screening-fact-sheet
https://www.cisa.gov/topics/physical-security/insider-threat-mitigation/resources-and-tools
https://www.gao.gov/greenbook
https://www.deloitte.com/us/en/services/audit-assurance/articles/effective-internal-controls-guide.html
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-3/implementing-segregation-of-duties-a-practical-experience-based-on-best-practices
https://www.cisa.gov/resources-tools/resources/isc-guide-managing-risk-adverseinvoluntary-employee-separations
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Identities Infrastructure IA.1, IA.3, IA.5, IA.9 

Establish centralized management of identities, credentials, and identity proofing within the organization [605, 606, 607]. 

Enforce a secure password policy and promote the use of password managers [608, 609].  

Use stronger authentication mechanisms such as multifactor authentication [610] and single sign-on where possible [611]. 

Extend identity management to agentic AI, accounting for the scale, complexity, and dynamic and ephemeral nature of agents [612]. 

Access Infrastructure, Cybersecurity DD.5, IA.4, IA.6, IA.7, AC.3, 
AC.6, AC.7, AC.8, NS.5, MS.6, 
PP.9, LG.5 

Restrict access of personnel and systems to only what is strictly necessary (see Promote Least Privilege & Functionality) [613]. 

Select and implement an access control model that is appropriate for the organization’s maturity, size, and requirements [614, 615]. 

Control what assets personnel have access to, particularly the ability to modify components of the AI system [616]. 

Control what assets the AI system has access to, including what information it can ingest and what actions it can take [617]. 

Data Flows Infrastructure, Data SM.7, IA.5, NS.2, NS.3, NS.5, 
IS.4, MS.2, MS.7, DD.6 

Implement network segmentation (see Protect Network) and enforce access and data flow restrictions across segments [618]. 

Employ controls, such as firewalls [619] and cross-domain solutions [620], at domain boundaries to control the flow of information. 

Restrict the flow of data across security domains based on its confidentiality classification (see Define Classification Scheme). 

D
at
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Data Transfers Data PI.6, PI.9, SM.7, MS.7 

Limit the transfer of personal data outside of the organization to what is strictly necessary (see Promote Data Minimization).  

Ensure international data transfers comply with relevant privacy legislation [621, 622, 623, 624, 625, 626]. 

Implement controls to prevent the transfer of data via insecure or inappropriate channels that may lead to data leakage [627]. 

Extend these controls to data sent by personnel to commercial AI products via web interface, file upload, and other protocols [628, 629]. 

 
 
 

https://doi.org/10.6028/NIST.SP.800-63-4
https://www.cisa.gov/news-events/alerts/2023/03/21/cisa-and-nsa-release-enduring-security-framework-guidance-identity-and-access-management
https://www.ncsc.gov.uk/guidance/introduction-identity-and-access-management
https://www.cyber.gc.ca/en/guidance/best-practices-passphrases-and-passwords-itsap30032
https://www.cisa.gov/secure-our-world/require-strong-passwords
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2356020/nsa-releases-cybersecurity-guidance-selecting-and-safely-using-multifactor-auth/
https://www.cisa.gov/news-events/alerts/2023/10/04/cisa-and-nsa-release-new-guidance-identity-and-access-management
https://cloudsecurityalliance.org/blog/2025/03/11/agentic-ai-identity-management-approach
https://doi.org/10.55621/idpro.88
https://nordlayer.com/learn/access-control/types-of-access-control/
https://doi.org/10.1109/ACCESS.2025.3533145
https://security.cms.gov/policy-guidance/access-control-ac
https://doi.org/10.48550/arXiv.2505.19301
https://www.cisa.gov/resources-tools/resources/microsegmentation-zero-trust-part-one-introduction-and-planning
https://doi.org/10.6028/NIST.SP.800-41r1
https://www.cyber.gov.au/business-government/secure-design/secure-by-design/cross-domain-solutions/fundamentals-of-cross-domain-solutions
https://www.justice.gov/opa/pr/justice-department-implements-critical-national-security-program-protect-americans-sensitive
https://www.edpb.europa.eu/sme-data-protection-guide/international-data-transfers_en
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/international-transfers-a-guide/
https://www.dataprivacyframework.gov/Program-Overview
https://digichina.stanford.edu/work/translation-personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/
https://prod.iapp.org/resources/article/brazilian-data-protection-law-lgpd-english-translation/
https://www.cyber.gc.ca/en/guidance/data-transfer-upload-protection-itsap40212
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/guidance-on-privacy-and-the-use-of-commercially-available-ai-products#section-what-are-the-key-privacy-risks-when-using-ai/
https://cedpo.eu/generative-ai-the-data-protection-implications/
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Classified & Proprietary Data Data, Privacy SM.7, DD.5 

Evaluate the range of proprietary, sensitive, or classified information that employees might send to external AI services [630, 631]. 

Consider that these risks will exist whether the organization provides AI tools or employees use their own personal services [632]. 

Establish policies for acceptable AI use (see Plan Policies) and train employees on responsible use (see Deploy Training & Drills). 

M
od

el
 

Bias Innovation, Product FS.1, FS.3, FS.4 

Adopt practices to assess and mitigate issues of equity, diversity, and inclusion related to algorithms and AI use [633, 634]. 

Implement a bias mitigation system that enables dynamic adjustments to model outputs that mitigate bias without retraining [635]. 

Use causal models to detect and correct poorly weighted relationships between sensitive data attributes that lead to bias [636]. 

Implement guardrails to steer model behavior toward unbiased output [637]. 

Inputs Innovation, Product IS.4, SG.3, SG.6 

Validate and sanitize inputs to the system [638]. Extend these methods to AI models to handle harmful or malicious input [639]. 

Remove or mask privacy-sensitive information that users provide to AI models [640]. 

Employ controls to prevent injection-based attacks [641], including injection attacks on generative AI models [642, 643, 644]. 

Outputs Innovation, Product IS.4 

Selectively prune training data, fine-tune the model, or develop output controls to reduce the likelihood of harmful outputs [645]. 

Build guardrails into the AI system to flag and handle model output that may be inaccurate [646] or harmful [647, 648, 649]. 

Consider that harm may only occur in aggregate or across multiple outputs of the model [650]. 

Synthetic Media Trust & Safety FS.5 

Follow best practices in the development, creation, and distribution of AI-generated synthetic media [651]. 

Deploy tools and processes within the organization to identify and protect against the use of deepfakes [652]. 

Apply watermarking techniques to AI-generated media to help identify the content as synthetic [653]. 

Employ content provenance solutions to strengthen the verifiability of non-synthetic media [654]. 

Identify opportunities for using synthetic data in the AI development pipeline [655] and assess the related risks [656]. 

 

https://www.cybsafe.com/press-releases/study-almost-40-of-workers-share-sensitive-information-with-ai-tools-without-employers-knowledge/
https://www.harmonic.security/resources/from-payrolls-to-patents-the-spectrum-of-data-leaked-into-genai
https://sloanreview.mit.edu/article/bring-your-own-ai-how-to-balance-risks-and-innovation/
https://www.rand.org/pubs/research_reports/RR2708.html
https://doi.org/10.1007/s43681-023-00362-w
https://doi.org/10.1007/978-3-031-92089-9_5
https://doi.org/10.1016/j.future.2024.02.023
https://doi.org/10.1145/3658644.3690217
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://doi.org/10.1145/3724393
https://doi.org/10.48550/arXiv.2504.05147
https://cheatsheetseries.owasp.org/cheatsheets/Injection_Prevention_Cheat_Sheet.html
https://www.usenix.org/conference/usenixsecurity24/presentation/liu-yupei
https://genai.owasp.org/llmrisk/llm01-prompt-injection/
https://cheatsheetseries.owasp.org/cheatsheets/LLM_Prompt_Injection_Prevention_Cheat_Sheet.html
https://cset.georgetown.edu/publication/controlling-large-language-models-a-primer/
https://genai.owasp.org/llmrisk/llm092025-misinformation/
https://genai.owasp.org/llmrisk/llm052025-improper-output-handling/
https://proceedings.mlr.press/v235/dong24c.html
https://doi.org/10.51219/JAIMLD/syed-arham-akheel/536
https://openreview.net/forum?id=LC0XQ6ufbr
https://syntheticmedia.partnershiponai.org/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3523329/nsa-us-federal-agencies-advise-on-deepfake-threats/
https://www.brookings.edu/articles/detecting-ai-fingerprints-a-guide-to-watermarking-and-beyond/
https://www.cyber.gov.au/business-government/secure-design/artificial-intelligence/content-credentials-strengthening-multimedia-integrity-in-generative-ai-era
https://doi.org/10.1145/3715275.3732005
https://doi.org/10.1145/3630106.3659002
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Action Space Product, Infrastructure AC.2, IS.8, ES.3 

Constrain the set of actions that agentic systems can take and require human approval before more high-cost actions are taken [657]. 

Ensure safe exploration of the action space for AI use cases that employ reinforcement learning techniques [658]. 

Agency Product TO.3, SG.1 

Consider the potential harms [659, 660] and greater security risks [661, 662] of creating or deploying systems with greater agency. 

Deploy agentic systems in narrower environments that are more conducive to their limitations [663] and reliability problems [664]. 

Implement technical and nontechnical guardrails to control and monitor the agency with which the system operates [665]. 

Employ human oversight of systems that operate with any degree of autonomy and protect those channels from compromise [666]. 

Extend access, authorization, and delegation controls (see Control Access) to agentic systems [667]. 

 

https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
https://doi.org/10.1613/jair.3761
https://doi.org/10.1145/3593013.3594033
https://www.aisafetybook.com/
https://doi.org/10.1145/3716628
https://genai.owasp.org/llmrisk/llm062025-excessive-agency/
https://doi.org/10.48550/arXiv.2312.11671
https://www.businessinsider.com/ai-agents-errors-hallucinations-compound-risk-2025-4
https://doi.org/10.51593/20240034
https://doi.org/10.48550/arXiv.2509.12290
https://doi.org/10.48550/arXiv.2501.09674
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Protect 

The Protect stage captures the practices and technical solutions to mitigate the range of risks to the organization, its 
personnel, and its systems. In general, this stage addresses the potential threats to the organization, while the preceding 
Control stage addresses the potential harms stemming from the organization. Not all of these threats necessarily 
originate from outside the organization or result from purposeful malicious action; however, many of these risks do.  

  Protect Owner Guidance 

O
rg

an
iz

at
io

n Physical Premises Physical Security SM.5, PS.4, PS.5 

Implement physical perimeters, external and internal, that are equipped with sensors, alarms, and entry control [668]. 

Consider additional security protections if the organization houses its own computing resources or data centers [669]. 

Employ automated protection mechanisms in electronic systems to ensure physical safety [670]. 

O
pe

ra
tio

ns
 

Intellectual Property Legal MS.8 

Protect intellectual property (IP) when training AI [671, 672]. Ambiguity exists [673], but a recent case indicates limits to fair use [674]. 

Use digital replicas—that is, AI-generated likenesses of people—only with permission [675] and in a legal manner [676, 677, 678]. 

Protect and respect the IP of AI-generated creations [679, 680], particularly where human contributions constitute authorship [681]. 

Protect the organization’s AI-based, and AI-assisted [682], IP through legal [683] and technical means (see Protect Weights). 

W
or

kf
or

ce
 

Personnel Workforce, Compliance RC.2, RC.4, PS.5, MO.8 

Protect the rights and well-being of employees [684], particularly as the organization operates in an increasingly AI-driven world [685]. 

Ensure the organization, and its suppliers, responsibly employ data workers [686, 687] and other contractors or gig workers [688, 689]. 

Help protect the mental health of employees exposed to harmful content, such as AI testers [690] and content moderators [691]. 

Protect employees’ privacy and well-being if deploying AI tools internally [692], particularly for surveillance purposes [693, 694, 695].  

Protect employee data, ensure nondiscrimination, and provide transparency if using AI in hiring or promotion processes [696, 697]. 

 
 
 

https://books.google.com/books?hl=en&lr=&id=NDMVuN_4VfIC&oi=fnd&pg=PP1&dq=guide+to+IT+physical+security&ots=I5-ywclWoC&sig=ZGwen7ECZyKPuprXpxeOu1pX-mg
https://www.npsa.gov.uk/system-information-security/data-centre-security/
https://www.iec.ch/functional-safety
https://www.oecd.org/en/publications/intellectual-property-issues-in-artificial-intelligence-trained-on-scraped-data_d5241a23-en.html
https://www.copyright.gov/ai/
https://www.rand.org/pubs/perspectives/PEA3243-1.html
https://www.npr.org/2025/09/05/nx-s1-5529404/anthropic-settlement-authors-copyright-ai
https://www.copyright.gov/ai/
https://www.nysenate.gov/legislation/bills/2023/S7676/amendment/B
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240AB2602
https://wapp.capitol.tn.gov/apps/BillInfo/default.aspx?BillNumber=HB2091&GA=113
https://doi.org/10.1145/3278721.3278754
https://doi.org/10.48550/arXiv.2404.04254
https://www.copyright.gov/ai/
https://www.federalregister.gov/documents/2024/02/13/2024-02623/inventorship-guidance-for-ai-assisted-inventions
https://www.congress.gov/crs-product/LSB11251
https://www.dol.gov/agencies/whd/workers
https://www.privacysecurityacademy.com/wp-content/uploads/2024/10/US-Dept.-of-Labor-AI-Principles-Best-Practices.pdf
https://partnershiponai.org/ai-and-human-rights-protecting-data-workers/
https://privacyinternational.org/explainer/5357/humans-ai-loop-data-labelers-behind-some-most-powerful-llms-training-datasets
https://g20ewgportal.org/documents/providing-adequate-and-sustainable-social-protection-for-workers-in-the-gig-and-platform-economy
https://nysba.org/reimagining-workers-rights-in-the-gig-economy-bridging-the-gap-between-independent-contractors-and-employees/
https://doi.org/10.1145/3715275.3732120
https://doi.org/10.48550/arXiv.1804.10999
https://www.reuters.com/legal/legalindustry/ai-employee-privacy-important-considerations-employers-2023-09-29/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-curb-unchecked-worker-surveillance/
https://doi.org/10.1145/3630106.3658945
https://doi.org/10.1145/3544548.3580950
https://doi.org/10.1007/s43681-022-00166-4
https://www.consumerfinance.gov/compliance/circulars/consumer-financial-protection-circular-2024-06-background-dossiers-and-algorithmic-scores-for-hiring-promotion-and-other-employment-decisions/
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Network Cybersecurity NS.1, NS.5, NS.6, IS.2, ES.6, 

MO.6 

Implement network security best practices [698] and account for shifts in the enterprise IT landscape (cloud, microservices, etc.) [699]. 

Separate the network into segments with different access and security, providing defense-in-depth against intruders [700]. 

Employ intrusion detection and prevention systems at external and internal segment boundaries [701, 702]. 

Deploy honeypot and other network deception and obfuscation techniques to divert attackers and gain insights into their behavior [703]. 

Ensure that edge devices are secured and configured correctly [704]. 

Assets Cybersecurity IV.4, SM.2, SM.3, IS.2, ES.5 

Deploy and manage assets with secure configurations and up-to-date software [705], including mobile devices [706] and servers [707]. 

Employ antimalware protections [708] and other preventive security tools and services [709, 710]. 

Implement human-centric protections in addition to technical ones to help address the challenge of human factors in cybersecurity [711]. 

Ensure that personnel understand and follow basic cybersecurity practices to protect their devices [712]. 

Logs Infrastructure LG.5, LG.6, LG.7, MG.6 

Protect logging and audit mechanisms from tampering and accidental failures [713]. 

Restrict access to, encrypt, and create redundant backups of log data. Store log data separately from operational systems [714]. 

Backups Infrastructure RR.5, RR.7 

Create consistent backups of critical data and systems for restoration in case of a failure of compromise [715, 716]. 

Evaluate on-site, off-site, and cloud storage options for maintaining backups. Retain multiple copies in different locations [717]. 

Maintain and test backups to help protect against ransomware and other data loss events [718]. 

 
 
 
 
 
 

https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2949885/nsa-details-network-infrastructure-best-practices/
https://doi.org/10.6028/NIST.SP.800-215
https://doi.org/10.1109/ECNCT66493.2025.11172491
https://doi.org/10.6028/NIST.SP.800-94
https://doi.org/10.1007/s42979-023-01926-7
https://doi.org/10.1016/j.cose.2024.103792
https://www.cyber.gc.ca/en/guidance/security-considerations-edge-devices-itsm80101
https://www.ncsc.gov.uk/collection/device-security-guidance
https://doi.org/10.6028/NIST.SP.800-124r2
https://doi.org/10.6028/NIST.SP.800-123
https://www.cyber.gc.ca/en/guidance/protect-your-organization-malware-itsap00057/
https://www.cyber.gc.ca/en/guidance/preventative-security-tools-itsap00058
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://doi.org/10.1145/3628454.3629472
https://www.cisa.gov/audiences/high-risk-communities/projectupskill/module1
https://owasp.org/Top10/A09_2021-Security_Logging_and_Monitoring_Failures/
https://doi.org/10.48009/2_iis_2006_43-47
https://www.cyber.gc.ca/en/guidance/tips-backing-your-information-itsap40002
https://attack.mitre.org/mitigations/M1053/
https://www.cisa.gov/sites/default/files/publications/data_backup_options.pdf
https://csrc.nist.gov/pubs/other/2020/04/24/protecting-data-from-ransomware-and-other-data-los/final


                                                                     Return to Overview 

 Center for Security and Emerging Technology | 55 

 Protect Owner Guidance 
D

at
a 

Confidentiality Privacy, Cybersecurity IS.2, IS.5, PI.7, PP.7, PP.8 

Defend against common data breach vectors to protect the confidentiality of data [719]. 

Establish safeguards to protect PII and minimize exposure in the case of a data breach [720]. 

Use established post-quantum encryption [721] and key-exchange standards [722] to encrypt data. 

Remove classified, sensitive, and proprietary information from training datasets and monitor model output for data leakage [723]. 

Protect models against membership inference attacks that can leak information about the underlying training dataset [724, 725]. 

Defend against model inversion attacks that can be used to extract information about the model and its training data [726, 727]. 

Integrity Cybersecurity IS.3, ES.3 

Use post-quantum digital signature standards [728, 729] to verify the integrity of data and the identities of senders and receivers [730]. 

Employ integrity-checking mechanisms to validate data, ensure consistency, and detect anomalies [731, 732]. 

Protect the integrity of data used to train and operate AI systems from sourcing to storage to decommissioning [733]. 

Defend against a range of data poisoning attacks that can be used to manipulate AI model behavior [734, 735, 736, 737]. 

M
od

el
 

Weights Cybersecurity IS.2, IS.5, SM.4 

Conduct a threat assessment and implement a security plan to prevent the theft of model weights [738, 739, 740]. 

Implement protections against unauthorized knowledge distillation and model extraction [741, 742]. 

Consider the risks of model weights leaking through side-channel attacks when deployed on untrusted hardware [743, 744]. 

Consider using trusted execution environments (TEEs) to protect model weights running on untrusted hardware (see Protect Execution). 

Protect against model poisoning attacks, whether through data poisoning (see Protect Integrity) or direct manipulation [745]. 

Inputs & Outputs Cybersecurity SG.3, IS.2, SM.4, MS.3 

Use encryption and secure communication channels to ensure the integrity of model input and output [746]. 

Defend against a wide range of adversarial attacks [747, 748, 749], including model evasion [750, 751] and manipulation [752]. 

Account for multi-turn attacks that can occur across multiple sets of inputs or interactions [753]. 

Consider the risk of exposing model vectors and embeddings [754], as this can leak information about the model and data [755, 756]. 

Defend against side-channel attacks that can be used to reconstruct model input and output [757, 758, 759]. 

https://doi.org/10.6028/NIST.SP.1800-28
https://doi.org/10.6028/NIST.SP.800-122
https://www.cisa.gov/resources-tools/resources/quantum-readiness-migration-post-quantum-cryptography
https://doi.org/10.6028/NIST.FIPS.203
https://genai.owasp.org/llmrisk/llm022025-sensitive-information-disclosure/
https://doi.org/10.1145/3620667
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML04_2023-Membership_Inference_Attack.html
https://doi.org/10.48550/arXiv.2411.10023
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML03_2023-Model_Inversion_Attack.html
https://doi.org/10.6028/NIST.FIPS.205
https://doi.org/10.6028/NIST.FIPS.204
https://www.cisa.gov/news-events/news/understanding-digital-signatures/
https://doi.org/10.1145/1103780.1103784
https://doi.org/10.1109/IC3.2018.00031
https://www.cisa.gov/resources-tools/resources/ai-data-security-best-practices-securing-data-used-train-operate-ai-systems
https://doi.org/10.1145/3585385
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML02_2023-Data_Poisoning_Attack.html
https://genai.owasp.org/llmrisk/llm042025-data-and-model-poisoning/
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML08_2023-Model_Skewing.html
https://www.rand.org/pubs/research_reports/RRA2849-1.html
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML05_2023-Model_Theft.html
https://www.usenix.org/conference/usenixsecurity21/presentation/sun-zhichuang
https://doi.org/10.1609/aaai.v36i3.20219
https://doi.org/10.1145/3711896.3736573
https://doi.org/10.1049/cit2.12026
https://doi.org/10.1007/978-3-031-17143-7_18
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML10_2023-Model_Poisoning.html
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML09_2023-Output_Integrity_Attack.html
https://doi.org/10.6028/NIST.AI.100-2e2023
https://doi.org/10.1049/cit2.12028
https://doi.org/10.1145/3547330
https://doi.org/10.1109/COMST.2023.3344808
https://doi.org/10.1016/j.eswa.2024.126044
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML01_2023-Input_Manipulation_Attack.html
https://doi.org/10.48550/arXiv.2504.13203
https://genai.owasp.org/llmrisk/llm082025-vector-and-embedding-weaknesses/
https://doi.org/10.1145/3372297.3417270
https://doi.org/10.1145/3726302.3730303
https://doi.org/10.48550/arXiv.2409.20002
https://doi.org/10.48550/arXiv.2505.00817
https://doi.org/10.48550/arXiv.2505.06738
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M
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Execution Infrastructure, Cybersecurity IS.3, ES.4 

Assess security and performance trade-offs [760] of using TEEs to protect model execution on untrusted hardware [761, 762]. 

Stay informed of advances in and limitations of secure computing for GPU [763, 764], NPU [765], TPU [766], and DPU [767] hardware. 

Protect the model from revealing, or being able to reveal [768], the system prompts guiding the model’s behavior [769, 770]. 

Resource Utilization Infrastructure NS.6, NS.8, RR.4 

Limit or throttle the volume of requests that any given user can make to the model to prevent resource exhaustion [771]. 

Protect against economic denial of sustainability (EDoS) attacks on cloud computing resources used by the organization [772]. 

Implement protections to identify and mitigate similar resource consumption attacks on AI models [773, 774, 775]. 

Sy
st

em
 

Availability Cybersecurity, Infrastructure NS.6, RR.4 

Conduct capacity planning [776]. Forecast and allocate computing resources [777, 778]. Dynamically adjust to meet demand [779]. 

Allocate adequate resources to maintain availability and protect against resource-based attacks (see Protect Resource Utilization). 

Implement defenses against denial of service (DoS) attacks on the organization’s networks, services, and public-facing APIs [780]. 

Source Code Cybersecurity IS.2, ES.2, ES.3 

Use trusted code repositories to maintain code and implement secure repository practices [781]. 

Employ a version control system (see Develop Version Control) to manage changes and prevent unauthorized modification. 

Separate secrets (e.g., credentials, keys) from source code, block their inclusion in repositories, and regularly scan code for them [782]. 

Protect access to online repositories from adversaries seeking to steal, poison, or extract credentials from source code [783]. 

Users Trust & Safety TO.7, IS.4, FS.4, IM.4 

Design AI as a supplement to—not substitute for—human intelligence [784, 785], interaction [786], learning [787], and work [788, 789]. 

Protect users from developing dependence [790] or overreliance [791] on the organization’s AI. Avoid addictive design patterns [792]. 

Be hesitant to develop AI systems with anthropomorphic qualities [793]. If used, address the risk posed to users [794, 795, 796]. 

Acknowledge the potential for severe harm if deploying AI technology in a role that serves as—or could be used as—a replacement for 
important human-to-human interaction, such as in AI assistants [797], therapists [798, 799], or personal companions [305]. 

Account for the use of the organization’s AI tools or services by at-risk populations [800, 801], particularly children [802, 803, 804]. 

https://doi.org/10.48550/arXiv.2509.18886
https://doi.org/10.1109/COMSNETS63942.2025.10885734
https://www.usenix.org/conference/osdi18/presentation/volos
https://dl.acm.org/doi/pdf/10.1145/3626827
https://doi.org/10.1145/3719653
https://doi.org/10.1109/SP61157.2025.00221
https://doi.org/10.1109/VTS48691.2020.9107564
https://doi.org/10.1145/3623652.3623670
https://doi.org/10.48550/arXiv.2509.21884
https://doi.org/10.18653/v1/2024.emnlp-industry.94
https://genai.owasp.org/llmrisk/llm072025-system-prompt-leakage/
https://cwe.mitre.org/data/definitions/400.html
https://doi.org/10.3390/s22134685
https://galileo.ai/blog/prevent-llm-unbounded-consumption/
https://arxiv.org/abs/2505.18680
https://genai.owasp.org/llmrisk/llm102025-unbounded-consumption/
https://www.ibm.com/think/topics/capacity-planning
https://learn.microsoft.com/en-us/azure/well-architected/performance-efficiency/capacity-planning
https://doi.org/10.1007/s10586-019-03010-3
https://doi.org/10.1109/TCC.2019.2897304
https://www.cyber.gc.ca/en/guidance/defending-against-distributed-denial-service-ddos-attacks-itsm80110
https://www.ncsc.gov.uk/collection/developers-collection/principles/protect-your-code-repository/
https://www.usenix.org/conference/usenixsecurity23/presentation/krause
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/ongoing-targeting-of-online-code-repositories
https://hbr.org/2021/03/ai-should-augment-human-intelligence-not-replace-it
https://proceedings.neurips.cc/paper_files/paper/2023/hash/fb44a668c2d4bc984e9d6ca261262cbb-Abstract-Conference.html
https://www.brookings.edu/articles/what-happens-when-ai-chatbots-replace-real-human-connection/
https://doi.org/10.1016/j.stueduc.2024.101395
http://dx.doi.org/10.2139/ssrn.5028371
https://hbr.org/2023/08/ai-wont-replace-humans-but-humans-with-ai-will-replace-humans-without-ai
https://doi.org/10.1007/s44230-025-00090-w
https://doi.org/10.1016/j.chb.2024.108352
https://doi.org/10.1038/s44159-023-00153-4
https://doi.org/10.1145/3706598.3714038
https://doi.org/10.1609/aies.v7i1.31613
https://doi.org/10.1145/3630106.3658956
https://doi.org/10.48550/arXiv.2404.11370
https://doi.org/10.48550/arXiv.2404.16244
https://doi.org/10.1145/3715275.3732039
https://doi.org/10.1145/3715275.3732063
https://doi.org/10.1145/3706598.3713429
https://doi.org/10.1145/3716382
https://doi.org/10.1007/978-981-96-7185-4_14
https://doi.org/10.1145/3491102.3502057
https://www.internetmatters.org/hub/research/me-myself-and-ai-chatbot-research/
https://www.commonsensemedia.org/research/talk-trust-and-trade-offs-how-and-why-teens-use-ai-companions
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Test 

The Test stage, unsurprisingly, comprises the range of testing procedures that should be carried out to evaluate the 
organization’s practices, competencies, infrastructure, and systems. The results of these tests will help inform the 
decisions made in the Approve stage. While testing at this point in the adoption life cycle is critical, ongoing testing 
should occur at regular intervals even once the practices or systems are deployed. 

  Test Owner Guidance 

O
rg

an
iz

at
io

n Business Continuity Operations IR.1, RR.5, RR.8 

Use tabletop exercises, or other discussion- or practice-based exercises, to evaluate business continuity plans [805]. 

Use resiliency scoring metrics for measuring and tracking the effectiveness of continuity plans over time [806]. 

Consider using AI models to assist in generating scenarios that stress test the organization’s business continuity plans [807]. 

O
pe

ra
tio

ns
 Incident Response Operations, Cybersecurity RR.3, RR.5, RR.8 

Conduct tabletop exercises to play out and evaluate the organization’s response [808]. 

Use external resources to develop incident response tabletop exercises that address a variety of potential incidents [809]. 

Apply a quality assurance approach to testing the readiness of the organization to respond to incidents [810]. 

W
or

kf
or

ce
 Competency Workforce ST.5 

Implement regular evaluations of employees’ AI skills to help identify talent and training gaps [811]. 

Tailor competency evaluations and programs to the demonstrated needs of personnel and the organization (see Define Needs) [812]. 

Use validated instruments to measure and evaluate employee AI literacy [813]. 

In
fr

as
tr
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tu

re
 

Controls Cybersecurity IS.6, TE.4, PM.3 

Conduct cybersecurity penetration testing and red teaming to evaluate defensive capabilities and identify weaknesses [814]. 

Test the organization’s monitoring, alerting, and intrusion-detection systems [815]. 

Follow best practices for testing web- and user-facing protections and controls [816]. 

 
 

https://suem.edu.ua/storage/doc/mizhnarodna-spivpracya/latvia-2021.pdf#page=341
https://www.ingentaconnect.com/content/hsp/jbcep/2016/00000010/00000001/art00004
https://www.exhibit.xavier.edu/cgi/viewcontent.cgi?article=1265&context=curca
https://doi.org/10.1002/spy2.126
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages/
http://openviewjournal.com/index.php/mira/article/view/32
https://doi.org/10.1007/s43621-025-01438-9
https://doi.org/10.69591/ssmr.vol03.no01/003
https://doi.org/10.1016/j.caeai.2025.100485
https://doi.org/10.1109/CYBERSEC.2016.016
https://doi.org/10.1109/IWIAS.2003.1192459
https://owasp.org/www-project-web-security-testing-guide/stable/
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Updates Innovation, Product VN.7, ES.8 

Thoroughly test all updates in a sandboxed environment or virtual machine before releasing them to production [817]. 

Verify the authenticity of patches, evaluate the effectiveness of the solution, and test for compatibility issues before deploying [818]. 

Evaluate the patch management against best practices to help streamline the patching and update process [585]. 

Restoration Infrastructure RR.5 

Test the complete process of restoring systems and data from stored backups at a regular interval [819]. 

Evaluate data backups and system snapshots periodically to ensure that they are free from compromise [820]. 

D
at

a 

Bias & Skew Data FS.2, TR.5, TO.4 

Understand the many sources of potential bias in the AI life cycle and develop tests to measure their influence [371]. 

Test the system and the data used to train it for issues of bias and skew [821]. Embed fairness testing into data management [822]. 

Evaluate whether the training data reflects the diversity of the populations where the model will be used [823]. 

Improve data quality (see Develop Data Quality) and employ fairness-aware preprocessing techniques to minimize bias [824]. 

M
od

el
 

Capabilities Innovation SG.4, IM.4, TR.3 

Evaluate the capabilities of AI models using established benchmarks and conduct red teaming to assess dual-use risks [825]. 

Adopt a structured framework for testing model capabilities to systematically identify model strengths and weaknesses [826]. 

Test the reasoning capabilities of models using a diverse set of benchmarks and compare to human performance baselines [827]. 

Evaluate the capabilities of systems that act with agency or autonomy [828]. Use appropriate benchmarks for agentic capabilities [829]. 

Performance Innovation TE.3, TE.4, TE.8, IT.10, IM.4 

Test the generalization and robustness of models to ensure reliable performance after deployment [830]. 

Employ methods to verify the performance and reliability of AI systems in realistic settings [831]. 

Evaluate the model and its performance along various metrics of trustworthiness [832]. 

Assess model performance and reliability on real-world tasks and likely downstream use cases [833]. 

 
 

https://doi.org/10.1109/MSP.2011.36
https://doi.org/10.1016/j.infsof.2021.106771
https://doi.org/10.1109/ICCRI64298.2024.00009
https://www.csoonline.com/article/555449/how-to-review-and-test-backup-procedures-to-ensure-data-restoration.html
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3095629
https://doi.org/10.1145/3465416.3483305
https://doi.org/10.6028/NIST.SP.1270
https://doi.org/10.1111/insr.12492
http://jmlr.org/papers/v24/22-1511.html
https://doi.org/10.1093/jamia/ocae060
https://cltc.berkeley.edu/publication/benchmark-early-and-red-team-often-a-framework-for-assessing-and-managing-dual-use-hazards-of-ai-foundation-models/
https://doi.org/10.48550/arXiv.2506.18213
https://doi.org/10.48550/arXiv.2402.09967
https://metr.org/measuring-autonomous-ai-capabilities/
https://openreview.net/forum?id=Zy4uFzMviZ
https://www.ll.mit.edu/sites/default/files/publication/doc/principles-evaluation-aiml-model-performance-brown-md-62.pdf
https://doi.org/10.1016/j.jss.2021.111050
https://doi.org/10.3390/electronics14132717
https://doi.org/10.48550/arXiv.2510.04374
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M
od

el
 

Fairness Trust & Safety FS.2, SI.1 

Test model fairness using multiple quantitative metrics chosen based on the ethical and social context of the model’s application [834]. 

Test the systems involved in automated decision-making for issues related to equity, fairness, and discrimination [835]. 

Evaluate real-world outcomes and trade-offs for affected groups, rather than solely relying on parity-based metrics [823]. 

Use statistical-comparison methods to detect bias between human and AI-generated outputs when using synthetic training data [836]. 

Consider using synthetic data with bias to evaluate the model’s performance under a range of fairness conditions [837]. 

Test the model’s explainability and interpretability—key characteristics that have implications for bias, fairness, and trust [838]. 

Sy
st

em
 

Security Cybersecurity DD.6, TE.4 

Conduct information security assessments of the system [839] and robust application security testing [840]. 

Ensure that the developer is able to verify that the system meets minimum software security standards [841]. 

Employ fuzzing methods to identify vulnerabilities and system failures [842]. Use automated methods for root cause investigation [843]. 

Evaluate how the AI system performs against adversarial attacks [844] and other attacks specific to AI/ML systems [8]. 

Conduct red-teaming exercises to assess the security risks of the AI system [845], particularly for agentic AI systems [846]. 

Safety Trust & Safety TO.4, TE.8 

Conduct model and contextual safety evaluations to measure potential safety risks [847]. 

Use a life-cycle-wide evaluation framework that evaluates model and system components for safety [848]. 

Measure model safety against established benchmarks and track performance over time [849]. 

Evaluate the safety of the AI system in the context in which it will be deployed and operate, rather than just the model in isolation [850]. 

Consider using automated tools to generate and expand the scope of test cases and test data [851]. 

Quality Product IT.8, DD.7 

Identify key assessment metrics for measuring the quality of software and systems [852]. 

Conduct criteria-based assessments to evaluate whether the system meets requirements (see Define System Requirements) [853]. 

Evaluate the system using quality assurance and validation techniques specific to AI systems [854, 855, 856]. 

https://doi.org/10.1147/JRD.2019.2942287
https://www.aclu-wa.org/AEKit/
http://jmlr.org/papers/v24/22-1511.html
https://doi.org/10.48550/arXiv.2506.10301
https://doi.org/10.1145/3593013.3594058
https://cset.georgetown.edu/publication/putting-explainable-ai-to-the-test-a-critical-look-at-ai-evaluation-approaches/
https://www.nist.gov/privacy-framework/nist-sp-800-115
https://www.gsa.gov/technology/it-contract-vehicles-and-purchasing-programs/it-security/application-security-testing
https://doi.org/10.6028/NIST.IR.8397
https://doi.org/10.1145/3512345
https://doi.org/10.1145/3736718
https://developers.google.com/machine-learning/guides/adv-testing
https://owasp.org/www-project-ai-testing-guide/
https://doi.org/10.1613/jair.1.17654
https://cloudsecurityalliance.org/artifacts/agentic-ai-red-teaming-guide
https://cset.georgetown.edu/article/ai-safety-evaluations-an-explainer/
https://doi.org/10.48550/arXiv.2505.05541
https://doi.org/10.18653/v1/2024.acl-long.830
https://doi.org/10.1609/aies.v7i1.31717
https://doi.org/10.1145/3713081.3731733
https://archive.ceciis.foi.hr/app/public/conferences/2022/Proceedings/TSE/TSE5.pdf
https://www.software.ac.uk/sites/default/files/SSI-SoftwareEvaluationCriteria.pdf
https://doi.org/10.1007/s10664-021-10105-2
https://doi.org/10.1109/ACCESS.2019.2937107
https://doi.org/10.48550/arXiv.2402.16391
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Acceptance Infrastructure, Product TE.2, TE.7 

Use risk acceptance criteria to structure AI-specific safety cases for acceptance testing [857]. 

Conduct a range of acceptance tests to ensure the system meets safety, security, compliance, and regulatory requirements [858]. 

Explore automated acceptance testing in contexts that do not rely on user input (i.e., not beta testing) [859]. 

Conduct separate user acceptance testing to ensure the system meets end user requirements [860]. 

User Interaction Product ST.6 

Employ human-centered evaluations that involve real end users and assess interactions across high- and low-stakes activities [861]. 

Conduct interactive evaluations to capture how AI systems affect users over sustained use [862]. 

Assess whether AI interactions disproportionately affect certain groups of users [863], particularly those that are vulnerable [864]. 

Evaluate the potential influence that the AI system will have on human decision-making and determine if appropriate [865]. 

Evaluate how users can purposefully misuse the AI system and assess the likelihood of that misuse [866]. 

Employ metrics that capture how operators interact with AI systems when deployed in human-machine teaming situations [867]. 

 

https://publica.fraunhofer.de/handle/publica/412039
https://doi.org/10.2991/978-94-6463-080-0_7
https://doi.org/10.1109/AST66626.2025.00007
https://doi.org/10.1145/3183440.3195036
https://doi.org/10.1016/j.ijhcs.2024.103301
https://ojs.aaai.org/index.php/AIES/issue/view/678
https://doi.org/10.1145/3555546
https://doi.org/10.1145/3710935
https://doi.org/10.1145/3544548.3581095
https://cset.georgetown.edu/publication/how-to-assess-the-likelihood-of-malicious-use-of-advanced-ai-systems/
https://doi.org/10.1109/ACCESS.2018.2853560
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Approve 

The Approve stage represents the end of the implementation phase. This section covers the decision of whether to 
proceed with deployment and the inputs that should be assessed in making that decision. Although this stage in the 
adoption life cycle represents the most important decision-making point, review and approval should also occur at 
multiple, predefined points throughout this process. This should include, at minimum, an approval step between the 
planning and implementation phases. 

  Approve Owner Guidance 

O
rg

an
iz

at
io

n Go/No-Go Decision Leadership IT.8, RM.3 

Incorporate inputs, such as test results and readiness criteria, from all relevant teams when making high-level approval decisions [868]. 

Prioritize decision criteria (e.g., user acceptance, performance) in alignment with the organization’s goals (see Define Objectives) [869]. 

Construct processes that enable decision-makers to change or abandon previously chosen courses of action [870]. 

O
pe

ra
tio

ns
 

Stakeholder Input Communication ST.3, ST.4 

Gather insights from identified stakeholders (see Map Stakeholders) at key stages throughout the adoption life cycle [871]. 

Create organizational incentives to gather stakeholder input and incorporate it into approval decisions [872]. 

Determine the goal of the stakeholder input process and the extent to which stakeholder input will affect approval decisions [873]. 

Risk Threshold Risk PM.2, RM.3 

Determine whether the system exceeds the organization’s risk tolerance (see Define Requirements) based on testing results. 

Consider using prespecified “if-then” commitments to govern decisions on AI risk and how systems will be deployed [874]. 

W
or

kf
or

ce
 Independent Validation Workforce DD.6, TE.7 

Ensure that the system and testing results are reviewed by the independent review committee (see Define Oversight). 

Engage external and third-party auditors to review AI models and systems that have been developed in-house [875]. 

Seek out external subject matter experts to support internal AI auditing efforts [876]. 

 
 

https://doi.org/10.1016/S0737-6782(84)80020-X
https://doi.org/10.1016/S0019-8501(03)00080-4
https://doi.org/10.1111/jpim.12100
https://doi.org/10.1145/3689904.3694698
https://doi.org/10.1145/3461702.3462612
https://doi.org/10.1145/3617694.3623261
https://carnegieendowment.org/research/2024/09/if-then-commitments-for-ai-risk-reduction
https://doi.org/10.1145/3514094.3534181
https://doi.org/10.1016/j.accinf.2025.100739


                                                                     Return to Overview 

 Center for Security and Emerging Technology | 62 

 Approve Owner Guidance 
In

fr
as

tr
uc

tu
re

 
Integration & Acceptance Infrastructure TE.1, DD.10 

Review and approve the results of system integration and user acceptance testing (see Test Acceptance). 

Address potential adoption hurdles and factors affecting user acceptance of new IT [877] and AI [878, 879] technology. 

Foster communities of practice around AI use within the organization and create a center of excellence to help obtain user buy-in [880]. 

D
at

a 

Privacy Assurance Data PI.1, PI.10 

Ensure the organization has obtained informed consent for any personal data processed by the system (see Acquire Consent). 

Establish an assurance mechanism to review that data processing by the system aligns with the organization’s privacy policy [881]. 

M
od

el
 

Release Criteria Product IT.8, DD.10 

Determine whether the model meets the requirements specified in the release criteria (See Define Release Criteria). 

Assess the model against general AI release-readiness checklists [882]. 

Understand that AI evaluations have limits [883, 884] and that unanticipated risks or emergent capabilities can occur [885, 886]. 

Sy
st

em
 

System Review Product IT.6, DD.7, PM.2, SG.4, TE.5 

Require the developers of the system to demonstrate that the implementation meets requirements (see Define System Requirements). 

Establish standard peer reviews of the model, software, and system by individuals external to the development team [887]. 

Conduct internal auditing of the AI system throughout the development life cycle to produce an overall audit report [888]. 

Conduct a management review of the system, including a review of the test results [889]. 

 

https://doi.org/10.1006/imms.1993.1022
https://doi.org/10.1016/j.tele.2022.101925
https://doi.org/10.1080/10447318.2022.2070107
https://hbr.org/2024/11/how-to-be-systematic-about-adopting-ai-at-your-company
https://doi.org/10.1007/978-3-642-19050-6_16
https://doi.org/10.1109/MS.2024.3440190
https://time.com/6958868/artificial-intelligence-safety-evaluations-risks/
https://doi.org/10.1609/aies.v7i1.31647
https://cset.georgetown.edu/article/emergent-abilities-in-large-language-models-an-explainer/
https://openreview.net/forum?id=yzkSU5zdwD
https://doi.org/10.1145/2491411.2491444
https://doi.org/10.1145/3351095.3372873
https://doi.org/10.1109/IEEESTD.2008.4601584
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Communicate 

The Communicate stage marks the start of the deployment phase. This stage involves both the documentation and 
communication of organizational policies, practices, and technical systems. As part of this stage, the organization must 
determine what information remains for internal use and what information or data is shared with external audiences or 
published publicly, balancing the need for transparency with the privacy and security risks. 

  Communicate Owner Guidance 

O
rg

an
iz

at
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n 

Objectives Leadership SM.1, MG.2, AU.7, IM.2 

Engage with personnel to build internal support for the organization’s mission and objectives (see Define Objectives) [890]. 

Be transparent internally about how the goals for AI adoption align with the overarching mission of the organization [518]. 

Present the organization’s AI strategy and its objective for AI adoption to stakeholders and work to attain buy-in [891]. 

Policies Leadership, Communication AU.7, MG.4, MG.5, RC.1, SL.1, 
WF.4, SM.1, PP.5 

Describe organizational policies clearly in public- or employee-facing documentation and update these documents regularly [892]. 

Use organizational policies, and their communication, as tools to frame values and shape organizational identity [893]. 

Solicit continuous input and feedback (see Engage Stakeholders, Engage Personnel) on policies and where they can be improved [894]. 

O
pe

ra
tio

ns
 

Practices Operations AU.7, MG.4, MG.5, RC.1, RC.5, 
ST.2, PP.5, PI.3 

Document procedures to standardize practices and facilitate their communication across the organization [895]. 

Communicate to personnel and stakeholders how the organization’s policies and practices relate to its AI strategy [896]. 

Decisions Leadership, Operations MG.5, IS.7, PI.10 

Document and communicate the reasoning behind the decisions that the organization makes [897]. 

Assess how AI systems may influence organizational decision-making [898] and provide guidance on how to calibrate AI input [899]. 

Develop practices and processes for clearly explaining decisions made with or by AI systems [900]. 

 
 

https://doi.org/10.1016/j.sbspro.2018.04.034
https://www.weforum.org/publications/advancing-responsible-ai-innovation-a-playbook/
https://www.ibm.com/think/insights/artificial-intelligence-strategy
https://doi.org/10.1177/0893318913494116
https://doi.org/10.1080/08934215.2013.865063
https://doi.org/10.1177/0893318911431804
https://doi.org/10.1108/14637150610657495
https://www.isaca.org/resources/white-papers/2025/leveraging-cobit-for-effective-ai-system-governance
https://www.proquest.com/scholarly-journals/organizational-decision-making-luhmannian/docview/1542023389/se-2
https://doi.org/10.1145/3593013.3594087
https://doi.org/10.1145/3476068
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence/
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Responsibilities Workforce, Communication IV.5, RM.3, WF.4, SM.1, PP.3 

Communicate roles and responsibilities to personnel for the development, management, and oversight of the AI system [901]. 

Establish clear roles and communication channels between business and analytics (or technical) teams in developing new products [902]. 

In
fr

as
tr

uc
tu

re
 

Controls Cybersecurity TO.4, DD.10, RM.10 

Use transparency around internal safety and security efforts to build trust with external stakeholders [903]. 

Balance transparency with the potential of information disclosed about controls and safeguards being used by attackers [904]. 

Where applicable, notify users of acceptable use policies and how they will be enforced (e.g., denials, account bans) [183]. 

Changes Product, Cybersecurity VN.1, TR.1, TR.2 

Communicate changes to models, as they can be difficult to detect in downstream uses while also having important impacts [905]. 

Provide end users with clear and informative alerts when updates or security patches for the system are available or implemented [906]. 

Disclose AI-related vulnerabilities and risks to downstream parties once identified and when mitigations have been implemented [907]. 

D
at

a 

Data Practices Data, Privacy TR.3, PP.5, PI.3, PI.9, PI.10 

Provide clear, easy-to-read documentation of the organization’s data and privacy practices in a publicly posted privacy policy [908]. 

Disclose data protection practices to stakeholders through interactive interfaces for increased accessibility and usability [909]. 

Document and communicate data practices for, or involving the use of, AI systems [910]. 

Data Transparency Data FS.3, PP.5  

Clearly document the use of upstream datasets in model training where possible [911]. 

Publish a training data declaration to provide transparency around the data used to train or fine-tune the AI model [912, 913]. 

Provide ample documentation—and account for privacy risks—if providing open datasets for public use [914]. 

M
od

el
 

Risks & Limitations Risk, Communication TO.1, IM.5, FS.3, RC.5, RM.10 

Communicate known risks to stakeholders and interested parties [915]. Consider publishing an organizational risk profile [916]. 

Document the model and its development to provide transparency around its risks, capabilities, and limitations [917, 918]. 

Publish a pre-deployment AI risk disclosure to inform downstream use of the model [919]. 

Maintain and publish up-to-date safety-critical information related to the model [920]. Regularly publish transparency reports [921]. 

https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-executives-ai-playbook
https://doi.org/10.1109/17.78406
https://doi.org/10.1111/1467-8454.12385
https://atlas.mitre.org/tactics/AML.TA0002
https://doi.org/10.1609/aies.v7i1.31677
https://doi.org/10.1145/3706598.3713751
https://doi.org/10.1186/s13673-015-0053-y
https://doi.org/10.48550/arXiv.2509.06136
https://doi.org/10.1145/3698393
https://doi.org/10.1145/3531146.3533133
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence/part-3-what-explaining-ai-means-for-your-organisation/documentation/
https://cacm.acm.org/research/datasheets-for-datasets/
https://doi.org/10.32996/jcsts.2025.7.3.108
https://www.digital.gov.au/policy/ai/AI-technical-standard/ai-technical-standard-statement-13
https://www.commerce.gov/news/blog/2025/01/generative-artificial-intelligence-and-open-data-guidelines-and-best-practices
https://doi.org/10.1111/risa.13615
https://www.canada.ca/en/treasury-board-secretariat/corporate/risk-management/corporate-risk-profiles.html
https://doi.org/10.1145/3706598.3713814
https://doi.org/10.1016/j.jrt.2022.100043
https://doi.org/10.1609/aaai.v38i21.30348
https://doi.org/10.1609/aies.v7i1.31678
https://doi.org/10.1609/aies.v7i1.31628
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Test Results Innovation, Product, 

Communication 
TE.3, TE.6, TR.3, TR.6, SG.4, 
RM.10 

Document the process, activities, and results of testing to enable comparison across models and organizations [922, 923]. 

Communicate test results to the development team and ensure that actions are taken to rectify issues identified during testing [924]. 

Publish test results—to the extent that doing so does not compromise the safety or security of the system—publicly to build trust [925]. 

 

https://doi.org/10.1038/s42256-024-00857-z
https://cset.georgetown.edu/article/how-to-improve-ai-red-teaming-challenges-and-recommendations/
https://doi.org/10.1109/ICGSE.2016.27
https://doi.org/10.1145/3442188.3445890
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Deploy 

The Deploy stage consists of the release of the AI model or deployment of the AI system, internally or publicly. This 
process includes the integration of the system into existing infrastructure, training personnel to support it, and adding 
system support functions to the organization’s day-to-day operations.  

  Deploy Owner Guidance 

O
rg

an
iz

at
io

n Review Cycle Leadership, Compliance SL.3, MG.8, AU.3 

Integrate the deployed system and related procedures into the regular management review cycle within the organization [926]. 

Apply a continuous improvement strategy focusing on incremental change and improvement to the system and processes [927, 928]. 

Conduct regular audits of the AI system including related data, controls, risk mitigations, and operating procedures [929, 930, 931]. 

O
pe

ra
tio

ns
 Enforcement Compliance, Workforce AU.4, SL.1, WF.4, SM.1, 

DD.10, AC.8, MS.5, MS.7 

Understand the various factors that influence compliance with organizational safety and security policies [932, 933]. 

Evaluate the range of internal compliance strategies and tactics to determine the approach that best suits the organization [934, 935]. 

Assess potential harms to employees before deploying surveillance tools [694, 936], and be transparent about their use [937]. 

W
or
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Training & Drills Workforce SC.4, SI.3, WF.1, IA.8, ES.5, 
IR.1, IR.2, RR.8, TO.1 

Provide training to aid personnel in improving their AI skills [938] and help meet organizational talent needs (see Define Needs). 

Consider deploying a rapid occupational training program based on an existing model to develop more advanced AI talent [939]. 

Collaborate with external partners [940] and scale up internal programs [941, 942, 943] to further the availability of AI training. 

Conduct tabletop exercises [944] and drills [945, 946, 947] to improve personnel’s response capabilities and to test response plans. 

In
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Architecture Infrastructure IT.4, MO.7, LG.1 

Develop an enterprise integration architecture to ensure the interoperability across the organization’s IT infrastructure [948]. 

Conduct early integration planning, compatibility specification, and integration testing to facilitate system deployment [949]. 

Integrate the system [950] and its associated data and events [951] (i.e., for logging and monitoring) into the enterprise architecture. 

 

https://compliancebridge.com/policy-and-procedure-review-process/
https://kaizen.com/insights/continuous-improvement-operational-excellence/
https://doi.org/10.1108/BIJ-06-2012-0038
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.isaca.org/resources/white-papers/auditing-artificial-intelligence
https://doi.org/10.1145/3706598.3713301
https://doi.org/10.1186/s43093-025-00452-7
https://doi.org/10.1177/154193120004402711
https://doi.org/10.5590/IJAMT.2018.17.1.06
https://doi.org/10.48550/arXiv.2008.03775
https://doi.org/10.1145/3630106.3658945
https://doi.org/10.2760/451453
https://doi.org/10.1145/3706598.3713651
https://doi.org/10.1145/3706598.3714100
https://doi.org/10.48550/arXiv.2501.10579
https://doi.org/10.62273/NRQW1204
https://www.oecd.org/en/publications/bridging-the-ai-skills-gap_66d0702e-en.html
https://www.adeccogroup.com/global-workforce-of-the-future-research-2023
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/superagency-in-the-workplace-empowering-people-to-unlock-ais-full-potential-at-work
https://doi.org/10.1016/j.cose.2021.102450
https://github.com/18F/development-guide/blob/main/_pages/security/incident-response-drills.md
https://aisel.aisnet.org/acis2022/35
https://doi.org/10.1201/9781032664859
https://www.techtarget.com/searchapparchitecture/definition/EAI-enterprise-application-integration
https://doi.org/10.1007/s42979-020-00175-2
https://doi.org/10.1002/smr.2540
https://doi.org/10.1145/3672608.3707883


                                                                     Return to Overview 

 Center for Security and Emerging Technology | 67 

 Deploy Owner Guidance 
In

fr
as

tr
uc

tu
re

 
Inventory & Mappings Infrastructure IV.1, IV.2, IV.3, SM.8 

Add the system and its components to the asset inventory (see Map Assets). 

Update the data flow mapping to include the new system and how it consumes, produces, and processes data (see Map Data Flows). 

Employ tools to facilitate the automatic detection of IT assets and the automated updating of inventory and mappings [952, 953]. 

D
at

a 

Disclosure Privacy, Legal PI.9, IS.9 

Do not disclose or transfer personal data without consent (see Control Data Transfers). 

Use differential privacy techniques to provide transparency around datasets and models while managing privacy risks [954, 955]. 

Understand that public datasets containing personal data present privacy risks [956], even if anonymization steps are taken [957]. 

Review the legal and privacy implications of disclosing information about, or the weights of, a model trained on personal data [958, 959]. 

M
od

el
 

Release Product, Infrastructure IT.9, DD.8, IS.9 

Ensure the model meets the prespecified requirements for release (see Define Release Criteria). 

Implement the organization’s release plan (see Plan Release), making adjustments based on testing results as necessary. 

Determine the appropriate transparency and due diligence needed based on the type of model and degree of openness [960]. 

Sy
st

em
 

Deployment Product, Infrastructure IT.9, DD.8, IS.9 

Ensure the system meets the prespecified requirements for deployment (see Define Release Criteria). 

Implement the organization’s staged deployment plan (see Plan Deployment), making adjustments based on testing results as necessary. 

Adopt a continuous integration strategy that uses automated builds and deployment to facilitate frequent system updates [961]. 

Employ secure automated deployment methods, such as through an infrastructure as code approach [962]. 

Follow established guidelines to ensure the secure deployment of AI systems [963]. 

 
 

https://doi.org/10.1007/978-981-97-4522-7_1
https://doi.org/10.3390/electronics11152368
https://scholarship.law.vanderbilt.edu/jetlaw/vol21/iss1/4
https://programming-dp.com/
https://doi.org/10.48550/arXiv.cs/0610105
https://doi.org/10.1038/s41467-019-10933-3
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-lawfulness-in-ai/
https://jipel.law.nyu.edu/privacy-of-personal-data-in-the-generative-ai-data-lifecycle/
https://partnershiponai.org/modeldeployment/
https://doi.org/10.1109/ACCESS.2017.2685629
https://media.defense.gov/2024/Mar/07/2003407857/-1/-1/0/CSI-CloudTop10-Infrastructure-as-Code.PDF
https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-SECURELY.PDF
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Engage 

The Engage stage represents the transition from the deployment phase into operations. Important throughout the 
adoption life cycle, this stage focuses on the organization’s engagement with internal and external stakeholders. By 
engaging in these collaborative efforts, the organization helps to support a safer and more trustworthy AI ecosystem, 
build trust with its stakeholders, and identify potential issues when they arise. 

 Engage Owner Guidance 

O
rg
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Government Leadership SI.5, SI.7 

Support international collaboration efforts on AI risk management and governance [964, 965]. 

Ensure responsible use of the organization’s AI systems if deployed for military applications [966, 967, 968]. 

Contribute to public AI information sharing [969], transparency and accountability [970], and incident disclosure [971, 972] initiatives. 

Society Responsibility SI.1, SI.3 

Determine whom within civil society and the public the organization should engage with on the responsible use of AI systems [973]. 

Assess the range of public engagement mechanisms and select those best suited to reach the intended stakeholders [974]. 

Commit to responsible AI principles or other similar guidance and publicly publish those commitments [975]. 

Develop technology designed to promote rather than subvert social and civic processes [976]. 

Academia Innovation, Cybersecurity SI.1, SI.4, SI.5, VN.1 

Assess the opportunities and challenges in collaborating with academic institutions on AI research [459]. 

Enable structured access to AI models for researchers to help further the state of AI safety and security research [977]. 

Establish bug bounty programs to incentivize researchers to identify potential vulnerabilities or safety issues [978]. 

 
 
 
 
 

https://www.brookings.edu/articles/strengthening-international-cooperation-on-ai/
https://carnegieendowment.org/research/2024/08/the-future-of-international-scientific-assessments-of-ais-risks
https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy-2/
https://doi.org/10.1609/aies.v7i1.31712
https://doi.org/10.51593/20200091
https://www.cisa.gov/resources-tools/resources/ai-cybersecurity-collaboration-playbook
https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report
https://cset.georgetown.edu/publication/ai-incidents-key-components-for-a-mandatory-reporting-regime/
https://fas.org/publication/establishing-an-ai-incident-reporting-system/
https://doi.org/10.1177/09636625231219853
https://doi.org/10.1177/0162243904271724
https://doi.org/10.1145/3626234
https://informationdemocracy.org/publications/artificial-intelligence-as-a-public-good-ensuring-democratic-control-of-ai-in-the-information-space/
https://doi.org/10.63567/8wfpme67
https://www.governance.ai/research-paper/structured-access-for-third-party-research-on-frontier-ai-models
https://doi.org/10.1145/3664476.3670455
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Stakeholders Communication, Marketing SI.4, RC.2, ST.1, ST.3, ST.4, 

PP.10 

Maintain awareness of the sentiment and opinion of the general public on issues pertaining to AI technology and use [979, 980]. 

Engage with and gather input from a wide range of diverse stakeholders throughout the AI adoption life cycle [981]. 

Include secondary stakeholders, such as data contributors and affected communities, in engagement activities [982]. 

Work with stakeholders to proactively address concerns and provide mechanisms for transparency and redress [983]. 

Manage the expectations that stakeholders have related to AI adoption and provide mechanisms to collect feedback [984]. 

W
or

kf
or

ce
 

Personnel Workforce RC.4, IR.3, VN.1 

Include personnel in the process of AI adoption and provide opportunities for them to share and deliberate on how AI is used [985]. 

Make confidential issue reporting [986] and whistleblowing [987] mechanisms readily and meaningfully available to employees. 

Help personnel develop basic generative AI competencies, including how to appropriately use AI and identify synthetic media [988]. 

Support personnel in adopting AI tools and work to strategically integrate AI initiatives in ways that advance their work [989]. 
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Service Providers Supply Chain IM.2 

Work with service providers to mitigate security risks to the organization and collaborate on security incidents [990]. 

Engage service providers in the development of organizational AI supply chain risk management models [991]. 

Map out dependency networks (see Map Supply Chain) and engage service providers in conversations around accountability [992]. 

D
at

a 

Data Subjects Privacy, Data PI.4, PI.5, PP.10 

Be transparent and public about how users’ data is collected and used (see Communicate Data Practices).  

Create channels for data subjects to request more information and lodge grievances [993, 994]. 

Provide mechanisms for individuals to object to [995] and opt out [996] of the collection and processing of their personal data. 

Incorporate contestability into AI and algorithmic design [997]. Provide mechanisms to contest automated decision-making [998]. 

 
 
 

https://www.governance.ai/research-paper/what-does-the-public-think-about-ai
https://www.pewresearch.org/internet/2025/04/03/how-the-us-public-and-ai-experts-view-artificial-intelligence/
https://www.weforum.org/publications/a-blueprint-for-equity-and-inclusion-in-artificial-intelligence/
https://doi.org/10.1145/3715275.3732071
https://www.uts.edu.au/globalassets/sites/default/files/2025-03/HTI-Insight-Summary-Disconnected-AI.pdf
https://doi.org/10.1016/j.heliyon.2024.e28562
https://www.uts.edu.au/globalassets/sites/default/files/2025-06/25.06.04-hti-guide-to-worker-engagement-on-ai.pdf
https://www.reuters.com/practical-law-the-journal/transactional/compliance-programs-employee-reporting-mechanisms-2024-05-01/
https://doi.org/10.1007/s10551-016-3237-0
https://doi.org/10.1145/3685680
https://www.universepg.com/ijma/strategic-alignment-and-ai-adoption-how-organizational-factors-shape-perceived-productivity
https://www.cyber.gov.au/business-government/supplier-cyber-risk-management/managed-service-providers/how-to-manage-your-security-when-engaging-a-managed-service-provider
https://doi.org/10.3390/electronics9111864
https://doi.org/10.1145/3593013.3594073
https://knowledgehub.transparency.org/product/complaint-mechanisms-reference-guide-for-good-practice
https://www.cao-ombudsman.org/grm/purpose-design-and-implementation.html
https://ico.org.uk/for-the-public/the-right-to-object-to-the-use-of-your-data/
https://www.usenix.org/conference/soups2019/presentation/habib
http://dx.doi.org/10.2139/ssrn.3311894
https://doi.org/10.1145/3757415
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Collaborative Initiatives Innovation, Cybersecurity SI.4, SI.7, MO.5 

Participate in information sharing (see Monitor Information Sharing) and incident reporting (see Respond Communication) initiatives. 

Contribute to collaborative AI governance and standards-setting programs [999]. 

Consider participating in regional or sector-specific cybersecurity mutual assistance programs, where available [1000, 1001]. 

Consider federated learning collaborations that enable institutions to jointly train systems while preserving privacy [1002]. 

Sy
st

em
 

End Users Product, Communication SI.2 

Assess the factors influencing AI acceptance and take steps to address potential hurdles in adoption by users [878]. 

Provide end users with information on how to effectively use the AI system and training on its appropriate application [1003]. 

Establish clear mechanisms for users to provide feedback, report issues, and engage in auditing the AI system [1004, 1005]. 

Work with end users to calibrate an appropriate level of trust in the output of AI systems and combat automation bias [1006, 1007]. 

 

https://doi.org/10.6028/NIST.AI.100-5
https://www.sei.cmu.edu/library/cyber-mutual-assistance-workshop-report/
https://www.electricitysubsector.org/CMA/
https://doi.org/10.48550/arXiv.2504.17703
https://doi.org/10.1016/j.tele.2022.101925
https://doi.org/10.1145/1899639.1899641
https://doi.org/10.1145/1216295.1216316
https://doi.org/10.1145/3757702
https://doi.org/10.1371/journal.pone.0229132
https://cset.georgetown.edu/publication/ai-safety-and-automation-bias/
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Manage 

The Manage stage represents the day-to-day operations of the organization. This includes activities to support the 
continued function, safety, and security of the organization’s infrastructure and systems. This stage coincides with the 
monitoring efforts described in the following stage, as both of these operations represent ongoing activities.  

  Manage Owner Guidance 

O
rg

an
iz

at
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n Situational Awareness Leadership RC.1, MG.5, PM.5, MO.5 

Identify the information needs of the organization’s leadership in order to maintain awareness of the organization’s operations [1008]. 

Prioritize the sources of information needed for situational awareness, including threat intelligence and vulnerability assessment [1009]. 

Implement a program for collecting, synthesizing, and distributing actionable information (see Develop Management Systems) [1010]. 

O
pe

ra
tio

ns
 Relationships Supply Chain SC.1, RC.3 

Build relationships with stakeholders (see Engage Stakeholders) and develop relationship management practices [1011, 1012]. 

Implement supply chain management practices to cultivate and maintain relationships with suppliers and customers [1013]. 

Communicate information about the organization’s adoption and use of AI systems to both internal and external stakeholders [1014]. 

W
or
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Personnel Awareness Workforce, Cybersecurity, 
Trust & Safety 

WF.1, SC.4, FS.5, TO.1 

Provide cybersecurity training and awareness to all personnel within the organization [1015]. 

Disclose to employees what information is collected about them and their activity as part of enterprise security practices [1016]. 

Work with personnel to develop their AI literacy, including awareness of AI capabilities and limitations [1017, 1018, 1019]. 

Ensure that personnel are aware of the risks of synthetic media and its use in social engineering and misinformation [1020, 1021]. 

Provide situational awareness and information sharing mechanisms to support personnel working in human-machine teams [1022]. 

In
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Assets Infrastructure NS.1, IV.4, SM.4, ES.1, IT.10 

Keep the asset inventory (see Map Assets) up-to-date and ensure all AI-related assets are accurately recorded [1023, 1024]. 

Schedule regular assurance checks and audits of the organization’s AI inventory [527]. 

Employ asset management best practices (see Develop Management Systems) to maintain IT assets over their lifetime. 

https://doi.org/10.3390/admsci15060210
https://www.csis.org/analysis/criteria-cyber-situational-awareness
https://www.sei.cmu.edu/situational-awareness/
https://doi.org/10.1108/CG-08-2017-0172
https://www.mckinsey.com/capabilities/strategy-and-corporate-finance/our-insights/how-the-best-ceos-build-lasting-stakeholder-relationships
https://doi.org/10.1108/13598541211227153
https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report
https://doi.org/10.1145/3716489.3728444
https://www.usenix.org/conference/usenixsecurity23/presentation/stegman
https://doi.org/10.1145/3313831.3376727
https://www.unesco.org/en/articles/ai-competency-framework-students
https://hbr.org/2023/11/the-skills-your-employees-need-to-work-effectively-with-ai
https://doi.org/10.1007/s10462-024-10973-2
https://cset.georgetown.edu/publication/ai-and-the-future-of-disinformation-campaigns-2/
https://doi.org/10.1016/j.chb.2022.107574
https://its.ny.gov/ai-inventory-guidance
https://doi.org/10.48550/arXiv.2509.11691
https://www.mitre.org/news-insights/publication/ai-assurance-repeatable-process-assuring-ai-enabled-systems
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Access Cybersecurity SM.6, AC.3, AC.4, AC.5, AC.6, 
AC.8, AC.9, IA.2, IA.8 

Implement mechanisms to encourage regular review of user access and access updates when needs or roles change [1025]. 

Maintain access logs in accordance with organizational policies and legal requirements (see Monitor Access) [1026]. 

Deconflict access management policies made or implemented by multiple teams or stakeholders [1027]. 

Maintenance Infrastructure IM.8, ES.7, ES.8 

Keep a regular maintenance schedule in accordance with a severity or prioritization system [1028]. 

Consider using predictive maintenance to enhance the resilience and availability of systems [1029]. 

Consider maintenance approaches that balance security, risk management, cost, and efficiency [1030]. 

Decommission Infrastructure NS.8, MG.6, MS.1, PI.2 

Decommission assets and revoke permissions once they are no longer needed [524]. 

Employ a consistent process for decommissioning assets that accounts for dependencies and stakeholder communication [1031]. 

Update inventories once assets are decommissioned and monitor for unforeseen impacts resulting from decommissioning [1032]. 

D
at

a 

User Control Privacy, Data PI.4, PI.5 

Provide mechanisms for users to view data that the organization has collected about them and how it has been processed [1033]. 

Respond to data subject access requests from users, or entities operating on their behalf, in a timely manner [1034]. 

Honor and comply with user requests to modify or delete personal data [1035]. Respect an individual’s right to be forgotten [1036]. 

Comply with data control requirements (see Assess Legality) of the jurisdictions in which personal data is collected or processed [1037]. 

M
od

el
 

Performance Product PM.5, IT.10 

Review model performance (see Monitor Performance) and assess whether recalibrating, refitting, or retraining is needed [1038]. 

Use techniques such as unlearning [1039], fine-tuning [1040], or model editing [1041] to correct and align model behavior. 

Consider techniques and strategies to automate model corrections [1042]. 

Detect and manage issues of data and model drift that can reduce the performance of model inference [1043]. 

https://www.usenix.org/conference/soups2024/presentation/baumer
https://doi.org/10.1016/S1361-3723(07)70047-7
https://doi.org/10.1145/1518701.1518838
https://www.gsa.gov/policy-regulations/policy/information-technology-policy/it-security-procedural-guides
https://doi.org/10.30574/ijsra.2022.7.2.0348
https://doi.org/10.1109/MIAS.2021.3063095
http://doi.org/10.6028/NIST.SP.1800-5
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-app-retirement-best-practices/welcome.html
https://www.ncsc.gov.uk/guidance/decommissioning-assets
https://doi.org/10.1109/ACCESS.2017.2765539
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/right-of-access/
https://doi.org/10.1007/978-3-030-45724-2_13
https://gdpr.eu/right-to-be-forgotten
https://www.dlapiperdataprotection.com/
https://doi.org/10.48550/arXiv.2405.13926
https://doi.org/10.1038/s42256-025-00985-0
https://doi.org/10.48550/arXiv.2408.13296
https://doi.org/10.1145/3698590
https://direct.mit.edu/tacl/article/doi/10.1162/tacl_a_00660/120911
https://doi.org/10.30574/ijsra.2023.10.2.0855
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Vulnerabilities Cybersecurity, Product VN.3, VN.4, VN.5, VN.6 

Implement a standard process managing vulnerabilities in organizational and third-party assets [1044]. 

Maintain awareness of known risks and vulnerabilities [1045], including those specifically related to AI systems [47, 1046, 1047]. 

Identify vulnerabilities via scanning [1048], testing (see Test Security), and information sharing (see Monitor Information Sharing). 

Investigate, triage, and remediate detected vulnerabilities in a systematic way, prioritizing the most critical first [1049, 1050]. 

Mitigate the risk of vulnerabilities that have not been, or cannot, be patched [1051]. AI systems inherently present these risks [1052]. 

Communicate and share information about vulnerabilities, including those found in AI systems [1053]. 

 

https://www.ncsc.gov.uk/collection/vulnerability-management/guidance
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://incidentdatabase.ai/
https://avidml.org/
https://airisk.mit.edu/
https://www.ncsc.gov.uk/guidance/vulnerability-scanning-tools-and-services
https://owasp.org/www-project-vulnerability-management-guide/
https://owaspsamm.org/model/operations/environment-management/stream-b/
https://www.isaca.org/resources/isaca-journal/issues/2019/volume-3/practical-patch-management-and-mitigation
https://www.belfercenter.org/publication/AttackingAI
https://cset.georgetown.edu/publication/securing-ai-how-traditional-vulnerability-disclosure-must-adapt/
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Monitor 

The Monitor stage covers the range of ongoing activities intended to detect issues as they arise. These issues include a 
range of safety, security, privacy, compliance, and performance problems. These activities, like those of the previous 
Manage stage, make up the ongoing operations of the organization. When an issue is detected, that triggers the 
Respond stage, which is described in the next section. 

  Monitor Owner Guidance 
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Context Legal AU.2 

Monitor the evolving legal and regulatory landscape as it pertains to AI to identify changes that impact the organization [1054, 1055]. 

Understand the legal and regulatory context governing which activities or events can be monitored and logged [546].  

Establish an authority who can respond to requests for information from law enforcement or other external stakeholders [1056]. 

Physical Environment Physical Security PS.6, PS.3, MO.6, SM.6 

Monitor physical access to the organization’s facilities and centralize physical security functions within an internal security office [587]. 

Coordinate regular security risk assessments to assess priorities and avoid duplication of efforts [1057]. 

Monitor the physical environment to detect and prevent environmental hazards and safety incidents [1058]. 

O
pe
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Centralized Analysis Operations, Cybersecurity MO.1, MO.3, MO.7, IR.8, LG.3, 
VN.4 

Establish a security information and event management platform for centralized event and log analysis [1059]. 

Prioritize what information and logs are included in the centralized analysis repository [1060]. 

Conduct ongoing vulnerability and security log analysis to detect potential security events [1061]. 

Enhance analysis capabilities by using predictive analytics and AI/ML techniques [1062]. 

 
 
 
 
 

https://doi.org/10.1057/s41599-024-03560-x
https://dx.doi.org/10.2139/ssrn.5356651
https://doi.org/10.6028/NIST.SP.800-92
https://doi.org/10.30574/wjarr.2024.24.1.3170
https://www.cisa.gov/resources-tools/resources/isc-best-practices-planning-and-managing-physical-security-resources
https://www.osti.gov/servlets/purl/1829733
https://doi.org/10.5604/01.3001.0014.1770
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/implementing-siem-soar-platforms/implementing-siem-and-soar-platforms-practitioner-guidance
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/implementing-siem-soar-platforms/priority-logs-for-siem-ingestion-practitioner-guidance
https://doi.org/10.1145/3400286.3418261
https://doi.org/10.1109/COMST.2018.2885561
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Information Sharing Cybersecurity MO.2, MO.5, IR.6, VN.1, VN.4, 

IR.3, IR.6, ES.5, IS.5 

Collect, analyze, and share cyber threat intelligence to inform security decisions and maintain a proactive security posture [1063, 1064]. 

Participate in cybersecurity information sharing initiatives to receive and provide rapid information about emerging attacks [1065]. 

Consider joining the organization’s sector-specific information sharing and analysis center or organization [1066]. 

Report incidents and near misses through established incident reporting channels [1067]. 

Third Parties Supply Chain, Cybersecurity AU.5, SC.7, PS.2 

Monitor third-party access [1068] to the organization’s systems and facilities and their activity while having access [1069]. 

Monitor suppliers to ensure their continued compliance and that they uphold service level agreements [1070, 1071]. 

Establish mechanisms to share pertinent information with third-party suppliers [1072, 1073]. 

Use predictive analytics to improve the monitoring and identification of supply chain threats [1074]. 

W
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Security Operations Cybersecurity MO.1, MO.8 

Establish a security operations center or similar team to monitor and analyze potential incidents across the organization [1075].  

Identify and employ personnel with institutional knowledge and subject matter expertise in various monitoring domains [1076]. 

Ensure that personnel with monitoring responsibilities are placed in the correct teams and under the proper reporting structure [1077]. 

Insider Threats Physical Security, 
Cybersecurity 

MO.6, AC.9, LG.4 

Understand the indicators of insider threats and establish mechanisms to systematically measure them [1078]. 

Monitor personnel activity and access patterns to identify potential insider threats [1079, 1080, 1081]. 
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Access Cybersecurity MO.4, LG.2, SM.6, IA.6, AC.9 

Validate access patterns against established access control rules to identify violations and anomalies (see Control Access). 

Monitor users’ interactions with the organization’s systems and data through access control logs and similar audit mechanisms [1082]. 

Perform periodic reviews of access control policies. Update account permissions in accordance with least privilege principles [1083]. 

 
 

http://dx.doi.org/10.6028/NIST.SP.800-150
https://doi.org/10.1016/j.cose.2019.101589
https://doi.org/10.1287/deca.2018.0387
https://www.nationalisacs.org/about-isacs
https://doi.org/10.1016/j.giq.2024.102000
https://captaincompliance.com/education/types-of-access-you-may-provide-to-a-third-party-in-2024/
https://security.imprivata.com/wp-state-of-cybersecurity-third-party-remote-access-register.html
https://doi.org/10.1002/smj.2417
https://www.upguard.com/blog/ongoing-monitoring-for-tprm
https://www.cisa.gov/news-events/news/sharing-information-get-ahead-supply-chain-risks
https://doi.org/10.1080/00207543.2023.2206923
https://doi.org/10.1109/ACCESS.2021.3087109
https://www.sei.cmu.edu/library/organizational-models-for-computer-security-incident-response-teams-csirts/
https://doi.org/10.1109/CyberSecurity49315.2020.9138872
https://www.researchgate.net/publication/335404794_An_Exploration_of_the_Evolving_Reporting_Organizational_Structure_for_the_Chief_Information_Security_Officer_CISO_Function
https://www.sei.cmu.edu/library/an-insider-threat-indicator-ontology/
https://www.cisa.gov/resources-tools/resources/insider-threat-mitigation-guide
https://www.npsa.gov.uk/specialised-guidance/insider-risk-guidance/ongoing-personnel-security
https://doi.org/10.1016/j.procs.2015.03.175
https://doi.org/10.1109/SP46214.2022.9833669
https://drata.com/blog/user-access-review
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 Data Flows Infrastructure, Cybersecurity MO.4, IS.5, LG.2 

Monitor the organization’s networks and log events that capture cybersecurity-relevant information for analysis [547, 1084]. 

Employ anomaly detection techniques to identify unusual and suspicious activity on the organization’s networks [1085]. 

Set appropriate thresholds for anomaly detection and recalibrate regularly [1086]. Consider using adaptive dynamic thresholds [1087]. 

Monitor for indicators of network compromise [1088]. Update the set of known indicators in a regular or automated fashion [1089]. 

D
at

a 

Data Quality Data TR.5 

Determine appropriate indicators of data quality and employ metrics to measure them over time [558, 1090, 856]. 

Implement a data management pipeline that enables continuous monitoring to assess and detect data quality issues [1091]. 

Privacy Privacy, Data PI.7, PI.8 

Monitor network traffic, transfers, and access logs to detect potential data breaches or unintended data exposure [1092]. 

Employ continuous privacy monitoring at the organization, business-process, and information-system level [1093]. 

Ensure that monitoring and logging comply with privacy and data retention best practices [1094]. 

M
od

el
 

Performance Product PM.1, PM.2, TO.4, SG.4 

Select metrics (see Define Metrics) and appropriate benchmarks to track model performance over time [1095]. 

Design a continuous monitoring strategy that tracks outcomes across different subgroups and environments [1096]. 

Employ automated methods of tracking and identifying model drift [1097]. 

Monitor for performance anomalies and use collected data to identify bottlenecks in system processing [1098]. 

Develop a post-deployment performance baseline and monitor for substantial deviations [1099]. 

Alignment Product PM.2 

Log and monitor AI model alignment and set thresholds for misalignment where appropriate and feasible [1100].  

Adopt or create scoring metrics for model alignment that are tailored to the organization’s specific use case [1101]. 

Consider integrating self-monitoring mechanisms into a model’s chain-of-thought reasoning process [1102]. 

 
 

https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-for-event-logging-and-threat-detection
https://www.cyber.gc.ca/en/guidance/network-security-logging-monitoring-itsap80085
https://doi.org/10.1007/s11235-018-0475-8
https://doi.org/10.1109/ACCESS.2024.3452168
https://doi.org/10.1109/ICSRS63046.2024.10927575
https://media.defense.gov/2020/Sep/17/2002499615/-1/-1/0/COMPROMISED_PERSONAL_NETWORK_INDICATORS_AND_MITIGATIONS_20200914_FINAL.PDF.pdf
https://doi.org/10.1109/IJCNN.2019.8852142
https://doi.org/10.1145/1541880.1541883
https://doi.org/10.3389/fdata.2022.850611
https://doi.org/10.48550/arXiv.2402.16391
https://doi.org/10.5281/zenodo.13878755
https://doi.org/10.6028/NIST.SP.1800-29
https://www.mitre.org/sites/default/files/2021-11/pr-19-00598-6-privacy-continuous-monitoring-framework-briefing.pdf
https://doi.org/10.1109/WAINA.2009.158
https://proceedings.neurips.cc/paper_files/paper/2024/hash/26889e8359e7ef8a7f5d77457364ca55-Abstract-Datasets_and_Benchmarks_Track.html
https://proceedings.mlr.press/v236/feng24a.html
https://doi.org/10.48550/arXiv.1908.04240
https://doi.org/10.1145/2791120
https://doi.org/10.1145/3666015.3666018
https://link.springer.com/chapter/10.1007/978-3-032-05435-7_9
https://doi.org/10.1109/TAI.2023.3272876
https://doi.org/10.48550/arXiv.2505.18807
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Fairness Trust & Safety FS.2, FS.4, TO.4 

Establish metrics to continuously monitor issues of bias and fairness [1103]. 

Implement run-time monitoring for certain fairness metrics that may differ between development and deployment contexts [1104]. 

Consider how different methods for evaluating fairness may lead to different outcomes or may be inappropriate in given contexts [1105]. 

Inputs & Outputs Product SG.3, IS.4 

Monitor model inputs and outputs for unanticipated issues or bypassed safeguards (see Control Inputs and Control Outputs). 

Monitor the relationship between inputs and outputs to detect malicious attacks on AI models [1106]. 

Account for harm [1107] and malicious use [1108] that can occur across multiple interactions or be distributed across multiple accounts. 

Sy
st

em
 

Behavior Product PM.2, SG.4, SG.6, LG.5 

Establish a baseline of the system's normal operating behavior to aid in the identification of anomalous behavior [1109]. 

Review and update the baseline for system behavior and the safety and security thresholds used to trigger a response [1110]. 

Consider using adaptive thresholds for anomaly detection in complex systems and environments [1111, 1112]. 

Implement methods to facilitate real-time failure detection for systems that are operating with some level of autonomy [1113]. 

Use Trust & Safety AU.5, TO.4, LG.5 

Establish criteria for acceptable system use or indicators of misuse. Monitor these metrics to flag potential misuse [1114]. 

Consider the use of user and entity behavior analytics to detect anomalous user behavior [1115]. 

Identify cases when the AI system is used for purposes other than what it was intended for that may lead to harm [1116]. 

Impact Trust & Safety IM.2, IM.8 

Identify relevant impact metrics and design mechanisms to monitor them over time [444]. 

Measure negative downstream impacts of AI systems including societal [1117], environmental [1118], and health [1119] impacts. 

Account for attritional harms from AI that develop gradually over time and can be harder to identify and measure [1120]. 

Measure and promote positive downstream impacts of AI [1121]. 

 

https://doi.org/10.1145/3514094.3534157
https://doi.org/10.1145/3593013.3594028
https://doi.org/10.1007/978-3-031-37703-7_17
https://doi.org/10.1145/3766882.3767169
https://doi.org/10.1145/3607199.3607237
https://doi.org/10.48550/arXiv.2404.01833
https://doi.org/10.1109/PRDC.2017.28
https://doi.org/10.1109/TSMC.2016.2633291
https://doi.org/10.1007/s00521-024-10536-0
https://doi.org/10.1109/NCA.2019.8935045
https://partnershiponai.org/resource/prioritizing-real-time-failure-detection-in-ai-agents/
https://doi.org/10.1145/3461702.3462566
https://www.dmi-ida.org/knowledge-base-detail/Cloud-Security-Playbook-Volume-1
https://www.apaservices.org/practice/business/technology/artificial-intelligence-chatbots-therapists
https://doi.org/10.48550/arXiv.2504.05007
https://doi.org/10.1145/3582515.3609555
https://fas.org/publication/reporting-ai-impact-to-build-public-trust/
https://doi.org/10.48550/arXiv.2412.06288
https://doi.org/10.1007/s43681-024-00547-x
https://www.weforum.org/publications/ai-for-impact-strengthening-ai-ecosystems-for-social-innovation/
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Respond 

The Respond stage is unique, as its occurrence is contingent on a potential issue being detected during the course of the 
organization’s ongoing monitoring operations. The guidance in this stage reflects general incident response practices 
and the nuances in responding to issues involving or stemming from AI systems.  

  Respond Owner Guidance 

O
rg

an
iz
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n Remediation Legal RC.4, RC.6, TO.7 

Identify the individuals and stakeholders that were impacted as a result of the indecent, adverse event, or other harm [1122]. 

Provide for or cooperate in remediation efforts and comply with any judicial remediation decisions [1123, 1124]. 

Ensure that the organization provides meaningful redress for AI harms and works to translate those efforts into systemic change [1125]. 

O
pe
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Triage Operations IR.3, IR.4 

Develop an incident severity scale, rubric, or classification framework to aid in the triage of potential incidents [1126, 1127]. 

Map alerting and monitoring systems to the incident severity scale (see Monitor Centralized Analysis). 

Employ automated tools to support human security analysts in triaging the often overwhelming number of alerts [1128, 1129]. 

Provide decision support to aid response teams in balancing individual event triage and broader operational awareness [1130].  

Communication Communication IR.1, IR.6, MO.5, IR.7, RR.3, 
PS.5, PI.8 

Support crisis management activities by communicating incident information, status, and strategic decisions to stakeholders [1131]. 

Designate responsibilities and coordinate response activities among all parties involved in responding to the incident [1132]. 

Recognize that insider events can present additional challenges that require a specialized approach to communications [1133]. 

Report cybersecurity incidents in accordance with legal requirements [1134]. Report AI incidents as channels are created [1135, 1136]. 

Communicate information about the incident and its response to stakeholders post-incident and work to repair public relations [1137]. 

Document information about the incident, response activities, and evidence collected during the investigation [1138]. 

 
 
 

https://doi.org/10.1145/3715275.3732017
https://2021-2025.state.gov/risk-management-profile-for-ai-and-human-rights/
https://accountability-framework.org/the-accountability-framework/download-the-full-framework/
https://doi.org/10.48550/arXiv.2506.05687
https://hdl.handle.net/1721.1/157124
https://airisk.mit.edu/ai-incident-tracker/harm-taxonomy
https://doi.org/10.1109/JSYST.2018.2828832
https://doi.org/10.3390/app13116610
https://www.sciencedirect.com/science/article/pii/S016740482100359X
https://www.sei.cmu.edu/library/guide-to-effective-incident-management-communications/
https://apps.dtic.mil/sti/html/tr/ADA547075/
https://www.npsa.gov.uk/specialised-guidance/insider-risk-guidance/insider-events-communications-guidance
https://www.cisa.gov/federal-incident-notification-guidelines
https://cset.georgetown.edu/publication/an-argument-for-hybrid-ai-incident-reporting/
https://doi.org/10.1609/aies.v7i1.31635
https://doi.org/10.1016/j.cose.2020.102036
https://doi.org/10.1145/3600211.3604700
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Response Team Workforce IR.1, IR.2, MO.8 

Define a core response team [1139] and a broader set of personnel that can be pulled in to provide specific expertise [1140]. 

Ensure the broader response team includes personnel with AI expertise and upskill the entire team on AI-related incidents [1141]. 

Foster adaption, collective problem-solving, communication, trust, and shared knowledge among response team members [1142]. 

Provide adequate guidance and empower response team members to make critical decisions related to incident response [1143]. 

Support the incident response team and take steps to address issues of burnout that can be high among response staff [1144]. 

Alerting Communication MO.1, MO.8, IR.2 

Establish a rotation of personnel for incident monitoring and on-call staff to alert in case of emergencies [1145]. 

Create incentives for employees to report anomalies, alerts, or suspicious events. Do not unnecessarily punish false alarms [1146]. 

Establish multiple communications channels to rapidly alert relevant personnel of incidents when they arise [1147]. 

In
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Containment & Neutralization Operations, Infrastructure IR.4, RR.9, MO.3, MO.6, IR.2 

Employ segmented and compartmentalized security domains to quickly lock down systems and contain security threats [1148]. 

Consider employing automated and AI-based incident detection and response mechanisms for more rapid containment [1149]. 

Respond to AI incidents quickly, applying deployment corrections to address dangerous capabilities, behavior, or misuse [1150]. 

Neutralize and remove the source of the incident once contained [1151]. 

Investigation Operations, Cybersecurity IR.5, IR.8, PI.8 

Initiate a computer forensics investigation to identify the cause of the incident, the scope of impact, and potential attribution [1152, 1153]. 

Identify aspects of AI systems that may require AI-specific digital forensic analysis [1154] or an agent-specific analysis [1155]. 

Consider the use of ML and AI technologies to augment digital forensics teams [1156]. 

Conduct backward analysis to identify if similar undetected issues occurred or similar vulnerabilities remain [1157]. 

Cooperate with government investigations when significant cyber incidents (e.g., widespread or critical outages) occur [1158]. 

 
 
 

https://www.wiz.io/academy/incident-response-team/
https://doi.org/10.1007/s10111-016-0374-2
https://www.sei.cmu.edu/annual-reviews/2024-year-in-review/leading-ai-security-incident-response/
https://doi.org/10.1109/MSP.2015.71
https://doi.org/10.1145/3427787
https://doi.org/10.1145/3637304
https://doi.org/10.1007/978-3-030-04834-1_11
https://www.cisa.gov/resources-tools/resources/incident-response-plan-irp-basics
https://doi.org/10.1111/hcre.12002
https://doi.org/10.1109/SSCI.2016.7849908
https://doi.org/10.1109/ACCESS.2025.3603975
https://www.iaps.ai/research/deployment-corrections
https://doi.org/10.1007/978-1-4842-3870-7_9
https://globalinvestigationsreview.com/guide/the-guide-cyber-investigations-archived/third-edition
https://doi.org/10.1109/ACCESS.2022.3142508
https://doi.org/10.1016/j.jisa.2023.103517
https://doi.org/10.1609/aies.v8i1.36596
https://doi.org/10.1016/j.fsidi.2023.301675
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-245a
https://www.rand.org/pubs/research_reports/RRA1265-4.html
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Data Breach Privacy, Cybersecurity PI.8 

Follow response checklists [1159] when responding to data breaches, including specific guides for ransomware [1160] incidents. 

Comply with legal obligations regarding notification about data breaches involving personal data [1161]. 

Investigate cases where data breaches involve AI systems, including where shadow AI use by employees caused the breach [1162]. 

Restoration Data RR.9 

Validate backup integrity and ensure recoverability before attempting to restore data [1163, 1164]. 

Use forensic recovery tools and techniques in cases where backups are missing, partially corrupted, or insufficient [1165, 1166]. 

M
od

el
 

Fail-Safes Product SG.1 

Develop fail-safes such that the AI system is able to revert to safe states when encountering various failure modes [1167]. 

Employ human-in-the-loop mechanisms for AI systems [1168] and defer to human oversight when issues or failures occur [1169]. 

Understand the conditions where various forms of human oversight and control over AI is possible and where it is limited [1170]. 

Restoration Product RR.9, SG.3, SG.6, PM.4 

Investigate and address issues of corruption [1171] or compromise [1172, 1173] in models and backups before restoration. 

Implement pipelines that capture snapshots of model states to facilitate rapid restoration after an incident occurs [1174]. 

Sy
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Resilience Mechanisms Product RR.6, SG.1 

Implement checkpoints to save operational state and mechanisms to roll back to that state in the case of failures [1175]. 

Consider employing hardware, software, data, network, infrastructure, and utility redundancy [1176]. 

Employ failover, load balancing, and redundancy to ensure the high availability of critical systems [1177]. 

Ensure that the system can be safely and promptly shut down when needed, particularly if AI based [1178]. 

Restoration Product RR.9 

Perform walk-throughs of system and data restoration procedures with key employees and stakeholders pre-incident [1179]. 

Triage system functions and prioritize restoring the most important functionality first, especially in safety-critical contexts [1180]. 

Verify the integrity of systems and ensure that they are restored to a safe state before resuming operations [1181]. 

https://www.ftc.gov/business-guidance/resources/data-breach-response-guide-business
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.ncsl.org/technology-and-communication/security-breach-notification-laws
https://www.ibm.com/reports/data-breach
https://iseoblue.com/post/iso-27001-control-8-13-information-backup/
https://www.nccoe.nist.gov/publication/1800-11/VolB/index.html
https://www.researchgate.net/publication/382411368_Computer_Forensics_Data_Recovery_Software_A_Comparative_Study
https://doi.org/10.1145/3230833.3232808
https://doi.org/10.48550/arXiv.1911.11034
https://doi.org/10.1145/3313831.3376638
https://doi.org/10.1177/1071181322661014
https://doi.org/10.48550/arXiv.2507.03525
https://doi.org/10.3233/HIS-200278
https://doi.org/10.3390/fi17060241
https://doi.org/10.1109/OJCSYS.2024.3507452
https://arxiv.org/abs/2406.10707
https://doi.org/10.1109/TSE.1987.232562
https://www.givainc.com/blog/it-redundancy/
https://doi.org/10.1186/s13677-016-0066-8
https://www.rand.org/pubs/research_reports/RRA3847-1.html
https://www.abi.org/abi-journal/a-cyberattack-and-its-aftermath-a-case-study-of-survival
https://doi.org/10.1002/acm2.13422
https://doi.org/10.1109/LCSYS.2025.3580455
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Improve 

The Improve stage represents the transition from normal operations back to the review phase in which the organization 
started. This stage should be triggered at defined intervals, after an incident occurs and the related response completes, 
and before the organization sets out to adopt additional or more advanced AI systems. At this stage, the organization 
should review its practices to identify and implement improvements—incorporating lessons learned from the previous 
adoption cycle and from any incidents that have arisen. Improvements that require major changes to the AI system may 
warrant starting the cycle from the self-assessment stage once more. 

  Improve Owner Guidance 

O
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n Strategy Leadership MG.4, MG.8, SL.3, SM.1, TO.5, 
AU.2 

Conduct an honest and open business strategy review to determine whether and how the strategy should change [34]. 

Identify gaps in knowledge and awareness that can be addressed across the organization in order to better inform strategy [1182]. 

Prioritize an organizational strategy that integrates crisis management [1183] and builds resilience against future incidents [1184]. 

O
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Procedures Operations MG.4, MG.8, Sl.3, RM.9, AU.4 

Conduct regular audits of the management system and IT processes to identify improvements [1185]. 

Collaborate with personnel to generate process improvement ideas [1186]. 

Assess whether resource utilization and allocation are appropriate and whether improvements can be made [53]. 

Learn strategically from incidents and near misses, incorporating lessons learned to update policies and procedures [1187]. 

Monitoring Operations IM.8, MO.4, MO.5 

Conduct a post-incident review to refine monitoring systems and evaluate whether existing processes are sufficient [1188]. 

Update organizational knowledge and personnel awareness after incidents occur to improve future detection [1189]. 

Response Operations PM.4, IR.5, IR.9, RR.2 

Review past incidents and response activities to identify lessons learned [1190]. 

Update the incident response plan (see Plan Response) based on the lessons learned from previous incidents [1191]. 

 

https://hbr.org/2004/02/how-to-have-an-honest-conversation-about-your-business-strategy
https://doi.org/10.1109/HICSS.2005.559
https://doi.org/10.1111/1467-6486.00071
https://doi.org/10.1108/JBS-10-2016-0124
https://doi.org/10.1016/j.jclepro.2009.12.001
https://doi.org/10.1007/s12599-015-0417-x
https://doi.org/10.1016/j.im.2003.12.016
https://doi.org/10.1016/j.cose.2012.04.001
https://www.csoonline.com/article/4009438/how-to-conduct-an-effective-post-incident-review.html
https://doi.org/10.33022/ijcs.v13i6.4527
https://doi.org/10.1016/j.cose.2023.103309
https://doi.org/10.1109/FiCloud58648.2023.00060
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 Supply Chain Supply Chain SC.6, SC.7 

Establish metrics to track the performance of the organization’s supply chain management [1192]. 

Conduct regular audits of the supply chain and supplier practices [1193]. 

Engage employees [1194] and customers [1195] to identify improvements along the organization’s supply chain. 

W
or

kf
or

ce
 Training & Awareness Workforce WF.1, ST.5, SC.4 

Review and evaluate the effectiveness of the organization’s performance management system [1196]. 

Evaluate the effectiveness of training programs [1197] and cybersecurity awareness initiatives [1198]. 

Reassess talent gaps (see Define Needs) and adapt training programs to address them, as necessary [1199]. 
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 Controls Cybersecurity IS.6, IR.9, RM.8, ST.3 

Identify root causes of incidents and update controls to prevent or mitigate future occurrences [1200, 1201]. 

Align control improvement plans with threat intelligence, frameworks, and other resources that impact organizational strategy [1202]. 

Collect metrics for access control performance and use them to improve access control across the organization’s systems [1203]. 

Conduct regular audits of the organization’s cybersecurity program, controls, and protections [1204, 1205]. 

D
at

a 

Data Handling Data, Privacy PP.2 

Conduct data audits on a regular basis to review the organization’s data management practices [1206]. 

Improve data governance capabilities to enhance the development of future systems and promote trustworthiness [1207]. 

Investigate cases where data has been mishandled or accidentally exposed and work to ensure that it does not occur again [1208, 1209]. 

M
od
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Outcomes Product, Cybersecurity PM.5, TO.5 

Assess and correct the alignment of the AI model with human values and organizational goals on a regular basis [1210]. 

Review the decision-making and improve the accountability of AI systems [1211] and human-AI teams [1212]. 

Update model guardrails and broader risk controls (see Control Risk) after an incident to prevent similar issues in the future [1213]. 

 
 
 

https://doi.org/10.1016/j.cie.2007.04.001
https://doi.org/10.1108/08858629910290102
https://doi.org/10.1108/13598541111103467
https://doi.org/10.1177/147078530604800509
https://doi.org/10.1037/apl0000368
https://books.google.com/books/about/Evaluating_Training_Programs.html?id=BJ4QCmvP5rcC
https://doi.org/10.1093/cybsec/tyac006
https://doi.org/10.1007/BF02299468
https://doi.org/10.1145/3501297
https://doi.org/10.48550/arXiv.1701.08546
https://doi.org/10.48550/arXiv.2407.19222
http://dx.doi.org/10.6028/NIST.IR.7874
https://www.theiia.org/en/content/guidance/recommended/supplemental/gtags/gtag-auditing-cybersecurity-operations-prevention-and-detection/
https://www.gao.gov/products/gao-23-104705/
https://www.gdpr-advisor.com/data-audit-vs-data-impact-assessment-understanding-the-differences/
https://doi.org/10.1016/j.giq.2020.101493
https://www.infosecurity-magazine.com/blogs/accidental-data-exposure-gen-ai/
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-1/mistakes-happenmitigating-unintentional-data-loss
https://doi.org/10.1609/aaai.v38i9.28875
https://doi.org/10.1145/3442188.3445921
https://doi.org/10.1609/hcomp.v7i1.5285
https://www.york.ac.uk/assuring-autonomy/news/news/2024/ai-guardrails-white-paper/
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Testing Innovation SG.4, TE.5, PM.3, IM.8 

Stay up-to-date with test and evaluation best practices, as these continue to evolve for AI systems [1214]. 

Continue to conduct testing of the AI model and system throughout its life cycle, not just at the end of model development [1215]. 

Review and improve on the technical, procedural, and organizational aspects of software system testing [1216]. 
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System Design Product, Innovation PM.5 

Analyze system failures to identify improvements and inform the requirements and design of future systems [1217]. 

Conduct a postmortem analysis of the system once in production to identify improvement for future projects [1218]. 

Apply a continuous improvement approach to the organization’s software and systems [1219]. 

User Experience Product IR.9, SI.2 

Incorporate feedback from users (see Engage End Users) on their experience to identify system improvements [1220, 1221]. 

Assess usability [1222] and user experience [1223] to identify improvements to the AI system [1224]. 

Promote widespread and equitable access to the organization’s AI tools and services [1225]. 

https://doi.org/10.1002/inst.12281
https://www.ingentaconnect.com/content/asne/nej/2024/00000136/f0020001/art00039
https://doi.org/10.1007/978-3-642-27464-0
https://doi.org/10.1145/3643666.3648578
https://doi.org/10.1109/52.526833
https://doi.org/10.1145/2593812.2593813
https://doi.org/10.1145/3613904.3642563
https://doi.org/10.1145/3571884.3597144
https://doi.org/10.1145/2207676.2208365
https://doi.org/10.1145/1978942.1979336
https://doi.org/10.1007/978-3-031-34204-2_4
https://www.weforum.org/press/2025/01/towards-equitable-ai-new-report-charts-path-to-ai-competitiveness/
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Conclusion 

In this report, we provide an extensive reference guide to support practitioners in 
operationalizing AI best practices within their organizations. In doing so, we help to 
answer the core questions required for implementation: who (the business function 
responsible), what (the implementation step with its detailed recommendations), when 
(at which stage in the adoption life cycle), where (at what implementation level within 
the organization), why (which recommendation from the harmonized framework does it 
implement), and how (the external resources). Altogether, this guide identifies 238 
implementation steps, 817 detailed recommendations, and 1,225 external resources to 
support operationalization. As a whole, this guide represents a comprehensive picture 
of AI adoption, but for many practitioners only a subset of this information will be 
immediately relevant. As such, we present this guide in a structured manner to enable 
practitioners to easily identify implementation steps that are pertinent to their use 
case, and we provide mechanisms for quick navigation across the report.  
This report represents the second step in addressing the challenges organizations face 
in implementing AI guidance. Building on CSET’s initial research that harmonized AI 
guidance into a single unified framework, this work provides practical steps to 
implement that harmonized guidance [10]. In doing so, we help to address the lack of 
implementation details that are common in AI guidance documents and frameworks. 
To aid practitioners further, future research is needed to tailor these recommended 
practices to the unique aspects of various AI use cases, sectors, and types of 
organizations. 

https://doi.org/10.51593/20240041
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