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Executive Summary 

China wants to be a “cyber powerhouse” (网络强国).1 At the heart 
of this mission is the sprawling 40 km2 campus of the National 
Cybersecurity Center. Formally called the National Cybersecurity 
Talent and Innovation Base (国家网络安全人才与创新基地), the 
NCC is being built in Wuhan. The campus, which China began 
constructing in 2017 and is still building, includes seven centers for 
research, talent cultivation, and entrepreneurship; two 
government-focused laboratories; and a National Cybersecurity 
School. The NCC enjoys support from the highest levels of the 
Chinese Communist Party (CCP). The Party’s Cyberspace Affairs 
Commission established a committee to oversee the NCC’s 
operations and policies, giving it a direct line to Beijing.

International competition forged China’s commitment to growing 
its cyber capabilities. Despite a deficit of 1.4 million cybersecurity 
professionals, China is already a near-peer cyber power to the 
United States. Still, the current shortfall leaves China’s businesses 
and infrastructure vulnerable to attack, while spreading thin its 
offensive talent. The NCC will likely bolster China's capabilities, 
making competition in the cyber domain fiercer still. U.S. 
policymakers should expect that China’s increased capabilities will 
threaten the U.S. advantage in cyberspace.  

China’s path to becoming a “cyber powerhouse” is not free of 
obstacles. Japan’s National Institute for Defense Studies identified 
three issues China’s military must overcome to build an effective 
cyber force: talent, innovation, and indigenization.2 These cyber-
specific challenges likely extend to China’s civilian intelligence 
service, the Ministry of State Security, and its internal security 
agency, the Ministry of Public Security. 

First, China’s military faces a shortage of cyber operators.3 The 
country’s deficit of 1.4 million cybersecurity professionals weighs 
on the military’s ability to recruit qualified candidates.4 In the same 
way a shortage of pilots would ground planes, China’s shortage of 
cybersecurity professionals prevents the military from operating 
effectively. Two of the NCC’s 10 components directly target talent 
cultivation. The NCC’s “leading mission” is the National 
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Cybersecurity School, whose first class of 1,300 students will 
graduate in 2022. CCP policymakers hope to see 2,500 graduates 
each year. The length of time it will take to reach full capacity 
remains unclear. The Talent Cultivation and Testing Center, the 
second talent-focused component, offers courses and certifications 
for early- and mid-career cybersecurity professionals. The Talent 
Cultivation and Testing Center has the capacity to teach six 
thousand trainees each month, more than seventy thousand in a 
year at full capacity. Combined, both components of the NCC could 
train more than five hundred thousand professionals in a single 
decade. Even half that number would still help overcome the talent 
gap.  

Second, China’s current system for innovation in the cyber domain 
will not meet its strategic goals.5 Chinese military strategists view 
cyber operations as a possible “Assassin’s Mace” (杀手锏)—a tool 
for asymmetric advantage over a superior force in military 
confrontation.6 Advanced militaries rely on interconnected 
networks to operate as a unified system, or “system of systems.” 
Chinese strategists argue that disrupting communications within 
these systems is key to deterring military engagement.7 No single 
tool will establish an asymmetric advantage. Instead, China must 
reliably produce attack types for each system targeted. There are 
no silver bullets, but a workforce capable of significant innovation 
is critical to implementing the strategy. 

Three of the 10 components directly support innovation at the 
NCC. Students and startups can solicit business guidance and 
investment funds at the NCC’s Incubator. Besides supporting 
private-sector innovation, two other components of the NCC 
support government-focused research. The NCC hosts two non-
private laboratories, the Combined Cybersecurity Research 
Institute and the Offense-Defense Lab. Both institutions likely 
conduct cybersecurity research for government use (see 
component analysis below). Other components indirectly support 
innovation. The NCC’s Exhibition Center, for example, hosts events 
that attract inventive talent from across the country. China’s 
Military-Civil Fusion strategy ensures that the People's Liberation 
Army (PLA) can harvest new tools that come from the NCC, 
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regardless of who develops it, which may help China develop 
asymmetric advantage.8  

Third, China aims to reduce its reliance on foreign cyber 
technology.9 The Snowden revelations reinforced PLA concerns 
that foreign technology facilitates espionage. Leaked documents 
revealed occasional close cooperation between the U.S. 
government and technology companies. The CCP wants 
indigenous replacements for foreign software to protect its military 
and critical infrastructure from foreign interference. Indigenization 
will also allow China to become more aggressive. If the PLA uses 
the same foreign-made software they are attacking, then their 
attack against that software leaves Chinese networks vulnerable to 
counterattack through replication. By attacking the software, they 
prove its vulnerability. If a capability is reciprocal, it is not 
asymmetric. Replacing foreign software would go a long way to 
remediate the Party’s concerns about foreign espionage and 
remove constraints on policy choices. 

A local government report shows that policymakers intend to 
harvest indigenous innovation from the NCC. Citing important 
Party organs, the report states that “leaders have repeatedly made 
it clear that the National Cybersecurity Base must closely monitor 
independent innovation (自主创新) of core cybersecurity 
technologies, promote Chinese-made independently controllable    
(自主可控) replacement plans, and build a secure and controllable 
information technology system…”10 Local officials serve as a 
pipeline between the NCC’s ecosystem and the needs of the Party 
by targeting nascent technologies. If the NCC is successful at 
spurring innovation, the pipeline may ease adoption of indigenous 
products and facilitate the replacement of foreign technology.  

The CCP has high expectations for the NCC, and policymakers and 
businesses are making the necessary investments to be successful. 
But the prospects for the NCC’s impact on China’s cyber 
capabilities are uneven. On talent cultivation, the NCC is sure-
footed. The National Cybersecurity School and Talent Cultivation 
and Testing Center already educates students and certifies 
trainees. Successive classes of NCC graduates and trainees will 
slowly fill the ranks of China’s state-backed hackers and private-
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sector defenders. The NCC’s impact on innovation will only become 
clear over the next decade. Key stakeholders are making 
investments in research and development (R&D) facilities, talent 
programs, and the NCC’s Incubator. But innovation is fickle. 
Following best practices, like concentrating talent and capital in a 
tightly defined area, creates a supportive environment but cannot 
guarantee the development of new technology. Over the long run, 
the NCC’s talent cultivation efforts will likely impact the dynamics 
of nation-state cyber competition. The tools these operators use 
may well be designed by NCC graduates, too. China’s competitors 
should be prepared to respond to these developments.  

Figure 1: Concept Map for Components of the NCC 

 
Source: CSET. 
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Introduction  

China has a cybersecurity problem. Each year the demand for 
cybersecurity professionals dwarfs the supply. Only 5 percent of 
open positions are filled annually.11 A 2017 article projected that by 
2020 the deficit of cybersecurity graduates would grow by fifteen 
thousand positions each year.12 In 2020, Chen Doudou (陈斗斗), 
the leader of China’s boldest new cybersecurity initiative—the 
National Cybersecurity Talent and Innovation Base (国家网络安全

人才与创新基地,NCC), claimed that the country lacked 1.4 million 
cybersecurity professionals.13 In an attempt to fill the gap, some 
private-sector companies—such as DAS-Security     (安恒信息) and 
others—founded their own cybersecurity schools.14 Other 
companies partnered with the China Information Technology 
Security Evaluation Center (CNITSEC)—the Ministry of State 
Security’s 13th bureau—to train employees in cybersecurity.15 
These stop-gap measures helped some companies meet their own 
needs. But companies outside of the information technology sector 
lack the talent to train their own professionals. The result is a weak, 
fragmented cybersecurity environment. Widespread vulnerability 
slows the country’s ascent to the status of “cyber powerhouse” (网
络强国).16 

But China’s cybersecurity problems extend beyond civil society, 
impacting the People’s Liberation Army (PLA) and civilian hacking 
teams. The National Institute for Defense Studies, a think tank 
affiliated with Japan’s Ministry of Defense, identified three 
obstacles that the PLA Strategic Support Force (PLA SSF) must 
overcome to build its desired cyber corps.17 First, China’s lack of 
cybersecurity professionals stymies the military’s use of cyber 
capabilities. Without qualified operators to defend networks and 
conduct attacks, the PLA SSF cannot fully meet its mission 
requirements. Second, Chinese military strategists think the cyber 
domain can provide the PLA with an asymmetric advantage over 
stronger militaries, often called an “Assassin’s Mace.” But without 
adequate talent and resources, the necessary innovation is lacking. 
Though no single technology can provide such an advantage, a 
well-resourced corps of cyber operators should be able to deploy 
novel attacks that can achieve the deterrent effect strategists 
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desire. PLA commanders conceptualize such cyber effects on par 
with nuclear deterrence or anti-satellite capabilities.18 Third, China 
must promote the replacement of foreign technology with 
domestically produced equivalents. This “indigenization” has two 
purposes. The CCP worries that foreign technology facilitates 
espionage on sensitive networks.19 Replacing foreign software 
with indigenous equivalents eliminates the possibility that another 
government has co-opted the technology. Besides improving 
China’s defense, indigenization could unleash China’s offensive 
capabilities. When operators attack a particular software, they 
often do so by exploiting a vulnerability. If China’s networks include 
the same software they are attacking, then they are vulnerable to 
counterattack. This symmetric playing field impacts the software 
that nations choose to exploit and prevents China from creating the 
asymmetric advantage its strategists seek. If China can develop 
and deploy indigenous replacements, the tempo of offensive 
campaigns may increase. For now, these three hurdles constrain 
China’s cyber capabilities.  

The National Cybersecurity Talent and Innovation Base is a major 
component of China’s response to its cybersecurity problem. The 
NCC will improve China’s cyber capabilities by focusing on two 
goals: cultivating talent and spurring innovation. The “base” is more 
of a sprawling industrial park than a gated military installation. 
Although there are four smaller cybersecurity parks and industrial 
bases in Chengdu, Shanghai, Shanxi, and Tianjin, none are on par 
with the NCC, which is being built in Wuhan.20 The other four 
combined are less than a quarter of the NCC’s size, and many 
orders of magnitude smaller by investment. The breadth of the 
initiative is indicative of its importance. China’s policymakers argue 
that the NCC is the only “base” to merge government, industry, 
academia, research, and application of technology (政产学研用).21  

Expectations are high. The Central Party School, which trains 
current and future top Party leaders, said that the NCC was critical 
to the “conscientious promotion of the national cybersecurity 
defense capability.”22 The Central Party School’s endorsement of 
the NCC reflects the high-level attention the project receives.  
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The NCC's impact will soon be felt—the National Cybersecurity 
School opened to students in August 2020. Its first class of 
graduates will cross the stage in June 2022. From there, they will 
go on to join the ranks of China’s cyber operators, whether in the 
public or private sphere. No matter where they go, the Party will 
have continued access to NCC’s graduates and innovations. 
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Governance Structure 

National Cybersecurity Base Guidance Committee 

The Chinese Communist Party’s two highest policy bodies are “the 
National Congress and the Central Committee which it elects.”23 
The Central Committee’s 204 members are the Party’s elite 
politicians. They concurrently serve as military generals, provincial 
secretaries and the like.24 Members of the Central Committee sit on 
committees and commissions, overseeing issues ranging from 
finance to foreign affairs.25 The CCP Central Committee 
Cyberspace Affairs Commission (中共中央网络安全和信息化委员会

办公室) is one of 16 such committees.26 The Cyberspace Affairs 
Commission handles many cyber related policies. Its remit includes 
everything from approving cybersecurity competitions to 
“maintaining the security and defense of China’s critical information 
infrastructure.”27  

The Cyberspace Affairs Commission established the National 
Cybersecurity Base Guidance Committee (国家网安基地建设指导委

员会) to oversee the NCC in 2019. The Guidance Committee allows 
central government organizations to provide input on policies 
governing the NCC. The committee’s broad membership reflects 
the multidisciplinary approach of the NCC. Cybersecurity 
professionals, government officials, industry leaders, university 
professors, and research scientists sit on the Guidance 
Committee.28  
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Figure 2: NCC Oversight Organizations 

 
Source: CSET.29 

The Municipal Leading Small Group  

Wuhan’s municipal government established the Municipal Leading 
Small Group (LSG) for the Construction of the NCC in 2017. Local 
government officials and an initial fund of RMB 15 billion helped 
get the NCC integrated into municipal services.30 The LSG’s 
responsibilities include land management, special tax zones, and 
municipal waste disposal.31 Once the NCC began operations in 
2019, the CCP Central Committee Cyberspace Affairs Commission 
established the National Cybersecurity Base Guidance Committee 
(above).  

The Cybersecurity Strategy and Development Research Institute 

The Cybersecurity Strategy and Development Research Institute, a 
third, nebulous body, also contributes to policy at the NCC. The 
Wuhan Cyberspace Administration of China funds the institute, at 
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least in part.32 The institute lacks a web page, publications, or 
references besides the Wuhan CAC budget line of RMB 400,000 in 
2019, but purportedly acts as a think tank to guide the 
development of the NCC.33 The work it undertakes and its avenues 
for influence are unclear.  
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Attracting Talent to the NCC 

Attracting China’s top cybersecurity professionals to work at the 
NCC is crucial to its success. CCP policymakers’ vision for luring 
the country's top cyber talent with housing and employment 
opportunities is something akin to the cybersecurity version of an 
old U.S. “company town,” but with greater investment in 
compensation packages.   

Wuhan Municipal Cyberspace Administration and the National 
Cybersecurity School will use research subsidies and talent awards 
to attract talent to the NCC. The Wuhan Party Committee and 
municipal government will offer a one-time sum of RMB 2 million 
(approximately $309,000) to attract highly-qualified cybersecurity 
professionals to teach at the school.34 This represents between 10- 
and 20-years’ worth of the median annual salary in the 
cybersecurity field—a staggering sum that falls on the more 
generous side of China's talent programs.35 A separate program 
targets teams of researchers whose work is deemed critical to 
cybersecurity. The Wuhan municipal government will provide up to 
RMB 100 million to support their move to the NCC. 36 These two 
policies act in tandem to attract the best practitioners without 
disrupting ongoing innovation. Professionals who accept teaching 
positions at the school can expect to receive twice the normal 
university salary, twice the normal research funding, and 
subsidized housing, childcare, and spousal employment benefits.37 
Taken together, the policies designed to attract cybersecurity 
professionals to the NCC make a compelling offer—more income, 
fewer expenses, and a sizeable signing bonus. The benefits on 
offer illustrate the importance policymakers attach to the NCC and 
the National Cybersecurity School in particular. 

The NCC also uses another program, the Cybersecurity Ten 
Thousand Talents Training Grant Program (CT4GP), to attract 
talent to the NCC for short-term visits. Under the guidance of five 
central government agencies, CT4GP subsidizes the costs of 
training programs, student tuition, conferences, and competitions 
held at the NCC.  
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Figure 3: The Cybersecurity Ten Thousand Talents Training Grant Program 

 
Source: CSET.38 

The CCP envisions these talent programs attracting a wide range 
of cybersecurity professionals to the NCC. The Party has high 
aspirations. Policymakers want “strategic scientists” to teach 
students and make breakthroughs in “core technologies” at the 
same time.39 The talent programs also seek to attract experts in 
“various offensive and defensive techniques” to teach hands-on 
classes.40 The drive to hire both researchers and practitioners 
reflects the two goals of the NCC—talent and innovation. On the 
one hand, hiring scientists focused on applied cybersecurity 
research will guide the doctoral talent pipeline, while allowing 
those same “strategic scientists” to work on projects of their own. 
On the other hand, having seasoned practitioners teach offensive 
and defensive techniques hones students’ practical abilities. A 
deep talent pool with competency in such skills is crucial to 
international competition. 

Students, too, receive benefits from talent policies as the NCC 
seeks to attract them. Besides the CT4GP initiative, the Wuhan 
municipal government separately promises to double the normal 
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sums for scholarships and provide money for students to turn 
school research projects into startup companies.41 Students-
turned-entrepreneurs will receive subsidized office space and 
preferential tax treatment for businesses set up within the NCC.42 
Policymakers hope to entice students to stay at the NCC after 
graduation, turning startups into mature cybersecurity businesses 
without needing to leave the NCC’s ecosystem. 
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NCC Organization Structure and Analysis   

Figure 4: Phase I of the NCC in October 2020, 4 km2 

 
Source: Apollo Mapping. 

Accounts of the NCC’s organizational structure vary, but many of 
its components are consistently described across different sources. 
The original 2017 proposal from the Wuhan government shows 
the National Cybersecurity School, eight centers, a research lab, 
and an innovation base.43 An article written by three PLA officers in 
2020 states that the NCC includes “two institutions, one 
laboratory, ten centers” (两院一室十中心).44 A company working 
with the NCC reports yet another structure—two institutions, one 
laboratory, and seven centers.45 The latter is likely the most 
accurate version of the NCC’s current structure. The "two 
institutions" are the National Cybersecurity School and the 
Combined Cybersecurity Research Institute, the "laboratory" is the 
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Offense-Defense Laboratory, and the seven remaining 
organizations are the “centers.”46 The analysis that follows reflects 
this assessment and may change as the NCC is further constructed 
or more definitive information comes to light.47  

Wuhan municipal government dedicated 40 km2 to the NCC, split 
into two parts, known as "phases."48 Phase I occupies around 4 
km2 and groups institutions into “zones” based on their purpose. 
Phase II consists of the Cybersecurity Industrial Park, occupying 
the remaining 36 km2.49 The five zones of Phase I offer a 
framework to understand the structure of the NCC.50  

Table 1: The Five Zones of the NCC 

Zone Components 

Education Zone National Cybersecurity School 
On-the-Job Training 

Zone 
Talent Cultivation and Testing Center 

Research Zone Offense-Defense Laboratory, Combined 
Cybersecurity Research Institute 

Shared Services 
Zone 

Technology Certification Center, 
Technology Evaluation Center, 

Conference Center, Exhibition Center, 
Commercial Center 

Industrial 
Development Zone 

Supercomputing and Big Data Center, 
Incubator 
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Education Zone (学历教育区) 

National Cybersecurity School (国家网络安全学院) 

Figure 5: National Cybersecurity School  

 
Source: Apollo Mapping. 

The Education Zone will host the planned National Cybersecurity 
School—currently its campus is shared by Wuhan University and 
Huazhong University of Science and Technology (HUST).51 The 
School is at the center of the CCP’s effort to train a new generation 
of cybersecurity professionals, and is described as the NCC’s 
"leading mission."52 In 2017, the Wuhan Municipal Cybersecurity 
Administration said that the school had attracted around RMB 5 
billion in investment and would occupy around a quarter of Phase I, 
at 1 km2.53 However, a 2019 article by HUST suggests that the 
initial figures that were announced may have been overly 
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optimistic, reporting a later total investment of RMB 2.68 billion 
into the school.54  

Prior to creating the National Cybersecurity School, Wuhan 
University and HUST worked with the PLA to varying degrees. The 
6th bureau of the PLA SSF Networks Systems Department, which 
likely has a training mission, is headquartered in Wuhan, halfway 
between the two schools’ original campuses.55  Although both 
universities are overseen by the State Administration of Science, 
Technology and Industry for National Defense, a civilian agency 
that funds commercial and academic research in support of PLA 
requirements, Wuhan University maintains closer ties to PLA 
hacking teams than HUST.56  Past reports find that Wuhan 
University operates a Cyber Offense-Defense Center (网络攻防中

心) in collaboration with the PLA.57 Separately, in 2015, Taiwanese 
intelligence officials alleged that Wuhan University hosted a PLA 
hacking team which conducted operations against Taiwan.58 Like 
HUST, Wuhan University also hosts defense laboratories that 
research technology for the PLA.59 Both institutions hold Secret 
clearances, allowing university labs and professors to work on 
sensitive military technology development. China Aerospace 
Science and Industry Corporation (CASIC), a manufacturer of PLA 
rockets, sponsored Huazhong University undergraduates for the 
National Defense Science and Technology Scholarship in 2020, 
focusing on information and communications technology degree 
holders.60 Past collaboration with the PLA, including an allegation 
by U.S. officials that a Wuhan University research center 
conducted cyberattacks for the PLA, emphasize the importance of 
both the National Cybersecurity School and the NCC to China’s 
military.61 

The Central CAC and Wuhan Municipal CAC identified a number of 
responsibilities for the National Cybersecurity School to ensure the 
school serves the national interest.62 The institution is expected to: 
1) make decisions in accordance with China’s National 
Cybersecurity Strategy, 2) hire professors from “various research 
institutions, universities and corporate R&D institutions 
nationwide”, and 3) “recruit graduate students with master's 
degrees or higher from among domestic universities[...], overseas 
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undergraduate students, and top contestants in cybersecurity 
attack and defense competitions.”63 Rather than teaching basic 
content, the school aims to ensure that experienced professionals 
and innovative researchers are teaching promising students. 
Currently, the school falls short of expectations. Only students from 
Wuhan University and Huazhong University may apply to attend 
the National Cybersecurity School for their junior and senior 
years.64 It is unclear whether enrollment at the National 
Cybersecurity School will expand to third- and fourth-year 
undergraduate students from other universities. This change is a 
prerequisite for a truly “national” cybersecurity school. 

Policymakers redesigned the traditional model of university 
governance for the National Cybersecurity School. The school’s 
board of trustees includes representation from “relevant state 
ministries, the nation's top cybersecurity experts, the local Party 
committee and government, sponsoring units from society, and the 
host universities.”65 Policymakers want the revamped structure to 
keep the NCC’s curriculum aligned with national strategic goals 
and up to the standards of China’s leading "national champion" 
cybersecurity and information technology companies.  

The NCC instituted a nontraditional system for evaluating the 
performance of students and teachers. The school’s system favors 
quantifiable metrics for technical competencies over academic 
publications and grades. The school evaluates professors on their 
ability to teach students practical cybersecurity skills, encourage 
entrepreneurship and innovation, and put solutions-focused 
research at the core of classroom instruction.66 Similar flexibility is 
also afforded to students. The school counts “training programs, 
scientific competitions, published papers, inventions and patents 
obtained, and professional certificates” towards degree credits.67 
The goal of this system is to encourage hands-on learning and 
foster entrepreneurialism among the student body.  

The National Cybersecurity School pays special attention to its 
doctoral program. To help doctoral candidates conduct and 
monetize applied research, the school provides “dual mentors”, one 
“strategic scientific” mentor and one “innovative entrepreneurship” 
mentor.68 The school recruits mentors from NCC stakeholders, 
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including businesses. Together with the other NCC policies and 
institutions, such as the Incubator, the dual mentor program is 
intended to drive doctoral candidates and their research into the 
cybersecurity market.  

China’s policymakers originally intended for Wuhan University’s 
Cybersecurity College and Huazhong University’s School of Cyber 
Science and Engineering to combine and form the National 
Cybersecurity School. So far, this approach has proven 
unsuccessful. In an apparent attempt to smooth over differences, 
the Central CAC published a notice in 2020 stating the two schools 
would implement a “partially independent, partially shared” 
model.69 The compromise is at odds with all prior documentation 
on the school—which indicate the two universities’ NCC operations 
would merge. The inability to resolve political infighting is likely the 
reason the National Cybersecurity Base Guidance Committee’s first 
meeting revolved around facilitating the universities’ integration.70 

Figure 6: University Signs in Separate Buildings; Wuhan University 
(Left), Huazhong University of Science and Technology (Right)71 

  
Source: 天天风行-录制组,Bilibili. 

At present, each college is under the leadership of its respective 
university. The two schools use separate education buildings and 
dormitories, but share other facilities, including cafeterias, libraries, 
sports facilities, and parking garages.72 The two schools claim 
“different” educational objectives. Wuhan University focuses on 
developing “comprehensive cybersecurity talent”, while HUST 
concentrates on cultivating “the world’s most effective defensive 
cybersecurity professionals.”73 Joint university-enterprise facilities 
constructed at the NCC reflect these separate institutional foci. 
Huazhong University and Beijing Topsec, a company that trains 
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PLA hackers, partnered to build the university’s "cyber range" (网络

靶场)—a platform used to simulate network confrontation.74 
Separately, Wuhan University partnered with Qi’anxin 
Technologies and Tencent to build its own cyber range.75 These 
two cyber ranges meet policymakers' requirement that the NCC 
“introduce real, high-level actual combat confrontations.”76 Though 
not a fully integrated National Cybersecurity School, the different 
descriptions of each school’s educational objective are likely just 
branding. Educating “defensive cybersecurity professionals” and 
“comprehensive cybersecurity talent” requires the same curriculum. 
Moreover, the Guidance Committee will likely ensure the split 
institution meets its obligations to the central government. Based 
on all prior documentation and its high-level oversight by the CCP, 
it is likely that the two universities will resolve outstanding issues 
and merge.  

Figure 7: Wuhan University, Tencent, and Qi’anxin Technologies’ 
Cyber Range 

  
Source: 天天风行-录制组,Bilibili.77 

Figure 8: Huazhong University and Beijing TopSec’s Cyber Range 

 
Source: 天天风行-录制组,Bilibili.78 
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The number of staff and students at the NCC was lower than 
planned in 2020 due to the COVID-19 pandemic, but will likely 
grow. In its first graduating class, the school enrolled 1,300 
students, slightly less than half of the original NCC proposal’s 
stated capacity.79 As of September 2020, the school employed 140 
teaching and administrative staff, around 50 of whom were 
professors.80 As the program expands, the number of faculty is 
expected to double to around 100.81 It is unclear how many of 
these professors were already employed by the two universities, 
and how many were poached through talent recruitment programs. 
The NCC director recently reiterated the importance of involving 
the “specialized talents” to teach classes; whether the school has 
yet put this into practice is unknown.82  

On-The-Job Training Zone (在职培训区) 

Talent Cultivation and Testing Center (人才培训与考试中心) 

Figure 9: Talent Cultivation and Testing Center, original proposal 
(left), actual construction (right).  

 
Source: City of Wuhan Land Use and Urban Space Planning Research Center; 
Apollo Mapping.83 

The On-The-Job Training Zone hosts the Talent Cultivation and 
Testing Center (人才培训与考试中心).84 The center offers technical 
courses, network security certifications, professional development 
classes, training on specific products, and some general 
cybersecurity awareness programs for nonexperts.85 Students from 
the National Cybersecurity School can receive degree credits for 
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certifications. But the center focuses on providing early- and mid-
career cybersecurity professionals seeking career advancing 
certifications.86 The formal certification of skill sets is part of the 
CCP’s strategy to professionalize the cybersecurity sector.87 On-
site training and testing allows the NCC to support that goal.88 To 
expand its reach beyond Wuhan, the center is also developing an 
online education platform.89 CCP policymakers hope the Talent 
Cultivation and Testing Center’s business-led approach will help 
trainings keep pace with industry standards. The center started 
accepting applications for its first batch of trainees in May 2020.90 

As with other components, the NCC made companies responsible 
for running the center’s programming. Policymakers hope to ensure 
training programs respond to market demand and are updated at 
the speed of business, not government.91 The talent center is 
administered by a joint venture between the district government 
and TUS Holdings, a company also involved with the tech 
Incubator.92 The main companies operating at the center are 
IntegrityTech (北京永信至诚科技)93 and Qi'anxin Technology (奇安

信集团).94  In 2017, IntegrityTech claimed that it would train up to 
three thousand people per year in-person, and three hundred 
thousand people per year online—though this online number likely 
reflects the company's total corporate training capacity, not just 
that built at the NCC.95 The training capacity and investment of 
Qi'anxin Technology is unclear but likely constitutes a significant 
proportion of the center’s capacity. The company made the NCC its 
headquarters in central China.96 Qi'anxin Technology’s status as the 
cybersecurity provider of choice for 90 percent of the central 
government, state-owned enterprises, and major banks, explains 
its involvement. Trainees can easily move from the NCC into 
Qi'anxin Technology and on to government-focused cybersecurity 
careers.97 Though none of the supporting documentation 
specifically mentions China’s Military-Civil Fusion strategy, the 
relationship between Qi'anxin Technology, the NCC, and the 
government nonetheless exemplifies this strategy.98  

The Talent Cultivation and Testing Center will improve China’s 
cybersecurity talent pool. As of late 2019, the center's estimated 
training capacity was six thousand people per month.99 However, 



 

 
Center for Security and Emerging Technology | 24 

highly-skilled cybersecurity professionals will still take years of 
investment and training to cultivate—a task better suited to the 
National Cybersecurity School. The center also conducts 
specialized research as directed by the central, provincial, and 
municipal cyberspace administrations.100 What this research 
includes, and how it interacts with other components of the NCC, is 
unclear.  

Businesses involved in the NCC may offer preferential hiring to 
certificate holders from the talent center. Almost 30 companies 
gave trainees from the center’s inaugural class with a particular 
certification preferential treatment and early access to job 
postings.101 This preferential hiring system, if extended to future 
classes, would solidify the NCC’s importance within China’s 
cybersecurity ecosystem. Such a policy would support the 
feedback loop between the NCC, businesses, and government 
sought by China’s policymakers. 
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Research Zone (研究院区) 

Figure 10: Research Zone 

 
Source: Apollo Mapping. 

The Research Zone hosts the NCC’s two quasi-public research 
laboratories, the Offense-Defense Laboratory (攻防实验室) and the 
Combined Cybersecurity Research Institute (网络安全联合研究   

院).102 The zone may also lease office space to companies that 
move onto the NCC campus but do not build their own facilities.103 
Companies that have committed to building their own R&D 
facilities (see appendix) will construct them in Phase II.104 

Both labs' goals, leadership, and responsibilities are unclear. 
Neither are private-sector laboratories—though both have 
corporate partners. There is also no documentation explicitly 
stating that they are government-run. The labs are likely 
government-directed but not government-operated, embodying 
China’s Military-Civil Fusion strategy.  
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The Offense-Defense Laboratory (攻防实验室) 

The Offense-Defense Lab likely tests cyber tools for government 
use. Provincial propaganda departments describe the Offense-
Defense Lab as a network simulation center with three purposes: 
to host personnel training, to offer “practical combat drills” (实战攻

防演练), and to support research and innovation.105 But it is unclear 
who will receive training, what constitutes “practical combat drills,” 
and what research or innovation will be supported. The Talent 
Cultivation and Testing Center already has ample resources to run 
training programs, and the companies known to work with that 
center (Integrity Tech and Qi'anxin Technologies) are not 
mentioned in relation to the Offense-Defense Lab. Additionally, the 
National Cybersecurity School, in its current bifurcated form, 
already has two cyber ranges for students to train on. The question 
of who needs to use the Offense-Defense Lab for activities that 
could be hosted elsewhere, remains unanswered.  

And what of innovation and research? Again, the answer is fuzzy. 
Other components of the NCC have named corporate partners, 
with each party’s responsibilities well defined. The Offense-
Defense Lab has only one known partner. In September 2020, the 
Hubei Government announced that Wuhan Anyu Information 
Security Technology (武汉安域信息安全技术) had invested RMB 20 
million in a network simulation training platform (仿真实训平台).106 
Wuhan Anyu’s corporate website makes no mention of offering a 
network simulation platform, but does highlight its information 
security services—network monitoring, penetration testing, and 
risk analysis.107 These services help organizations assess their 
defenses and protect networks from attack. The cybersecurity firm 
has provided these services to many government entities. The 
Hubei provincial office of the Ministry of Public Security, China’s 
government agency for internal security, is a longtime customer.108 
These relationships make selecting Wuhan Anyu as a partner for 
the Offense-Defense Lab an easy choice. But the firm’s focus on 
network security, not training platforms, raises questions about the 
services provided. Even if Wuhan Anyu runs and operates the lab's 
simulated network, there is still no clear sign of who is procuring 
the offensive and defensive tools that are tested there. The 
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similarly-named Cyber Offense-Defense Center (网络攻防中心) 
operated by Wuhan University in collaboration with the PLA may 
offer one explanation, but no sources yet confirm any relationship 
between the PLA and the Offense-Defense Lab.109 

Figure 11: Offense-Defense Lab in the Original Proposal in Pink  

 

Source: City of Wuhan Land Use and Urban Space Planning Research Center.110 

The Combined Cybersecurity Research Institute (网络安全联合研

究院) 

The Combined Cybersecurity Research Institute (网络安全联合研究

院) likely serves as an avenue for government-directed research on 
new cybersecurity technologies.111 While the Offense-Defense Lab 
focuses on the application and testing of new cyber tools, the 
research institute appears to focus on developing those tools. 
Originally designed as a joint effort between Wuhan University and 
Qihoo360,112 the institute later expanded to include 12 
companies.113 Two of those companies, Beijing Topsec and 
Qihoo360, train PLA hackers.114 The research direction, methods of 
cooperation, and distribution of resources within the research 
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institute are unclear from available materials. Given that other 
companies are establishing their own R&D laboratories in the NCC 
and have a market incentive to develop defensive cybersecurity 
tools, it is possible that the work of the research institute will also 
be government-focused and used for offensive purposes.  

R&D Facilities 

Several companies are establishing R&D facilities within Phase II of 
the NCC. A few businesses stand out for their known ties to state-
sponsored hacking teams and their focus on achieving China’s 
strategic goals.115 Beijing Topsec invested in a new research lab 
and moved four hundred research staff to the NCC.116 Besides 
training PLA hackers, the company likely provides technical 
capabilities to the Party. Another leading cybersecurity firm, 
Qihoo360, will employ two hundred research staff at its secondary 
headquarters on the NCC.117 Qihoo360—which has a seat on the 
guidance committee overseeing the NCC118 and leads China’s 
Cybersecurity Military-Civil Fusion Cybersecurity Innovation 
Center119—identified its automated software-vulnerability 
discovery tools as an “Assassin’s Mace” for China’s military.120 
While the technical merit of the CEO’s comments are debatable, his 
remarks and the company’s relationship to the PLA demonstrate 
that the company intends to fulfill China’s strategic needs; namely, 
an asymmetric advantage in the cyber domain. Technical 
innovation from all companies at the NCC, not just Beijing Topsec 
and Qihoo360, will likely benefits China’s state-backed hacking 
teams.  

Shared Services Zone (共享服务区) 

The Shared Services Zone includes the Technology Certification 
Center, Technology Evaluation Center, Exhibition/Conference 
Center,121 and the Commercial Center. These four centers are 
designed to provide common services and event spaces for 
businesses and institutions at the NCC.  
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Figure 12: Shared Services Zone, Original NCC Proposal 

 
Source: City of Wuhan Land Use and Urban Space Planning Research Center.122 

Technology Certification Center (网络安全审查技术与认证分中心) 

The Technology Certification Center is run by the China 
Information Security Certification Center (ISCCC, 中国网络安全审查

技术与认证中心), a government agency responsible for the 
certification of basic cybersecurity for products, licensed personnel, 
management systems, and information security services.123 The 
ISCCC performs similar functions to the American National 
Standards Institute’s National Accreditation Board and American 
Association for Laboratory Accreditation, charged with 
implementing NIST’s standards for cybersecurity systems.124 The 
Technology Certification Center will likely perform the same 
services for on-site technology systems, providing cybersecurity 
evaluation for new products and services developed at the NCC.125 
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Technology Evaluation Center (测试中心) 

Information about the Technology Evaluation Center’s role is 
sparse, but its presence is confirmed by four government 
documents and one private company’s website.126 Some 
documents show it co-located with the Technology Certification 
Center.127 But, unlike the latter, there are no sources indicating who 
is responsible for the Technology Evaluation Center. This ambiguity 
likely stems from the Center's relationship with its namesake 
organization, the China Information Technology Security Evaluation 
Center (CNITSEC)—also known as the 13th bureau of the Ministry 
of State Security.128 The 13th bureau oversees the cybersecurity 
posture of government agencies and offices. But at least one of its 
regional offices—Guangdong ITSEC—has been linked to a state-
sponsored hacking group (APT3).129 The Technology Evaluation 
Center may provide security and defensive services for the 
Supercomputing/Cloud Computing Center, the National 
Cybersecurity School, and NCC laboratories.  

Exhibition and Conference Center (会议中心) 

Figure 13: Exhibition and Conference Center 

 

Source: Apollo Mapping; JJW.com.130  

The Exhibition and Conference Center hosts large-scale events and 
promotes investment in the NCC.131 The Exhibition Center is 100 
m2 with three exhibition halls.132 Since opening in July 2019, it has 
hosted several events, including signing ceremonies for new 
participants in the NCC; the opening of the “Yellow Crane Cup,” a 
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cybersecurity competition; and a conference for the Shanghai 
Cooperation Organisation's Information Security Working Group.133 

In its 2019 budget, the Wuhan Municipal Cyberspace 
Administration announced plans to host a global cybersecurity 
conference at the facility, referring to it as a “Chinese Black Hat 
Conference.” The name is a nod to the U.S.-based Black Hat—an 
industry leading cybersecurity conference. The event was likely 
disrupted by the COVID-19 pandemic, but may restart in 2021.134 

Figure 14: Competitors in the 2019 Yellow Crane Cup 

 
Source: 中国网络安全审查技术与认证中心.135  

Commercial Center (商务中心) 

The Commercial Center is made up of two office buildings, 
currently housing 42 companies in residence.136 

Industrial Development Zone (产业发展区) 

The Industrial Development Zone includes the Supercomputing 
and Big Data Center, the Incubator, and the Cybersecurity 
Industrial Park.  
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The Cybersecurity Industrial Park 

The original project proposal for the NCC cites North Carolina's 
Research Triangle Park as a model to replicate for research-fueled 
economic development.137 The goal of both parks is to concentrate 
businesses and capital, incorporate talent from nearby universities, 
and move scientific research towards commercialization.138 The 
NCC’s industrial park includes business headquarters, private R&D 
facilities, “a national cybersecurity research center,” an innovation 
and entrepreneur incubator (located on Phase I), and “strategic 
enterprises in military-civil fusion (军民融合) and cybersecurity.”139 
The industrial park is massive. At 36 km2, it is one-third of the size 
of San Francisco.140  

Illustrating CCP policymakers’ commitment to reducing red tape, 
the NCC cut business taxes, provided subsidies for entrepreneurs, 
and removed regulatory barriers to incorporating businesses. The 
proposed tax structure for the NCC would only tax businesses after 
“cash gains are generated” and would pay entrepreneurs’ income 
taxes before businesses are profitable.141 These policies aim to 
build a cybersecurity industrial park fueled by local talent, 
concentrated business R&D, and easy access to capital markets. 
Policymakers’ willingness to cut burdensome regulations 
demonstrates the importance of the NCC to a country that 
otherwise ranks 31st on the World Bank’s Ease of Doing Business 
Index.142 It is a commonly-used playbook in a country littered with 
special economic zones.  

Supercomputing and Big Data Center (超算中心/大数据中心) 

The NCC relies on two facilities, one on-site and one off-site, to 
provide cloud computing and data storage solutions.143 The 
Supercomputing and Big Data Center is, confusingly, the smaller of 
the two and is located just south of Phase I. The second site, Data 
Valley, is located on Phase I and is far larger and more powerful.  
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Figure 15: The Supercomputing and Big Data Center, south of the 
NCC 

 
Source: 武汉新闻广播, Sohu.144 

The Supercomputing and Big Data Center, a joint effort between 
Centrin Data Systems and Huawei, is neither all that “super” nor 
even particularly “big” compared to other data centers.145 The 
center was the first project established under the umbrella of the 
NCC, opening in December 2016 as a stopgap for the NCC's cloud 
computing services, and scaling its capabilities as construction 
progressed.146 As of November 2020, it contained more than two 
thousand servers, a 60,000-core vCPU, 8 petabytes (PB) of RAM, 
and 80PB of data storage.147 It is reportedly the largest container 
data center in China.148 That title is, at best, a stretch—drop the 
word “container”, which only means that servers are stored in 
shipping containers, and the facility is small by comparison to other 
data facilities. Amazon Web Services’ Snowmobile, a semitruck 
outfitted to transport data, boasts 100PB of storage capacity—
20PB more than the facility—and costs only $500,000 per month 
for data storage.149 Besides being more capable than the 
Supercomputing and Big Data Center, the Amazon Snowmobile is 
just a single container.  
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Figure 16: Data Valley concept art (left). Current construction 
progress (right). 

 
Source: City of Wuhan Land Use and Urban Space Planning Research Center; 
Apollo Mapping.150 

Data Valley, the second site—also constructed by Centrin Data 
Systems—is a sprawling complex of three large and four medium-
sized data storage buildings, an operation and maintenance center, 
a control center, and dedicated backup power supplies.151 Once 
complete, Data Valley’s total storage capacity will reach 10 
exabytes at a total cost of RMB 10.5 billion.152 This is relatively 
small given the size of modern cloud computing—Data Valley’s 
total storage capacity may be on par with just one of Amazon Web 
Services’ approximately 80 data centers.153 Besides serving the 
NCC, Data Valley is committed to supporting the Wuhan City 
Cloud Platform, a smart city initiative, and the Hubei provincial 
government—both of which will take up space.154 The storage 
capacity for the NCC will likely be enough to keep any research and 
development data on-site.  

Along with normal storage capacity, Data Valley touts an adequate, 
but by no means “super,” computational capacity of 1 petaflops.155 
This is enough to manage a data center, but is not enough to rank 
among the Top 500 Supercomputers.156 If OpenAI tried to train 
their famous GPT-3 language model at the Data Valley facility, it 
would take nearly 10 years at full tilt.157 Alphabet, Google’s parent 
company, rents five times as much computational power for $24 
per hour.158 Based on the cloud computing and data storage 
services offered by Data Valley, the facility’s computational 
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capacity seems to align with the structure of a traditional data 
center, rather than a supercomputer.  

The Supercomputing and Big Data Center and Data Valley may yet 
live up to its name if a claim on Centrin Data Systems’ website 
proves true. Centrin claims that Data Valley will be constructed in 
two phases, and that Phase I of construction began in May 2018.159 
While there are no other mentions of a two-phase plan, the current 
structures on the NCC match what Centrin refers to as “phase I.”  

The Wuhan government provides matching land grants to 
companies establishing data centers in the NCC, with a minimum 
fixed investment of RMB 3 billion.160 So far, only the Centrin Data 
System’s Supercomputing and Big Data Center (including Data 
Valley) meets this threshold. Qualifying companies who buy land to 
build data centers are given the same amount of land for free, to be 
used for residential and commercial purposes, though the location 
is subject to local government planning approval. This will likely 
have three major impacts. First, benefits accrue only to companies 
able to spend RMB 3 billion on data centers, stifling competition. 
Second, policymakers' plans to create a shared “data trough” for 
startups and businesses in the NCC will serve as a valuable 
resource as companies chase innovation in AI. Third, companies 
that open data centers will be incentivized to open more local 
offices. Free land from an initial investment transforms into an 
anchor for the business’s development.  
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Incubator (孵化器) 

Figure 17: Incubator 

 
Source: Apollo Mapping. 

The NCC’s Incubator is one of the largest cybersecurity incubators 
in China according to the Hubei provincial government. 161 The 
facility has attracted investment of more than RMB 3 billion.162 Led 
by Tsinghua University’s TUS Holdings, the Incubator will help 
commercialize research and fund startups.163 Besides these 
services, the Incubator will help scale up existing enterprises by 
providing accelerator programs for small businesses.164  These 
programs extend support to the full early lifecycle of companies, 
and aim to attract nascent companies to the NCC from elsewhere 
in China. The construction bid for the Incubator estimated that 
construction would finish near the end of 2021.165  
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Besides providing financial support and office space to startups, 
policymakers want the Incubator to be a point of collaboration for 
aspiring innovators, entrepreneurs, and established businesses. 
Like other business incubators across the world, shared spaces and 
programs facilitate the exchange of ideas between stakeholders.166 
China’s policymakers hope the cross-fertilization of students and 
experts will contribute to the development of new technologies 
and new applications for existing technologies. According to 
government announcements, more than two hundred companies 
are involved with the Incubator.167 What counts as “involved” is 
unclear, however. Most companies are likely to supply employees 
as mentors and help participants hone their business skills.  

Figure 18: Sign for the NCC Incubator 

 
Source: 北京云峰数展, Sohu.168 

For the Incubator to achieve its main goal of commercializing 
research, money must flow from investors to startups. The local 
government has turned these investment funds into tools of the 
state. Government documents outline an NCC-specific industry 
fund to allocate money collected from state-owned enterprises 
(SOEs) and private investors169 to companies within the 
Incubator.170 The governance structure of these funds is opaque, so 
it is unclear how much influence private investors have in the 
process of capital allocation. But the fund’s money is not unlimited. 
To ensure that the government might recover its funds, the Wuhan 
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municipal government will incentivize startups to list on stock 
exchanges.171  This allows the investment fund to cash out its 
equity positions and reinvest in other startups. In some cases, 
however, the government may choose to not cash out. Though the 
Chinese government does not need to have an equity stake in 
order to access any particular technology, some corporate 
ownership is likely to facilitate conversations with businesses 
whose products are put to use by the state. A December 2020 
report that claimed Chinese tech giants help process data from 
state espionage operations also found that company employees 
are sometimes peeved by the additional work.172 Being tasked by a 
government official might be irksome; getting the same task from a 
shareholder may be more palatable. 
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Businesses and the NCC 

Businesses are at the core of policymakers’ strategic plans and 
objectives for the NCC.173 The private sector influences the 
curriculum of the National Cybersecurity School, provides training 
sessions offered by the Talent Cultivation Center, and administers 
many of the NCC’s functions.  

Though the NCC is still under construction, businesses are lining up 
to claim a slice of land. As of September 2020, 114 companies had 
agreed to establish a presence in the NCC, promising more than 
$71.5 billion in investment.174 Commitments range from secondary 
company headquarters—as is the case for Qihoo360 (北京奇虎

360 有限公司)175—to national R&D headquarters or regional 
offices.176 In its 2019 annual report, Wuhan municipal government 
reported vast investments by companies. Registered capital—the 
sum that shareholders commit to a firm within a specific local 
administration177—totaled RMB 28.7 billion.178 Sixteen business 
projects already underway totaled RMB 200 billion. Separately, 
companies inked deals worth RMB 273.4 billion to start 58 more 
projects within the NCC.179  

However, China’s government has exaggerated commitments to 
technology development in the past. A much vaunted $150 billion 
government fund to support the indigenous development of 
advanced semiconductor manufacturing only allocated $12 billion 
over its first four years.180 Moreover, in the same year that Wuhan 
municipal government reported massive investments in the NCC, 
Dongxiu District Government (the level below municipal 
government) published an annual report citing difficulties in 
attracting “a large number of projects” to the base.181 Similarly, it is 
unclear just how far the “committed capital” which accounted for 
more than half the NCC’s $71.5 billion investment can be relied 
upon.182 For example, Hongxin Semiconductors (武汉弘芯半导体) 
built a chip fabricator at the NCC and planned to invest over RMB 
120 billion on manufacturing capabilities across China. In early 
2021, the business declared bankruptcy and collapsed.183 
Nevertheless, more mature companies with plans to move into the 
NCC may be less prone to this kind of turbulence.  
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Attracting companies to the NCC is critical to its success. China’s 
deficit of 1.4 million cybersecurity professionals is coupled with a 
concentration of talent in a handful of technology and 
telecommunications companies. Less than one-fifth of 
cybersecurity professionals work for the government, public 
institutions, or research institutions.184 If well-staffed companies do 
not move to the NCC, it will be difficult to reach the critical mass— 
the tipping point at which the NCC becomes so important that it is 
costly for companies to not take part. To attract investment to the 
NCC, Wuhan municipal government promises subsidies—eight 
percent of the investment total, up to RMB 8 million—for 
businesses investing more than RMB 50 million in a project that 
meets the city’s “cybersecurity industry development plans.”185 The 
district government also promises subsidies—2-8 percent of the 
fixed asset investment—for “key projects in the production 
chain.”186 These high capital requirements encourage established 
companies to relocate or make significant investments in the NCC. 
The municipal and district governments have also waived 
administrative fees associated with investment ventures, 
construction projects, and relocation of businesses to the NCC.187  

Some of the companies committed to moving to the NCC (see 
appendix) receive more attention than others. From the private 
sector, Qihoo360, Beijing Topsec, NSFocus, and DeepBlue AI (深兰

科技) are often touted for their commitment to the NCC. 
Qihoo360—a cybersecurity company listed for “presumption of 
denial” on the U.S. Bureau of Industry and Security's Entity List, a 
trade blacklist—committed to building its secondary headquarters 
at the NCC.188 Similarly, Beijing Topsec, a company that was tied to 
the 2015 hack of Anthem Insurance, moved more than four 
hundred employees into its R&D center on the NCC.189 Another 
firm connected to state-sponsored hacking and the military, 
NSFocus, is also constructing and R&D and Operations Center at 
the NCC.190 DeepBlue AI, a tech unicorn and national AI champion 
supplied palm scanners for dorms and technology for smart 
classrooms.191 The company is also setting up a less well-
publicized project to research AI’s application to cybersecurity.192 
DeepBlue AI incorporated a subsidiary, DeepBlue AI Network 
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Security Technology (Wuhan) Co. (深兰网安科技(武汉)有限公司), in 
the NCC to conduct R&D on the technology.193 

Figure 19: A palm scanner provided by DeepBlue AI (left). Students 
submit palm prints for use (right).  

 
Source: 我要发大财财, Bilibili;194  机智的王小鹏, Bilibili.195

   

Defense SOEs, such as China Aerospace Science and Industry 
Corporation and China Electronics Technology Group Corporation, 
have also received government plaudits for work related to the 
NCC. Both CASIC and CETC are party to a 2017 strategic 
cooperation framework with the PLA Strategic Support Force.196 
According to state media, CASIC and CETC (among seven other 
institutions) will “concentrate on training high-end talents for new 
combat forces, building innovation teams, and conducting cutting-
edge S&T research.”197 These SOEs are committing resources to 
the NCC to help develop the talent and innovation the PLA SSF 
needs. CASIC is the parent company of Hubei Aerospace 
Information Technology Co., which changed its address of 
incorporation to the NCC in August 2018.198 Together, Hubei 
Aerospace Information Technology and CASIC committed RMB 6 
billion to build an “intelligent cybersecurity industrial base”  (智能网

安产业基地) within the NCC.199 CASIC’s Second Academy, which is 
listed on the U.S. Department of Commerce's Bureau of Industry 
and Security Entity List, will operate the research facility on the 
NCC.200 The facility, its location on the NCC, and the strategic 
cooperation framework agreement with the PLA SSF make the 
“intelligent cybersecurity industrial base” a great way to track local 
innovations that could serve as the CCP’s “assassin’s mace” in the 
cyber domain. 
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Besides investing in on-site research and development, CASIC 
launched its Intelligent Cloud 3.0 Platform during an event at the 
NCC in late 2020.201 Attendees included a diverse group 
stakeholders, including political representation from the Wuhan 
municipal government and the National People’s Congress, as well 
as national security stakeholders from the Ministry of Public 
Security, the Cyberspace Administration of China, and the State 
Administration for Science, Technology and Industry for National 
Defense.202 Other SOEs, such as China Electronics Technology 
Group Corporation and China Electronic Information Industry 
Group Corporation, have been involved in the NCC since its launch 
in 2016, but have been less public about their support.203  

Figure 20: CASIC launches Intelligent Cloud 3.0 

  
Source: 中国航天科工.204 

Prior to 2020, the NCC aimed to attract foreign investments. 
Announcements from the NCC’s launch ceremony in 2016 lauded 
Cisco, Kaspersky, and Microsoft for “lining up to invest.”205 
Attracting foreign investment was likely eliminated as a goal in 
2020, however.206 A district government report requesting the 
cancelation of a foreign capital performance metric cited the CCP 
Central Committee Cyberspace Affairs Commission, stating that: 
“leaders have repeatedly made it clear that the National 
Cybersecurity Base must closely monitor independent innovation    
(自主创新) of core cybersecurity technologies, promote Chinese-
made independently controllable (自主可控) replacement plans, 
and build a secure and controllable information technology 
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system… we must be cautious about foreign investment 
projects.”207 The elimination of foreign capital investment is a sign 
that China’s government plans to monitor, control, and implement 
new technologies from the NCC’s labs and Incubator. The view 
that a "purely domestically funded" (纯内资) corporate structure is 
important on projects related to national security now permeates 
much of the technology development ecosystem.208 The exclusion 
of foreign firm is particularly important to PLA SSF, since the force 
views foreign technology as a potential Trojan horse for foreign 
spies.209 The prohibition of foreign firms at the NCC aligns well 
with PLA SSF development priorities.  

Cisco’s involvement on the NCC provides one example. Early 
documentation shows that some of the NCC’s training facilities are 
likely operated on Cisco’s Cyber Range platform.210 Multiple 
sources claim that Cisco’s platform opened for use in December 
2017, but questions remain unanswered about its exact location.211 
Satellite imaging from early 2018 does not indicate any significant 
construction in Phase I, but a no-longer-available Hubei 
government web page touted the training of its first class of 
personnel in December 2017.212 The lack of sources on the use of 
Cisco’s Cyber Range Platform after 2017, and the removal of a 
government web page before researchers could archive it, 
illustrates the change in the NCC’s approach to foreign companies.  

The CCP’s propensity to co-opt nongovernment resources extends 
to businesses located at the NCC. While businesses are free to 
innovate and commercialize research conducted, it is likely that 
much of their research is driven by China’s national interests. As 
with the National Cybersecurity School and the Talent Cultivation 
and Testing Center, businesses operating within the NCC are 
meant to work towards China’s strategic goals. Reports published 
in late 2020 demonstrated how China’s National Security Law can 
turn corporate titans into data processing centers for the security 
services—essentially receiving taskings from intelligence 
agencies.213 With its concentration of talent and resources, co-
opting the structures of the NCC seems like a natural progression 
in China’s pursuit of becoming a “cyber powerhouse.” 
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Conclusion 

China wants to be a “cyber powerhouse.”214 A deficit of 
cybersecurity professionals in China—1.4 million, by some 
accounts215—limits the country's cybersecurity capabilities, leaving 
businesses and infrastructure vulnerable to attacks while spreading 
offensive talent thin. Despite this, China is already a near-peer 
cyber power to the United States. But it does not want to be 
second best. By 2030, the NCC aims to have contributed to the 
training of over five hundred thousand cybersecurity practitioners, 
alleviating the shortage of talent. The NCC will bolster China’s 
already potent cyber capabilities, making competition in the cyber 
domain fiercer still. U.S. policymakers should anticipate that 
increased Chinese capabilities will threaten the U.S. advantage in 
cyberspace, a vulnerability which will likely be to the detriment of 
core U.S. interests.  

The NCC will advance China’s offensive and defensive cyber 
capabilities. Unlike the tools for cyber defense, where there is a 
well-developed market in which companies innovate and compete 
for profits, offensive cyber capabilities have only one legal market 
in China: the government. Though offensive techniques are not the 
sole focus of the NCC’s training or development, the evidence 
suggests that they are not a mere byproduct of studying cyber 
defense either. The NCC aims to advance China’s cybersecurity 
capabilities in two strokes—bolstering the talent pipeline, and 
supporting innovation and entrepreneurship. 

Certifying seventy thousand cybersecurity practitioners each year 
through the Talent Cultivation and Testing Center and graduating 
four thousand to six thousand students of the National 
Cybersecurity School would significantly improve the cybersecurity 
environment in China. That the NCC's core mission is the National 
Cybersecurity School suggests that the primary impetus for the 
project was to increase the quality and quantity of students in the 
talent pipeline.216 The school's focus on practical, hands-on 
learning and the substitution of school course credits with 
certifications from the Talent Cultivation and Testing Center makes 
its graduates particularly attractive for government and private 



 

 
Center for Security and Emerging Technology | 45 

sector employers seeking to bolster their cyber capabilities. 
Students at the NCC can build relationships with companies they 
will eventually work for, solicit support from the Incubator for their 
new startup, or attain certifications that give them preferential 
treatment when applying to jobs. Online programs targeted at 
broader audiences may further expand the talent pool. Together, 
the National Cybersecurity School and Talent Cultivation and 
Testing Center will create a rigorous learning environment, 
increase connectivity between stakeholders in the cybersecurity 
ecosystem, and represent a broad-based attempt to expand the 
talent pool.  

The NCC’s commitment to supporting innovation will improve 
China’s capabilities in the cyber domain. Innovative tools can 
increase the automation of cybersecurity, generate new offensive 
and defensive techniques, and shape the operational environment 
of cyberspace. The CCP aims to harness future innovation from the 
NCC’s school, businesses, and startups in service of the Party's 
strategic interests. Some of the students and technology will go on 
to support the PLA SSF’s hacking teams. The NCC has already 
hosted a competition for automated hacking systems, like the kind 
tested at DARPA’s 2016 Cyber Grand Challenge, demonstrating it 
will attract the type of innovations sought by the PLA.217 Policy 
statements prohibiting foreign companies contributing to the NCC 
also make clear that the state will track and target new 
technologies as they are created at the NCC.218 This will allow the 
Party, its military, and the security services to rapidly adopt new 
replacement technology. The NCC’s focus on innovation aims to 
make China stronger, richer, and more self-sufficient. 

While bringing together government, academia, and the private 
sector is far from a new strategy, the NCC is unique in China for its 
focus on cybersecurity, the depth of the private-sector connections, 
and the extent of government direction. In the long run, the NCC 
will likely prove to be a foundation for technological progress and 
talent cultivation that significantly impacts the dynamics of nation-
state cyber competition. The NCC will help the PLA make progress 
on the three obstacles constraining its capabilities: talent, 
innovation, and indigenization.219 China’s corps of military cyber 
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operators, private sector mercenaries, and state security services’ 
hackers will slowly be filled by successive classes of NCC 
graduates. The cyber tools they use may well be designed by NCC 
graduates, too. China’s competitors in cyberspace should be 
prepared. 
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