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Executive Summary

Many observers wonder about the potential for artificial intelligence to cause
catastrophic risks, but fortunately, there is little empirical evidence on which to base
those assessments. Absent such evidence, experts often use their best guesses to
estimate the probability of an Al-induced catastrophe or apocalypse (i.e., p-doom).
Although subjective expert assessment may be the best evidence available,
policymakers and risk analysts are not restricted to asking for probabilities. This brief
promotes additional tools for handling uncertainty in Al risk assessments.

Imagine you are asked to roll a six-sided die but you have only seen three sides; one
side has a star etched on it, two sides are blank, and the other three are unknown.
Predicting the outcome involves part randomness and part ignorance. If you are asked
to give the probability of a star, you might note that one of the three sides you’ve seen
has a star and answer 1/3. Asked how confident to be that a star will come up, there is
only one side that you know has a star, so 1/6 would be a reasonable answer. Asked
whether a star could come up, you might note that four sides could have a star, so 4/6
would be a reasonable answer. These questions appear similar, but their differences
are important if you are a decision-maker who cares about stars.

In Al risk, rather than in dice rolls, ignorance is the dominant form of uncertainty, not
randomness, so the best techniques are not always probabilistic. There are alternative
mathematical techniques that are just as rigorous as probability. They also use familiar
terms from common discourse, such as Belief and Plausibility, allowing them to easily
become part of popular Al risk vernacular and to be communicated to decision makers.

The way to think of the mathematical term Belief is that it expresses how confident
one can be based on the evidence. For instance, the evidence allows us to have a 1/6
degree of belief that the die will come up stars. Plausibility expresses what is left after
removing the counter-evidence. Two of the six sides cannot be stars, so the Plausibility
of stars is 4/6. The gap between Belief and Plausibility is due to ignorance. Without
ignorance, Belief and Plausibility become the same number, equal to probability.

This issue brief explains why analysts and decision-makers need alternatives to
probability for handling the uncertainty in Al risk. It explains Belief, Plausibility, and
how they relate to probability in an intuitively accessible way. And it demonstrates
how to calculate Belief and Plausibility in the context of expert assessments of Al risk.
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At a high level, enacting the change sought by this brief is easy. Policymakers only
need to add two additional questions when discussing Al risks. The first is either, how
certain are you that this risk will occur, or even better, how strong is the evidence
supporting this hypothetical outcome? The second is, how certain are you that this risk
will not occur, or how strong is the evidence against this hypothetical outcome?

Asking those two additional questions will force analysts to confront their sources of
uncertainty more directly and drive analysts to expand their risk analysis toolbox.
Answering those questions, and communicating those answers, is also a low lift
because the analytical techniques already exist and because the vocabulary is already
familiar. This brief provides an introduction to those techniques and vocabulary.
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Introduction

Experts, policymakers, and citizens around the world debate the existential risks of Al
with astonishingly little agreement.? One study found that estimates for the likelihood
of Al-induced existential catastrophes differed by 250 times between a group of
“skeptics” and a “concerned” group (0.001 and 0.25, respectively).? Even within
groups, such as among Al experts, the variation can be jarring.?

This report aims to familiarize analysts and decision-makers with the tools and
vocabulary to handle this uncertainty more explicitly. It also suggests that some of this
disagreement may be due to imprecise terminology rather than wholly from
substantive differences in views. This brief aims to provide conceptual clarity to resolve
disagreements where discussants talk past each other in describing their expectations
about the future of Al risk. That clarity may help find common ground and perhaps
help to pinpoint the sources of the disagreements or identify the data that would be
needed to resolve them.
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Probability Is Not the Only Option

Existential Al risk questions are usually phrased along the lines of, what is your
estimate for p(doom) (i.e., probability of Al-induced apocalypse), or what do you think
are the odds of a major Al catastrophe in the next five years? Setting aside the
ambiguity about how much destruction is required to be existential or catastrophic, the
deeper problem is that probability is poorly suited to answering these types of
questions. The upside is that there are additional options, some of which are based on
terms that are already familiar to both experts and laypeople even if the precise
quantitative definitions are not.

This section discusses why probability is ill-suited to the topic of existential risks from
Al. The next sections introduce alternatives to probability—namely, Belief and
Plausibility—and explain their advantages for handling various types of uncertainty.
The final section illustrates how to combine expert assessments of risk using these
concepts to better understand where disagreements in risk assessments truly lie.

Aleatoric and Epistemic Uncertainty

Famously, there are known unknowns and unknown unknowns.* More technically, risk
analysts separate uncertainty into aleatoric and epistemic categories. Aleatoric
uncertainty deals with variability or indeterminacy that naturally occurs in a system.
Epistemic uncertainty deals with a lack of knowledge.® Put another way, there is
randomness and there is ignorance.® Aleatoric uncertainty is not knowing which face of
the die will come up. Epistemic uncertainty is not knowing what is written on those
faces. Probability is excellent for calculating which face will come up, but it is not ideal
for estimating what will be written on it. With epistemic uncertainty, it might not even
be clear what a stated probability means or how to calculate it.

As a result, probability is often an inappropriate framing of Al risk that can skew
perspectives in ways that harmfully detract from effective discourse and decision-
making. In writing about risk in general (not specifically about Al), Terje Aven, the
former President of the Society for Risk Analysis, said that “some of the current
perspectives . .. are simply misguiding the decision-maker in many cases.” He has also
said that “probability has to be removed from the definition of risk and the natural
replacement is uncertainty.”’

Imagine a six-sided die where you have only seen three sides: one side has a star
etched on it, two sides are blank, and the other three are unknown. You may want to
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know how likely it is for a star to come up. Or instead, you may want to know how
confidently to believe that a star will come up. Or you may want to know how
plausible it is that a star could come up. Those appear to be similar questions but they
result in different answers and, in a policy context, have different implications.

You can have 1/6 (~17%) confidence that a star will come up on the next roll because
you know that there is at least one star. That does not make you 83% confident that a
star will not come up, because several more sides could also have stars. But knowing
that two sides do not have a star is useful information. It makes you 4/6 (~67%)
confident that a star could plausibly come up. That would require all three of the
unknown sides to have stars, but that is plausible. To estimate likelihood, you could
use the information that you do have. You could say that, because there are stars on
one-third of the sides you have seen, there is a 1/3 (~33%) chance of rolling a star.

These answers are different because there is an underlying mix of aleatoric and
epistemic uncertainty. The roll of the die is random, but you are also ignorant about
what is written on three of the faces that could come up. Most real-world uncertainties
are a mix of randomness and ignorance. In cases that are well-understood or that have
plenty of evidence to draw from, randomness can dominate. As an example, cyber
intrusions are common enough to collect statistics and have causal chains of events
that can be delineated and reasoned about. As a result, the techniques for handling
aleatoric uncertainty are often appropriate even though anticipating cyberattacks still
involves plenty of ignorance from many sources, including attacker motivations, novel
attack methods, or the complexity of network effects.

In Al, where future technology interacts with complex social, economic, or geopolitical
systems, there is little data and much is poorly understood. That is especially true of
new existential risks, such as from Al, that do not have a history of repeated events to
draw from. Ignorance is the dominant form of uncertainty, not randomness. For
example, experts may be ignorant about when an Al model would engage in deceptive
behavior and how society would respond, despite having evidence suggesting that the
models randomly maintain their deceptive behavior 85% of the time.? As another
example, an analysis may show that Al models advocate for tactical nuclear use in
95% of simulations.® But experts remain ignorant about how conflicts and crises will
develop, how different today’s complex multipolar world is from that study’s bipolar
dynamics circa 1958-1962, and how much humans will defer to Al suggestions for
existential decision-making. Studies such as these two are helping to shift uncertainty
from epistemic to aleatoric but the lion’s share of the work remains to be done.
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Uncertainty about existential risks, especially from Al, is going to remain primarily
epistemic, not aleatoric, for some time.

Alternatives to Probability

Fortunately, risk analysis and its toolbox has advanced significantly since de Moivre
introduced risk as probability and consequence in 1711.1° A recent review of relevant
risk literature noted that “it is difficult to deal with epistemic uncertainty effectively
only through probability theory. Therefore, a series of uncertainty theories have been
developed to complement probability theory, which include evidence theory, fuzzy
sets, possibility theory, convex models, probability box, etc.”!?

These concepts are not just obscure math. Several have the important benefit of
already being part of the common vernacular. That familiarity means that these
concepts can be immediately and seamlessly incorporated in Al risk discussions. The
math then allows specialists and practitioners to refine those concepts, making the
discussions progressively more precise and nuanced while shrinking the bounds of
uncertainty.
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Belief, Plausibility, and Probability

This section focuses on the familiar terms Belief and Plausibility, and their relation to
probability.!? It provides informal definitions before describing how analysts can use
evidence to refine them.

Belief

Belief is the strength of the evidence in favor of a proposition. That is different from the
use of “belief” in a religious or faith-based sense. In this technical context, Belief is the
degree of certainty in a statement, based on evidence or reason. Notably, that evidence
may be subjective, as in the case of expert opinions.

Plausibility

Plausibility is the absence of evidence refuting a proposition. After you remove the
degree of Belief that a proposition is not true, its Plausibility remains.

Probability

It is tempting to think of Belief and Plausibility as lower and upper bounds on
probability, but that is not always appropriate.'®* Combining conflicting evidence from
multiple sources, such as from dissenting expert judgments, can break the simple
interpretation of Belief and Plausibility as probability bounds. Belief and Plausibility
are adept at handling distinctions between conflicting assessments but in ways that do
not always adhere to probability theory. Depending on the amount of conflict among
experts and the amount of ignorance, Belief and Plausibility can be bounds for
probability. Belief, Plausibility, and probability can even all reduce to the same number.
The next section describes how Belief and Plausibility handle conflicting evidence and
how they relate to probability.
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Structure of Evidence

This section outlines several different ways to classify uncertainty and the several
different techniques for handling different types of uncertainty. Understanding the
uncertainty is important for making reasoned decisions about it.

Indirect, Subjective, and Conflicting

Belief and Plausibility are most useful when the evidence is not related directly to the
question of interest. The most famous example has two witnesses in a courtroom.*
Each makes conflicting statements and you need to determine the truth. You have no
evidence about the crime itself. Instead, you have evidence (subjective assessments)
about the reliability of the witnesses.

Imagine that Mrs. Peacock is a witness who is 80% reliable and that she confidently
accuses Colonel Mustard and his candlestick. That gives you 80% Belief that Colonel
Mustard is the killer, but it does not make you 20% certain of his innocence as it would
in basic probability theory where probabilities must sum to one. The unreliable 20%
provides no additional information. Although the probability of Colonel Mustard’s guilt
is actually higher than 80%, there is no basis for determining how much higher. Belief
and Plausibility do not require any additional assertions.

Suppose now that Miss Scarlett is 75% reliable and confidently accuses Professor
Plum and his wrench. When combining their conflicting testimonies, the jury must
recognize that it is not possible for both witnesses to be reliable. The total evidence
against Colonel Mustard is the 80% that Mrs. Peacock is reliable times the 25% that
Miss Scarlett is not. That is the same answer that probability theory would give if we
wrongly ignored that the probability for each defendant should be higher than their
accuser’s reliability. Belief and Plausibility are built to reason through the remaining
cases and to directly consider the conflict among accusations.

In the Al risk context, there are many prominent (i.e., reliable) experts who assert that
various Al catastrophes are imminent. There are also many prominent experts who are
skeptical of these risks. Both groups might claim to be trustworthy, but they cannot
both be correct. The following sections will illustrate how Belief and Plausibility can be
used to understand, assess, and calculate uncertainties in the context of Al risk.
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Asserting Probabilities

When experts provide subjective probabilities, they are internally weighing the
evidence in favor of a proposition and the evidence against it. Their probability reflects
a balance between the two. So their answer to the question “What is the probability of
an Al catastrophe?” is likely to be higher than their answer to “How certain are you that
an Al catastrophe will occur?”

For the die of stars described earlier, the evidence was 17% in favor of stars, but the
probability was 33%. Although there was only evidence of one star among the six
sides, a reasonable probability estimate would also include the chance that one or
more of the unknown sides could have a star. Using a single probability conflates the
questions of likelihood, certainty, and plausibility. It is useful to separate those ideas
and to be more explicit about the uncertainties.

In one study of Al-induced extinction by the year 2100, the median superforecaster’s
likelihood was 0.0038.° Given the large epistemic uncertainty about existential or
catastrophic Al risks, their confidence in catastrophe was presumably much lower. It
would be useful to know how much lower.

Confidence Triplets

Rather than using a single probability to represent uncertainty, Al risk analysts can
create a triplet of confidence that includes: certainty in catastrophe (C), certainty in no
catastrophe (N), and ignorance (l) that all add up to one. That assessment can be
written as: [C, N, I]. For the die of stars described earlier, the triplet would be [1/6, 2/6,
3/6].

Experts could be asked to provide that triplet directly or analysts can try to create it
from an expert’s statement of probability, but creating it from a single probability
introduces challenges. There are two bookends on how to do that conversion. Let’s say
the expert is 20% certain of catastrophe. At one end, the analyst can presume that the
expert is partly certain about catastrophe and is ignorant about the rest; their triplet
would be [0.2, O, 0.8]. Alternatively, the analyst can presume that the expertis
implying certainty that no catastrophe will occur, for a triplet of [0.2, 0.8, O].

Even if the expert presumes to have no ignorance, an analyst could choose to adjust
the expert assessment to reflect that expert’s partial knowledge of the issue. The
analyst could attribute a 30% reliability to the expert and adjust the triple of [0.2, 0.8,
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0] to [0.2x0.3, 0.8x0.3, 1-0.3] = [0.06, 0.24, 0.7]. The analyst may adjust downward
still further if they suspect that the expert is not asserting certainty about catastrophe
at all, but is rather asserting a likelihood. In the same way that the confidence in rolling
stars was only 17% when the probability was 33%, converting probability estimates
for Al risk to certainty should lead to lower numbers.

Confidence Triplets from Al Risk Probabilities

Revisiting the study from the introduction, the “concerned” group’s probability of Al-
induced extinction by 2100 of 0.25 could correspond to many possible triplets.” For
example, both of the following triplets give a probability of 0.25: [0.25, 0.75, 0] or
[0.001, 0.003, 0.996]. The former would imply that the expert believes the catastrophe
is mostly implausible (Plausibility = 0.25). In that case, with no ignorance, all three of
Belief, Plausibility, and probability are 0.25. In the latter triplet, with high ignorance,
the expert is claiming that catastrophe is almost certainly plausible (0.997), but that
they do not have much evidence to suggest that it will happen (0.001). These are
different assertions to a policymaker.

The 0.25 estimate is particularly interesting because it is a very high number for an
existential risk, but it is not especially high for Plausibility of an assertion with so much
uncertainty. Getting a higher Plausibility while keeping probability at 0.25 requires
Belief in catastrophe to be low. Perhaps the experts do mean that there is little
evidence to support claims of catastrophe but that their ignorance is high, as in [0.001,
0.003, 0.996]. Or perhaps they mean that catastrophe is both probable and
implausible as in [0.25, 0.75, 0]. Or perhaps they are not really expressing probability
at all. Perhaps they mean for both Belief and Plausibility to be high, as in [0.25, O,
0.75], but they use the vocabulary of probability when they mean to refer to Belief.’

Determining an expert’s confidence triplet can be done with two questions, and to
convert from probability requires one additional question and an assumption. There are
three variables to determine: C, N, and I|. They have to sum to one, so knowing two is
sufficient to calculate the third. For example, given a probability estimate that is an

* Probability is calculated from the values C and N alone and does not depend on ignorance (i.e.,
p=C/(C+N)). From a Bayes’ perspective, ignorance is effectively a uniform prior (i.e., 0.5).

"This is common in discourse and is a benefit of Belief and Plausibility that even its critics appreciate.
See page 383 of Judea Pearl, “Reasoning With Belief Functions: An Analysis of Compatibility,”
International Journal of Approximate Reasoning, Volume 4, 1990, https://doi.org/10.1016/0888-
613X(90)90013-R.
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honest probability, rather than being a Belief estimate referred to as probability, then
just one more question is needed to calculate the full triplet. That question could ask
for Plausibility: “How plausible is Al extinction by 21007” Or it could ask for Ignorance:
“What fraction of the information needed to make this assessment does the expert
know?”

Sources of Disagreements

Focusing on sources of disagreement, it is also at least mathematically possible for the
skeptics and concerned groups from that study to have the exact same Belief about
catastrophe despite probabilities that are 250 times different. The skeptics could have
a triplet of [0.0005, 0.4995, 0.5] to get their 0.001 likelihood, and the concerned could
have a triplet of [0.0005, 0.0015, 0.998] for their 0.25 likelihood. With those triplets,
the concerned group would view catastrophe as both more likely and more plausible
despite equivalent levels of Belief. In that case, the disagreement would not be about
the case for catastrophe. The disagreement would focus on the case against
catastrophe and how much the experts do not know (i.e., ignorance).

Without having asked the experts more directly about their uncertainties, an analyst
cannot know which they meant to express, but there is some qualitative information
about these two particular groups from a corresponding study.'® Members of the
concerned group were swayed by the precedent that higher intelligences had
previously caused extinction of lesser intelligences, whereas the skeptics felt that
sweeping changes tend to be slow. Based on those arguments, the two groups would
have different levels of Belief. The concerned group would, unsurprisingly, have high
values for C, while the skeptics would have high values for N.

More interestingly, the concerned group also was “more willing to place weight on
theoretical arguments with multiple steps of logic, while the skeptics tended to doubt
the usefulness of such arguments.” That implies that the two groups handled
ignorance differently, but there are too many ways to interpret that qualitative
statement without having asked an additional question that could be used to quantify
their ignorance, Belief, or Plausibility. While we have yet to see Belief and Plausibility
explored for Al risk, the authors of the Al risk studies described above have more
recently stated that, going forward, more weight should be given to alternative
frameworks, including the techniques described in this brief.t’
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Combining Evidence

There are two different objectives for combining expert assessments. One is to add
new information when a new independent expert is added. The other is to find
consensus among experts who have differing assessments of the same evidence. This
section will start by describing techniques for independent experts, then finish with
techniques for aggregating assessments of the same evidence.

Let’s consider two hypothetical experts, A and B, who are 15% and 20% confident in
catastrophe, respectively. Those numbers are very high but make for simple
illustration. The first question is what to do with the remaining 85% and 80%. Should
it be assigned to ignorance or does it imply that the experts are certain that no
catastrophe will occur?

This section will consider three different ways to allocate the remainder: 1) Allocate
the remaining 85% and 80% fully to ignorance, 2) allocate those remaining portions
fully to certainty that no catastrophe will occur, and 3) have a partial allocation to
certainty and ignorance. The subsections below discuss the intuition behind those
assignments and the resulting Beliefs and Plausibilities. The calculations themselves
are in Appendix A.

Full Ignorance

Assigning the remaining portions all to ignorance gives the triplets [0.15, 0, 0.85] and
[0.2, 0, 0.8]. A way to read these triplets is that both experts have nothing to convince
them against catastrophe, but they admit that there is much they do not know. As
calculated in Appendix A, their combined Belief and Plausibility are both quite high:
0.32 and 1, respectively. Those numbers are high because they each have some reason
to suspect catastrophe and no reasoning against it.

Full Certainty

At the other extreme, the experts know everything they need to make the
assessments, but the world is still random and could lead to either catastrophe or no
catastrophe. That gives the triplets [0.15, 0.85, 0] and [0.2, 0.8, O]. In this case, there is
conflict among the assessments. Handling this conflict is the strength of calculating
Belief and Plausibility, but there are different techniques for it.*® Appendix A shows the
calculations for two popular techniques: Dempster’s rule and Yager's rule.
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Both rules first need to calculate the conflict, which is the total where one expert has
some certainty in an outcome that the other has some certainty cannot occur. The first
expert assesses 0.15 for catastrophe when the second assesses 0.8 against, which are
multiplied to get 0.12. And the first expert assesses 0.85 against catastrophe when
the second assesses 0.2 for, which multiplies to 0.17. Adding those two conflicts gives
the total conflict: 0.12 + 0.17 = 0.29.

The combination rules also consider the cases where the experts agree. They both
agree about catastrophe with assessments of 0.15 and 0.2, which multiply to give
0.03. And they agree about no catastrophe with 0.85 and 0.8, which gives 0.68.
Yager’s rule simply takes these numbers and then assigns the conflict to ignorance. So,
the combined confidence triplet is [0.03, 0.68, 0.29].

Dempster’s rule, on the other hand, redistributes the conflict proportionally across the
triplet rather than adding the conflict to ignorance. It does that by dividing each of the
elements in the confidence triplet by one minus the conflict.” In this case, that divisor
would be (1-0.29), so the triplet becomes [0.042, 0.958, 0].

In this case, using Dempster’s rule results in no ignorance because neither of the two
original assessments had any ignorance. It is like a die where you know all the sides.
Without ignorance, Belief and Plausibility reduce to the same number. It is also the
same number that results from the probabilistic approach that combines the experts’
assessments using Bayes’ theorem.® In this case, that number is 0.042. That is a small
number compared to the experts’ individual confidence because, if the experts are both
independently providing evidence that no catastrophe will occur, then the odds of
catastrophe in their combined assessment should be low. But Yager’s rule may be
more appropriate if the conflict among experts comes from their partial ignorance.

The Yager's rule combination results in a combined triplet of [0.03, 0.68, 0.29]. So,
while Belief stays low at 0.03 (lower than using Dempster’s rule), their combined
ignorance pushes the Plausibility higher than either of the individual assessments to
0.32.

Mixed Ignorance and Certainty

For less extreme cases, the differences between Dempster’s and Yager’s rules can be
less pronounced. Consider the analyst who assigns only 30% reliability to their two

" The normalization factor for Dempster’s rule is 1 — K, where K is the conflict.
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experts, resulting in triplets of [0.045, 0.255, 0.7] and [0.06, 0.24, 0.7]. As shown in
Appendix A, combining by Dempster’s rule (yielding [0.078, 0.419, 0.503]) and Yager's
rule ([0.076, 0.408, 0.516]) yield similar results. Belief is 0.078 and 0.076, and
Plausibility is 0.58 and 0.59, respectively. The calculated Belief in catastrophe is higher
than the certainty of either individual expert because their ignorance is relatively high
and their certainty in no catastrophe is relatively low.

Calculating Agreement Rather Than Adding New Evidence

Both Dempster’s rule and Yager’s rule are meant for combining independent expert
assessments, but sometimes the goal of combination is to find the degree of
agreement among experts rather than to add new evidence. For example, if two
experts review the same articles about Al risk and come to different conclusions, then
their assessments are not independent because both are based on the same articles. In
that case, the goal is to calculate a single assessment that combines their differing
assessments.

In probability theory, that can be done using a technique called logarithmic pooling
rather than the standard Bayes’ rule.?° Logarithmic pooling can also be extended for
calculating combined Belief and Plausibility, and it can be done in ways that give the
same answers as probability theory if there is no ignorance.?! Although it is not an
average, it is conceptually similar to averaging the experts’ assessments, but with
some properties that make it better suited for combining expert assessments, such as
external Bayesianity.”

For the experts above who had triplets of [0.045, 0.255, 0.7] and [0.06, 0.24, 0.7], the
combined triplet using logarithmic pooling would be [0.052, 0.248, 0.7]. This
calculation is shown in Appendix A.

" Logarithmic pooling retains external Bayesianity, meaning that the order of combining experts does not
matter. Averaging would give one answer for combining experts A and B first before combining with C,
then a different answer for combining A with C and B with C before combining them together.
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Future Work and Limitations

The previous section showed that there are several techniques for combining evidence
that can lead to differing results. The appropriate technique for a given problem
depends on the independence among the sources of evidence and on the type of
conflict among them. It is rare for any technique to be perfectly appropriate in any
circumstance, and no technique is always preferred. Further, some of these cases can
lead to paradoxical outcomes.??> We acknowledge that multiple combination
techniques that can lead to strange and varied outcomes is an important shortcoming.
Nonetheless, we propose that the Al risk community is currently underexploring the
implications of how it handles conflicting evidence and that Belief and Plausibility
provide mechanics for that exploration. Even the frequent critic of Belief and
Plausibility, Judea Pearl, agrees that Belief and Plausibility “offer a rich language for
describing the evidence gathered, highly compatible with the way people summarize
observations.”?3

Apart from the mechanics of calculations, the primary challenge in eliciting accurate
probabilities still remains when eliciting Belief and Plausibility—they are both
attempts to quantify the unknowable. Just as how policymakers should be skeptical of
expert opinions of the likelihood of Al catastrophes, policymakers should be skeptical
of expert opinions on the strength of evidence for and against those same outcomes.
There is some reason to expect that Belief and Plausibility may be less accurate than
probability because analysts have spent more time practicing and calibrating for
probability estimation. There is also some reason to expect that Belief and Plausibility
may be more accurate than probability if, as it can be for witness testimony, it is easier
to assess expert reliability than it is to assess the truth of their claims directly. We
hope that there continue to be too few Al catastrophes or existential events to
empirically determine which approach is more accurate. Ultimately though, accuracy is
not the primary reason to move away from probability. The objective is to better
conceptualize and communicate risk, not just to measure it.

Point estimates of probability do a minimal job of conceptualizing and communicating
risk. One step forward from there uses probability distributions rather than point
estimates. That has the advantage of being simple and familiar but has the
disadvantage of enforcing structure that is rarely justified, such as by assuming a
uniform or Gaussian distribution or by requiring that the weight of all theorized
outcomes sum to one. More broadly though, the familiarity that is its main advantage is
also a shortcoming. Contemporary risk analysis has expanded beyond probability and
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Al risk deserves a large body of risk analysts who are familiar with more of those tools.
Belief and Plausibility offer a simple departure point for policymakers and Al risk
analysts to explore the wider set of tools. Ultimately, another tool, or probability, may
be the best option. Our hope with this paper is that the tools will be chosen based on
their merits for the case at hand rather than always defaulting to probability merely
because of lack of exposure to non-probabilistic techniques.
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Conclusion

Al risk analysts, policymakers, and the general public all want to know “How worried
should we be about an Al catastrophe?” The question that they often ask instead is
“How Llikely is an Al catastrophe?” But it may be more appropriate and informative to
ask “How certain are you that catastrophe will occur?” or “How plausible is an Al
catastrophe?” Those are different questions that result in different answers that
require different vocabularies and different mathematical techniques.

We recommend that policymakers continue to ask about the probability of worrying
events but that they pose two additional questions to their experts and analysts. The
first is “How certain are you that this risk will occur?” or “How strong is the evidence
supporting this hypothetical outcome?” The second is “How certain are you that this
risk will not occur?” or “How strong is the evidence against this hypothetical outcome?”

Those additional questions will force policymakers, experts, and analysts to grapple
with the epistemic uncertainty that dominates Al risk more directly, and to avoid
conflating epistemic and aleatoric uncertainties the way point estimates and even
probability distributions do. We anticipate that those additional questions will help
resolve, or at least clarify, the large discrepancies that exist today between expert
probability judgments. We also anticipate that making epistemic uncertainty more
explicit will lead to more accurate risk assessment by driving efforts to progressively
convert epistemic uncertainties into aleatoric uncertainties, then shrinking those
aleatoric variances.

The additional questions will also force analysts to expand their toolkit and provide
more informative, well-reasoned, and intellectually humble answers without
downplaying the risks. In fact, the high degrees of ignorance around Al risks may lead
to alarmingly large plausibility numbers that motivate more aggressive policy action.

The burden of this recommendation is low. It is simply to ask two questions. The
vocabulary of Belief and Plausibility is already familiar and the mathematical
techniques already exist. They can be added seamlessly to risk analysis and discourse.
Adding them will not magically resolve all of the uncertainty, but it will help to capture
the uncertainty in ways that are easier to understand, communicate, and assess. It is
well worth it if it can help bring Al risk analysis out of the 1700s and incorporate
present-day tools, techniques, and best practices.
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Appendix A: Combining Experts to Calculate Belief and Plausibility

This is not meant to be a tutorial on Dempster-Shafer theory. This appendix is merely
meant to be an illustrative walk-through that is as easy to follow as possible. To meet
that need, it forgoes definitional rigor and uses minimal mathematical notation. We
also use numbers that are easy to work with. The numbers are not meant to reflect any
actual expert assessment.

Each expert can have some certainty of catastrophe C, some certainty of no
catastrophe (N), and some degree of ignorance. Ignorance is more precisely
represented as both C and N together: {C,N}. The goal of combination is to tally how
much their assessments overlap with one another. The various intersections can be
mapped out in a table, but the first step is to revisit the expert assessments.

Figure A.1 illustrates how the confidence triplets combine for two experts in the figure
below and walk through the calculations for the three scenarios described in the main
text.

Figure A.1: Combining the confidence triplets of two experts
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Full Ignorance

In the example, expert A is 15% certain of catastrophe. Assigning the remaining 85%
to ignorance results in a triplet [0.15, 0, 0.85]. Doing the same for expert B gives [0.2,
0, 0.8].

The table calculating the degree of overlap (intersection) between the two
assessments is shown below:

Table A.1: The terms used to combine expert assessments by Yager's and Dempster’s
methods with full ignorance

Expert A

Expert B

Intersection

Total

{C}0.15 {C}0.2 {c 0.15x0.2 = 0.03
{C}:0.15 {N}: 0 - 0.15x0=0
{C}0.15 {CN}:08  |{C} 0.15x0.8=0.12
{N}: 0 {Cr0.2 - 0x02=0

{N}: 0 {N}: 0 {N} 0x0=0

{N}: 0 {CN}:0.8  |{N} 0x08=0
{CN}0.85 |{C}0.2 {c 0.85x 0.2 =0.17
{CN}0.85 [{N}:0 {N} 0.85x0=0
{CN}0.85 [{CN}:08 |{CN} 0.85x 0.8 = 0.68

There are two rows with no intersection between the set {C} and the set {N}. In this
case, both of those rows where there is no intersection have 0 mass, so there is no
conflict (K).

K=0+0=0

There is also a row with multiple intersections. The total from that one row is called
the ignorance:

Ignorance = 0.68
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To calculate Belief, calculate the sum of masses where the intersection is exactly {C}:
0.03+0.12+0.17=0.32

That is the degree of Belief according to Yager's rule.
Beliefygger = 0.32

Using Dempster’s rule, the degree of Belief is that sum above divided by (1 — K). Since
K =0, the Belief is the same.

) 0.32
Beliefpempster = 10" 0.32
To calculate Plausibility, calculate the sum of masses where the intersection includes
{C}. That calculation is different between Dempster’s rule and Yager’s rule. That is
because Yager's rule converts the conflict into ignorance. Yager's rule includes both the
ignorance and the conflict in calculating Plausibility, whereas Dempster’s rule only

includes the ignorance.

Plausibilityyqger = 0.003+0.12+0.17 +0.68+ 0+ 0 = 1

0.034 0.12+ 0.17 + 0.68
1-0 =1

Plausibiltypempster =
Full Certainty

In the example, expert A is 15% certain of catastrophe. Assigning the remaining 85%
to certainty of no catastrophe results in a triplet [0.15, 0.85, O]. Doing the same for
expert B gives [0.2, 0.85, 0].

The table calculating the degree of overlap (intersection) between the two
assessments is shown below:
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Table A.2: The terms used to combine expert assessments by Yager’'s and Dempster’s
methods with full certainty.

Expert A Expert B Intersection Total

{C}:0.15 {C} 0.2 {C} 0.15x0.2=0.03
{C}: 0.15 {N}: 0.8 - 0.15x0.8=0.12
{C}: 0.15 {CN}:: 0 {C} 0.15x0=0

{N}: 0.85 {C} 0.2 - 0.85x0.2=0.17
{N}: 0.85 {N}: 0.8 {N} 0.85x0.8=0.68
{N}: 0.85 {CN}:: 0 {N} 0.85x0=0
{CN}:O {C} 0.2 {C} 0x0.2=0

{CN}:: 0 {N}: 0.8 {N} 0x08=0
{CN}:O {CN}:: 0 {C,N} O0x0=0

There are two rows with no intersection but they now have masses of 0.12 and 0.17,
so there is conflict (K).

K=012+0.17=0.29
There is also a row with multiple intersections but that ignorance is empty.
Ignorance = 0

To calculate Belief, calculate the sum of masses where the intersection is exactly {C}:
0.03+0+0=0.03

That is the degree of Belief according to Yager's rule.
Beliefygqger = 0.03

Using Dempster’s rule, the degree of Belief is that sum above divided by (1 — K).

, 0.03
BellefDempster = 1_—029 = 0.042
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To calculate Plausibility, calculate the sum of masses where the intersection includes
{C}. With Dempster’s rule there is no ignorance so it is the same calculation as Belief.

0.03+0+0+0
1-0.29

Plausibiltypempster = = 0.042

Yager's rule converts the conflict into ignorance.
Plausibilityy,ger = 0.003+ 0+ 0+ 0.29 = 0.32

Partial Certainty and Partial Ignorance

In the example, expert A is 15% certain of catastrophe. Assigning the remaining 85%
to certainty of no catastrophe but then only being 30% confident in their assessment
results in a triplet [0.045, 0.255, 0.7]. Doing the same for expert B gives [0.06, 0.24,
0.7].

The table calculating the degree of overlap (intersection) between the two
assessments is shown below:

Table A.3: The terms used to combine expert assessments by Yager’'s and Dempster’s
methods with partial certainty and partial ignorance

Expert A Expert B Intersection Total

{C}: 0.045 {C}: 0.06 {C} 0.045 x 0.06 = 0.0027
{C}: 0.045 {N}: 0.24 - 0.045x0.24 =0.0108
{C}: 0.045 {CN}: 0.7 {C} 0.045x 0.7 =0.0315
{N}: 0.255 {C}: 0.06 - 0.255x 0.06 =0.0153
{N}: 0.255 {N}: 0.24 {N} 0.255x 0.24 = 0.0612
{N}: 0.255 {CN}: 0.7 {N} 0.255x 0.7 =0.1785
{CN}: 0.7 {C}: 0.06 {C} 0.7 x0.06 =0.042
{CN}: 0.7 {N}: 0.24 {N} 0.7x0.24=0.168
{C,N}: 0.7 {C\N}: 0.7 {C,N} 0.7x0.7=0.49
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There are two rows with no intersection but now have masses of 0.12 and 0.17, so
there is conflict (K).

K =0.0108 + 0.0153 = 0.0261
There is also a row with multiple intersections but that ignorance is empty.
Ignorance = 0.49

To calculate Belief, calculate the sum of masses where the intersection is exactly {C}:
0.0027 + 0.0315 + 0.042 =0.0762

That is the degree of Belief according to Yager's rule.
Beliefyqger = 0.0762

Using Dempster’s rule, the degree of Belief is that sum above divided by (1 — K).

0.0762

BeliefDempster = m = 0.0782

To calculate Plausibility, calculate the sum of masses where the intersection includes
{C}. With Dempster’s rule there is no ignorance so it is the same calculation as Belief.

0.0762 + 0.49 058
1-—0.0261

Plausibiltypempster =

Yager's rule converts the conflict into ignorance.
Plausibilityy,ger = 0.0762 + 0.49 + 0.0261 = 0.59

Logarithmic Pooling

The combination methods above multiply the masses from each expert. Those are the
appropriate approaches if each expert is providing independent assessments and you
want to combine their independent contributions. If you want to calculate a combined
assessment for their differing interpretations of the evidence, then logarithmic pooling
may be more appropriate than the multiplicative techniques described above.

In logarithmic pooling, the masses for each expert are weighted by an exponent where
the exponents sum to one. It is not a combination to evaluate their conflicting results
so there is no need to calculate the crossing cases or intersections as done in the above
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examples. Equal weighting with two experts from above ([0.045, 0.255, 0.7] and [0.06,
0.24, 0.7]) uses an exponent of ¥2 as shown in the table below:

Table A.4: The terms used to combine expert assessments by logarithmic pooling

Expert A Expert B Intersection  Total

{C}: 0.045 {C}: 0.06 {C} 0.045%5 x 0.06°% = 0.052
{N}: 0.255 {N}: 0.24 {N} 0.255%% x 0.24°% = 0.248
{CN}: 0.7 {CN}: 0.7 {C,N} 0.7°5x0.7°*=0.7

The masses for each intersection can be summed as before but then need to be
renormalized. Before renormalization, the summed masses for each set are:

{C}: 0.052/(0.052 + 0.247 + 0.7) = 0.052
{N}: 0.247 / (0.052 + 0.247 + 0.7) = 0.247
{CN}: 0.7/ (0.052 + 0.247 + 0.7) = 0.7

In this case, the normalization (0.052 + 0.247 + 0.7) is very close to one, so the values
do not change much after normalization. That is not always the case.

These numbers fall between the two expert assessments but they are not a simple
average. Unlike averaging, logarithmic pooling has a property called external
Bayesianity. If each of the two experts were to combine their assessments with a third
expert before combining with each other, you would get the same answer as if they
combined their assessments at the start before combining with the third expert.
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