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Executive Summary 

The digital world is increasingly defined by unmitigable risks. Our data cannot be 
protected at scale. Systems make decisions that their programmers will never 
understand. It is no longer rare to encounter failures that cannot be addressed even 
after they are detected. With the fabric of human society so thoroughly digital—driving 
decisions in healthcare, finance, national security, transportation, and more—nothing 
less than long-term societal stability is at stake.  

In this paper, we argue that digital environmentalism is the only answer to these woes. 
By “digital environmentalism,” we mean placing individual decisions within the broader 
context of the risks each generates and ensuring that these risks are distributed by 
intent rather than by happenstance. 

In particular, we contest that the digital hazards we now face are a result of core 
assumptions about our world—key principles through which we view our basic 
relationship to technology. We call these assumptions grand “articles of faith,” and 
provide an overview of three such assumptions in Section 1.  

The first article of faith is that there was, and continues to be, a meaningful distinction 
between the digital and the physical worlds. Put in simpler terms, the idea is that 
because it once made sense to separate the digital from the physical, it makes sense to 
continue to do so.  

Second is the assumption that technology will always be able to ameliorate our woes—
even when technology itself is the cause of our problems. Stated more broadly, this 
assumption has led us to a world in which technology solves one problem, only to 
create another, to which we apply a new technological fix, ad infinitum.  

Last is the assumption that limitless growth can and should lead to limitless innovation 
—that is, innovation driving positive feedback loops within itself and without end.  

Each of these articles of faith is, to put it simply, mistaken. Each in different ways, and 
each for different reasons. But each is contributing to a digital world that is 
fundamentally unsafe for those who populate it. 

So what do we suggest? How, given the depth of our problems, are we to secure the 
world that we technologists are so busily creating? 

We argue for three core solutions, knowing full well that much more action is needed. 
We do so in Section 2. 
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The first lies in empowering a single regulatory authority—be it the Federal Trade 
Commission or a new Digital Safety Administration—with the expertise and ability to 
enforce the limits in cyberspace that we believe are necessary. Such limits involve the 
creation and enforcement of standards for software development, and some form of 
mandatory auditing for portions of deployed code. 

Second is equipping such an agency with tools to enforce core principles of 
sustainability. This means ensuring that new code and devices create a meaningful 
improvement in utility compared to existing alternatives, and are not simply developed 
for novelty’s sake. It also means forcibly retiring unmaintained code when it is 
abandoned, as well as mandating accountability through independent assessments, or 
“red teams,” that are focused on the risks of new technology before that technology is 
deployed.  

Last is the removal—by Congress, the courts, regulatory agencies, or a combination—of 
software vendors’ ability to disclaim liability in its entirety from their products. Holding 
software vendors to the same standards as every other industry will, over time, reduce 
the ability of flawed software to be introduced into the market.  

Is it too late to secure the digital world? Is changing our collective approach to 
technology even feasible?  

The momentum is against us; we readily admit that fact. The articles of faith we 
describe in this paper are deeply held and even more deeply ingrained. It will take 
significant commitment if we are to reverse these trends and to create a more 
sustainable digital world. We do not doubt any of these facts. 

And yet so, too, are the stakes high. We now deploy code for almost every activity, and 
we are fast approaching a world where major portions of the software we rely on are 
incomprehensible and bug-ridden. A litany of failures therefore awaits us.  

The time to take action, in other words, is now—before it is too late. 
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Introduction  

We are, all of us, swimming in a sea of software and devices but with no perspective 
on where we are headed or the broader dangers we face.1 It is neither late nor an 
exaggeration to say that the more we immerse ourselves in the digital world, the more 
severe the risks. As Elroy Dimson put it, “risk is that more things can happen than will.”2  

And here we are, madly increasing the number of things that can happen.  

As a result, we now face a world full of unmitigable risks. Our data cannot be protected 
at scale. Systems make decisions that their programmers will never understand. It is no 
longer rare to encounter failures that cannot be addressed even once they are 
detected.3 With the fabric of human society so thoroughly digital—driving decisions in 
healthcare, finance, national security, transportation, and more—nothing less than long-
term societal stability is at stake.4 

Digital environmentalism is, we contest, the answer—the only answer—to these woes. 
By “digital environmentalism” we simply mean placing individual decisions within the 
broader context of the risks each generates and ensuring that these risks are 
distributed by intent rather than by happenstance.  

Every line of code that is deployed, every new IP address that is connected, every 
microchip that is printed, every self-modifying digital artifact buried inside something 
else—each carries with it implications for the digital environment. Evaluating each line 
of code, device, and decision in relation to their impact, and forcing their risks to be 
purposefully distributed, is the only way to prevent the failures we are otherwise sure 
to confront. Just as no one source of atmospheric carbon can change the climate, only 
the calculus of many can. 
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What Digital Environmentalism Is—And What It Is Not 

When we use the term “environmentalism,” we also mean conservation, in the 
sense of prioritizing the preservation of the environment, as well as conservatism, 
in the sense of encouraging gradual improvements that de-emphasize rapid 
change. Digital environmentalism is therefore, in our view, an approach to 
technological adoption that factors in both long-term (e.g., future users) and 
collective risk (e.g., societal impact) into how new technologies are developed and 
deployed. The question new technologies should elicit is therefore not simply “how 
useful is it?” but also “whom might it harm and when?” 

Defining digital environmentalism by negation, however, may be a more practical 
way to make our point. In that sense, here is what digital environmentalism is not: it 
is not developing new technologies and rushing them to market because they are 
novel; it is not assessing technology for risk after it is deployed, and only then 
applying patches or other mitigants; it is not praising innovation for innovation’s 
sake. Digital environmentalism is therefore admittedly (and fundamentally) at odds 
with our current approach to technological adoption—an approach that places new 
and fast over sustainable, jeopardizing our privacy, security, and even our safety in 
the process.   

For many, the term “digital environmentalism” might sound odd—a combination of two 
terms that are not typically associated with each other. But these terms should be, and 
the oddity of their association is precisely our point, not least because the digital world 
impacts our environment in many ways. For starters, the problem we face is far from 
abstract. Carbon emissions from internet-connected entities account for roughly 3 
percent of all global electricity usage and 2 percent of greenhouse emissions.5 The 
digital world itself is built on silicon and relies on precious metals that have limited 
supply. An iPhone purportedly contains 75 elements from the periodic table, roughly 
two thirds of the 118 elements known to science.6  

And then there is cyberspace itself: a combination of networks, applications, and 
sensors that digitally capture ever more data about ever more activities.7 This 
environment requires both safeguarding and protection and yet receives, when it 
comes down to it, precious little of each—an assertion that is by now inarguable, based 
simply on the prevalence of successful cyberattacks.8 It is no stretch to say that digital 
technology, the defining innovation of the last half century, has deep and unaddressed 
insecurities at its core.9 
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The questions, then, are twofold: How did we come to live in an environment so 
plagued by downsides? And, more immediately, what, if anything, should we do to 
address them?  

We spend Section 1 diagnosing these problems, and Section 2 describing how and 
why we believe digital environmentalism, in its broadest sense, is their only cure. For 
readers who are less interested in our diagnosis than in our proposed cure, you will be 
forgiven for skipping directly to Section 2. 

1. Hidden Assumptions, Hidden Risks  

If we find ourselves living in a world we cannot protect, it is not because we—any of 
us—wanted to find ourselves here. Environmental hazards are, by their nature, 
collective threats; they pose profound dangers to us all. They are, in effect, integral 
calculus—the infinite sum of infinitesimals.  

These hazards, including those in the digital sphere, are a result of assumptions about 
our world—that this or that individual action or event is too small to matter. Those 
assumptions have led us to the present circumstance. 

Throughout this essay we call these assumptions grand “articles of faith.”10 Left 
unexamined, these articles of faith are leading us to a world in which we face an 
insurmountable number of unmitigable risks. There are many such articles of faith; we 
start with three. 

Digital Versus Physical Environment 

The first article of faith is the notion that the distinction between the digital and 
physical environments is both real and meaningful. Put in simpler terms, the idea is that 
because it once made sense to separate the digital from the physical, it makes sense to 
continue to do so.  

The more digital technologies we adopt, the more of our actions are digitally captured 
and transmitted, meaning that, at minimum, it has become inconceivable to “opt out” of 
the digital world. At maximum, this means that our activities are as much digital as they 
are physical, if not more so.  
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A few examples:  

Researchers have demonstrated the ability to detect heart and breathing rates through 
wireless internet signals, meaning that anyone within range of a wireless router is, 
theoretically, exposing their vital signs to surveillance.11 

Or take smartphones, which are now a necessary part of life for many of us.12 The 
simple act of keeping a cell phone powered-on over time creates a real-time map of the 
owner’s activities, which can be tracked by third parties to determine who they are and 
what they are doing (both online and off).13  

Indeed, even the activities we take that are not digitized—such as refusing to join a 
specific social media network—can reveal unintended, personal information that most 
would not intuitively think of as digital. Researchers have proven, for example, that they 
can infer who an individuals’ friends, family, and professional contacts are based on the 

social media activities of those around them—
even when an individual explicitly refrains 
from taking part in any one specific platform.14  

All of which, in turn, means that there is no 
such thing as the purely “digital” world in 
practice. As digital activities become more 
important, and as data collection becomes 
increasingly pervasive, the once-bright line 
between digital and physical no longer 
exists.15 It is more and more common, for 
example, for cyberattacks themselves to 
create direct physical repercussions, as when 

a ransomware attack on a hospital allegedly led to a patient’s death,16 or when the 
NotPetya wiper collapsed global supply chains17—the list is long and growing fast.  

It no longer makes any sense, in other words, to think that simply because the dangers 
of software are embedded in code, that such dangers are somehow less consequential. 
To imagine that we can still separate the digital from the physical is to ignore the most 
inconvenient truth.  

Malthus’s Grand Lesson 

Over two centuries ago, an economist and cleric named John Malthus predicted that the 
human race would soon grow to a size that was unsustainable—that we humans 
would cease to be able to feed ourselves given existing environmental constraints and 

“As digital activities 
become more important, 
and as data collection 
becomes increasingly 
pervasive, the once-bright 
line between digital and 
physical no longer exists.” 
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associated crop yields. Using deeply convincing arguments, Malthus showed how the 
human population grows exponentially over time while environmental resources grow 
linearly. In other words, huge portions of humanity were destined for malnourishment, 
famine, and ultimate extinction. 

What Malthus did not know was that technology would prevent his apocalyptic 
predictions from coming true: the steam engine would make supply chains more 
efficient, enabling faster movement of goods across wider areas; developments in 
agricultural techniques would increase food yields without requiring more land; 
eventually, fertility technologies themselves, such as contraceptives, would enable more 
conscientious family planning for those who could access them. 

The fact that Malthus was wrong—indeed, horrendously wrong—was largely due to 
technologies whose development he was unaware of and whose success he could not 
foresee. That dynamic has given rise to the second, central article of faith for most 
inhabitants of the industrialized world: that there is no problem that technology cannot 
fix. No matter how big the problem, the right technology—humanity’s ability to 
collectively fashion objects into tools—will solve it, given enough time and the proper 
incentives. Mother Necessity will reliably birth inventions as required. Or so such 
thinking goes. 

This approach to technology is on display everywhere. Bill Gates, the founder of 
Microsoft, has stated that the only way to combat climate change lies in developing 
entirely new “green” technologies.18 It underlies the now-commonplace claims that 
artificial intelligence will solve humanity’s biggest problems, from cybersecurity to 
disease. Indeed, it forms the foundation for modern economic theory, which assumes 
constant growth through limitless innovation—or, in other words, an infinite sequence 
of new technologies being invented to meet our needs.19  

As Ronald Reagan once expressed it: “There are no great limits to growth because 
there are no limits of human intelligence, imagination, and wonder.”  

To which we raise the obvious question: What if these assumptions are wrong?  

What if there is a point—a breaking point—where the problems we face cannot be 
solved by new technologies? And, furthermore, if this is a possibility, how would we 
know when we were nearing that point of inflection?  

Stated more broadly, this assumption has led us to a world in which technology solves 
one problem, only to create another, to which we apply a new technological fix, ad 
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infinitum. If technology broke it, in other words, then more technology must be able to 
fix it, whatever it was that was broken and whatever the resources required.20  

There are, however, some problems that simply cannot be solved by new tools or 
technologies.21 To readers who might object to this truth, we have only one response: 
welcome to reality. You may not like its limitations or its dictates, but your feelings are 
beside the point. 

Limitless Growth, Limitless Innovation 

An expectation of limitless growth assumes limitless innovation—that is, innovation 
driving positive feedback loops within itself. Should your desire be limitless growth then 
debating limits to growth is futile; limits would only harm the overall aim of growth.  

From this standpoint, one might say that we face a binary choice between free-running, 
limitless innovation on the one hand and enforced stasis on the other.22 Any constraint 
placed on innovation will toy with those positive feedback loops. We will never know 
what might have been had we not held back.    

Let’s start with some examples of this approach to illustrate our point. Here is how Jeff 
Bezos, among the most influential voices in the technology industry, views the problem 
of limitless innovation: 

Earth is finite, and energy usage has grown so much that it will soon . . . strain 
the resources of our small planet. That will leave us with a choice: accept static 
growth for humanity or explore and expand to places beyond Earth.23 

Bezos’ argument posits a binary choice: embrace limitless growth and, therefore, the 
need to conquer the universe, or constrain growth and thereby conserve our 
environment. (If the former sounds like the outlook of an alien species bent on 
consuming the universe’s natural resources without end, everything in life is a matter of 
perspective.24) 

It is worth, of course, stating that this outlook is about much more than space travel—
yes, it touches on traditional environmental concerns, but also deeply technological 
ones as well. The idea of a “carrying capacity” is relevant not only to humankind’s 
extractive interaction with a finite planet, but is also a general inference about how 
much perturbation an ecosystem can endure without an extinction event.  

Indeed, there is a direct link between the economic assumptions demanding endless 
growth and the specific technologies that shape the digital world. One of the main 
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economic models shaping venture capitalists’ approach to new technologies, for 
example, is explicitly focused on the ability of new inventions to be monetized and 
pumped into an ever-expanding market.25 The very idea of an “information economy” 
was inspired by this approach to new technologies.26  

The same assumptions famously hold true for physical hardware, not just software. 
Moore’s Law long defined the computing industry’s expectations for transistors, that 
the density of transistors on a microchip doubles every two years. This has, more or 
less, held true for the last five decades, and is based on the assumption that growth—
and in this case, microchip innovation—can and will continue.27 

It may seem obvious, but these assumptions drive everything from the $200 billion 
invested in early-stage startups last year, to the 932 billion microchips manufactured in 
2020.28 Without endless growth, there would be a limit—at least in theory—to the 
production of both digital and physical goods. 

Indeed, change through innovation has become not just the mantra of the dissatisfied, 
but the core source of the adhesion between investors and technologists. Fast change 
is what births first mover advantage. Fast change promises to level the playing field 
between incumbents and upstarts.29 Fast change is paranoia-inducing.30 Fast change 
makes short-term thinking the only way to fly.31 

The technology treadmill is perpetual, and we are to keep running on it, all of us, lest 
we fall over. Cue the Red Queen.32 

And now we focus on risk: attempting to make safe, or even understand, a code base, a 
set of hardware components, or any environment is made difficult in proportion to its 
rate of change.33 If that environment is constantly and rapidly expanding, its complexity 

and interdependencies ever increasing, then 
managing such risks becomes asymptotically 
impossible—rebuilding the landing gear while in 
flight, so to speak.34 Sure, we can make progress 
around the edges, but the game of risk 
management is lost by definition before it even 
begins.  

By now, it should be clear that the problem is 
environmental in that term’s broadest sense: we cannot protect a set of resources we 
do not understand, whose complexity surprises even the most well-resourced actors, 
whose interdependencies are discovered only when deployed, and whose individual 
criticality is due not to design but rather to the simple calculus of mass adoption. We 

“By now, it should be 
clear that the problem is 
environmental in that 
term’s broadest sense.” 
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are, in a very profound sense, unsafe for as long as we live in an environment that we 
cannot quantifiably secure. And if we are unsafe now, our insecurity is destined to grow 
with each increment of complexity.35 

We are addicts, all of us, adopting ever more technologies that cannot save us from the 
dangers they create. It is our articles of faith, each one of them, that have left us in an 
environment we cannot control, little less hope to secure.  

2. What to Do?

Are there alternatives to limitless growth? Does the binary choice between stasis and 
innovation preclude a third way? 

We have deep, it seems, and serious problems in the world of technology. For readers 
who have made it this far in this essay, that much is clear. The question, then, is how 
the assumptions we describe above combine to create the risks that are jeopardizing 
our environment. More to the point, what are we to do about them once discovered?   

But first, two disclaimers: To begin with, the recommendations we make in this section 
are national in flavor—while all environmental threats are global, all politics are, as they 
say, local, which forms the reasoning behind our focus on the United States. We are 
under no illusion, however, about the scale and scope of the problems we describe. For 
that reason, it is worth emphasizing that the solutions to these issues must be global in 
the fullest sense.  

Just as the global environment does not distinguish between jurisdictional boundaries, 
digital threats cut across, and in many ways transcend, national boundaries as well.  

Second, the problems we describe—our assumptions about limitless growth, our 
increasingly mistaken distinction between physical and digital, our unwavering belief in 
the power of new technologies to ameliorate our woes—cannot be solved by focusing 
on digital problems alone. These same issues are also deeply intertwined with broader 
assumptions about economic growth and societal development.36 Indeed, the idea of 
limitless innovation fueled by limitless resource extraction, leaving long-term 
environmental externalities unaddressed, is one of the organizing principles of modern 
society. If we are to truly course correct, then, these broader issues must also be 
confronted.  

That said, however, we leave the larger work of questioning these cultural assumptions 
to others—and not just for convenience’s sake. We focus here in this paper, and in the 
remaining sections, on what we know best: digital technology and its shortcomings.37  
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What Really Ails Us? 

At this point, it is worth reminding readers that we are both technologists. Technology 
can be, and very often is, a good thing—improving the way we communicate, access 
and process information and the like. There is much to be optimistic about; this 
optimism explains why the two of us have dedicated much of our lives to digital 
technologies.  

The problem has less to do with digital technologies themselves than it does with their 
relation to the broader environment and the articles of faith, outlined above, which 
shape that environment. Indeed, the fundamental issue at hand is how the assumptions 
we described in Section 1 distribute risks across actors, applications, and devices.  

Digital technology is cheap to create and costly to clean up. This leads us to a world in 
which a new device is always worth more than a refurbished one; where new, 
backward incompatible software is incentivized over improving existing code; where AI, 
churning out endless predictions from a growing body of data, is viewed as inherently 
more valuable than static logic even if applied to the same problems because it is newer 
tech. If technology is good and limitless growth is the goal, the new will trump the old 
every time.38  

The long-term implications to the environment do not stand a chance against the short-
term worship of the new. Engineers have long had this dictum: “Fast, cheap, reliable—
choose two.”  

A recasting of this dictum seems now to be in order. 

Indeed, the risks of ever more and ever newer are all-too-frequently dispersed to those 
outside of any short-term transaction. It is not the software maker or the software 
purchaser who need to worry about end-of-life issues for much of the code that is 
used. By the time a problem emerges, the maker and the buyer will have moved on to 
newer things, selling, for example, their application to a bigger company (in the case of 
the vendor) or disposing of or giving away the device itself (in the case of the 
consumer).  

Instead, vulnerabilities in the code or artifact become absorbed by the broader digital 
ecosystem, like microplastics washing into the ocean. The “environment” is expected to 
deal with the externalities of the transaction at no cost to the immediate parties. This is 
the moral hazard of the digital world, explaining why a huge percentage of data 
breaches are caused by third party vulnerabilities.39 
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This type of interdependence forms the root of systemic risks. When interdependence 
rises, risks become transitive though benefits do not—a common dependency does not 
inherently create a common benefit.40 The positive feedback character of digital 
innovation causes those on the leading edge of adoption to have different risks from 
those who are laggards. Attacks go where exploitable targets concentrate; one or two 
versions behind “current” is probably the most dangerous place to be for widely used 
code.  

A digital world marked by both growing interdependence and quickening change 
cannot be predictable enough to be understood, nor understood enough to be 
predictable.41 

Fixing Our Problems 

If it seems we are arguing that the sky is falling, we are not. If it seems we are arguing 
that our problems are so profound, and their causes so deep, that there are no easy 
fixes, we are. But there are fixes we can adopt nonetheless. 

What, then, do we advocate in the face of 
such dangers?  

Put simply, we must embrace a practical form 
of environmentalism more widely and apply 
its tenets to the digital world.42 At its core, this 
means applying limits—limits to how we 
engage with the environment and ensuring 
that risks are distributed across space and 
time in a way that can be said to be both 

intentional and consistent with the values we claim to hold. Innovation without limits 
cannot, by its very nature, be sustainable, meaning that growth without end is itself an 
unmitigable risk.  

So what, in practice, might these limits look like? There are many forms of 
environmentalism that might be applied to the digital world. We outline three core 
tenets of one approach, knowing full well that our recommendations are merely an 
outline of what is needed. 

“Put simply, we must 
embrace a practical form 
of environmentalism more 
widely and apply its tenets 
to the digital world.” 
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Enter the Digital Safety Administration? 

If placing limitations on the digital world is, as we argue, the most important step in 
reasserting control over our environment, then there must be an entity capable of 
enforcing such limits to begin with.  

Dispersed enforcement, of the kind we are all too familiar with in the United States, will 
not suffice. Software systems are simply too pervasive to put our stock in a piecemeal 
approach where one entity regulates a specific sector, and another regulates another. It 
is foolish, therefore, to divide the regulation of software between the Food and Drug 
Administration, the National Highway Traffic Safety Administration, the Federal 
Deposit Insurance Corporation, et cetera, et cetera, all the while expecting a coherent 
outcome.  

If there is to be efficacious software regulation, expertise and resources must be 
concentrated in a single agency or actor, one capable of supervising, standard setting, 
and enforcing regulatory actions against purveyors of digital risk.43 As to whether that 
agency is new or old, we have no preference. The Federal Trade Commission has a long 
history of supervising new technologies; clarifying its enforcement powers over 
software writ large, rather than simply unfair and deceptive practices in general, might 
do the trick. Neither would we object to a new agency—perhaps entitled the Digital 
Safety Administration—with sole authority for supervising the creation, maintenance, 
and decommissioning of code. 

This entity would have a long list of critical tasks. High on that list must be public audits 
of code, which would encompass the review and testing of portions of software 
systems to ensure that they are free from detectable errors or vulnerabilities, just as 
foodstuffs are audited for the presence of trace poisons. Audits of this sort might even 
parallel financial audits, where a provider generates its own audits and asserts its bill of 
health to the regulator in a binding fashion. There are many ways to engage in such 
audits; the methods matter far less than the fact that audits are mandated and occur in 
practice.44 

Here we point to a key limitation: the digital world is far too large for direct supervision 
of every line of software that is deployed. That is true today, and the codebase of 
cyberspace will only grow over time—making this problem even more acute in the 
future. We are clear eyed about the obstacles confronting this type of supervision.  

But these limitations need not impede the type of oversight that we are calling for. 
Regulatory agencies in the United States and elsewhere have long operated within 
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such asymmetrical enforcement environments, where regulatory resources are 
significantly limited in comparison to the market each agency supervises. The Internal 
Revenue Service, for example, need not audit every taxpayer filing to ensure that most 
entities pay their taxes on time and in reasonably good faith; it need only audit enough 
taxpayers that the chances of an audit for each individual are not entirely negligible.  

The same should apply to the software overseen by such an agency. It need not even 
audit entire codebases; a carefully selected sample set of code would do. Where errors 
or negligent development practices are detected, penalties should ensue and with 
enough regularity that no one entity or program can confidently ignore the 
consequences of violations.45 And just as the IRS depends on the factual record-
keeping of those it regulates, software providers could have factual record-keeping 
duties.46  

When it comes to digital versus physical environmentalism, it is also worth stressing 
that digital environmentalism has upsides that physical environmentalism does not—
making a Digital Safety Administration easier to implement in practice than its analogs 
in the physical world.47 In the digital world, for example, risk distribution is a much more 
intuitive task precisely because cyberspace is by itself an artificial construct. Every piece 
of the digital fabric, so to speak, was created by a human in some particular time and at 
some particular place. That human can be held responsible. Assigning an agency 
responsibility over risk distribution, and enforcing its mandate, is therefore a more 
straightforward task for digital risks.48 

Three Principles for Sustainability in Cyberspace 

Beyond audits of code, the enforcement of limitations on cyberspace must also be 
premised on clear principles of sustainability, by which we mean a few things. First is 
ensuring incentives for reuse. If we are to protect an environment defined by its 
finitude, we must, as a society, be able to justify the creation and use of new materials. 
If a device or application is new, its utility should therefore be a dramatic improvement 
on what preceded it. We cannot, in other words, adopt the new for the sake of novelty, 
generating unnecessary risks and waste without sufficient collective benefit.  

Instead, we must be intentional about the utility of the materials that we use and the 
tools we adopt in relation to their risks. This runs counter to the all-too-common 
development process, where security is added on if and only if the software system 
finds a market sufficient to justify the cost of security. As with other matters of 
regulation, the impact of market concentration will itself be part of the regulator’s 
oversight.49 
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This means that, as a rule, developers should be incentivized to update existing code 
rather than to start from scratch. New libraries should be separated from old ones; 
longevity should not simply be a virtue in theory, but a benefit in fact. It should 
therefore cost less to reuse something that already exists than to create something 
new.50 

There are a number of ways to achieve these goals, each with distinct downsides but 
each, also, attempting to serve the same ends: there could be some type of tax on new 
materials, levied in proportion to the risks such materials generate; there could be 
reduced liability for items that incorporate existing materials, such that if an audit of the 
type we described above were to occur, the penalties for any violations would be 
reduced; there could even be public funding devoted to sustaining the types of 
materials that already get used over and over again, such as open-source libraries or 
the refurbishment of old devices.51 This list is far from comprehensive. Our point is that 
we have many options, but have not come close to attempting—little less exhausting—
a fraction of them.52  

Second is mandating limits on the lifetime of unmaintained code. Longevity is indeed a 
benefit, but only if that longevity is not synonymous with neglect. All too often, old code 
is bug-ridden when forsaken, meaning that its very use poses risks to the broader 
environment it is deployed within. Just as the world is awash in trash that does not 
biodegrade, the digital world is awash in artifacts whose neglect renders them both 
immortal and unfixable. 

If, in fact, digital ephemera are more like milk than wine,53 as we contend—needing a 
kind of refrigeration and enforceable use-by dates—there are a host of requirements 
we might implement to mitigate their dangers: placing limits on the lifetime of 
unmaintained code and hardware, for starters, but also mandating auto-updates (the 
digital world’s equivalent to product recalls), ongoing penetration testing, well curated 
and verifiable deployment inventories, software bills of materials, testable reachability 
guarantees for remote management interfaces, and more. 

Above all, however, should be the requirement that abandoned code must be subject to 
legally binding forfeiture processes.54 Fines, for example, should be levied for software 
that is left unpatched but deployed in live environments. The longer the neglect, the 
steeper the penalty should be. As we have asserted elsewhere, if a device has an IP 
address, it must either accept updates or have a finite lifetime.55 Retire or repair 
unmaintained code—there must not be a third option.56 
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We note that there is no contradiction between our argument for the conservation of 
existing code and for the forcible retirement of code that is no longer well-maintained. 
Both requirements can, in fact, be met, simply by ensuring that the code that is 
deployed is kept serviceable, and that new code only be deployed when justifiable. We 
should strive to sustain both the code we deploy and the devices software lives on.57  

Third is the notion long relied upon by the information security community, which is the 
use of red teams—or using third parties to identify vulnerabilities and risks that would 
otherwise be left unaddressed. Risk, after all, is a matter of perspective. It is hard to 
have the right perspective when focusing on speeding up the time to market, just as it 
is hard to assess a product for shortcomings when your promotion depends on its 
success. Some call this accountability; we call it a form of necessary quality control.  

This means that entities who are not responsible for commercial success must be 
required to assess software for risks. Such entities may be external third parties; they 
may also be independent developers within the same organization that developed the 
code. The regulatory framework governing the use of algorithms in finance even has a 
specific word for this type of review: effective challenge.58 The Federal Trade 
Commission already encourages these types of accountability mechanisms.59 Whatever 
we call it, the idea is not new. The key lies in incentives: ensuring that software is 
reviewed for errors by reasonably independent parties, before it is deployed, will serve 
as a bulwark against the types of errors that can lead to catastrophic risks.  

And here we add one note: by software, we mean all software. If it is connected to 
other devices or systems, that code is part of the digital environment and therefore 
poses collective risks. Just like littering in public, fines must accompany harmful 
behavior so as to incentivize the good. 

The Buck Stops . . . Somewhere 

The current, entirely pervasive use of disclaimers in end user license agreements must 
end. It is all too common in the digital world to waive nearly all liability when selling or 
distributing code—a fact that is beneficial for its purveyors but harmful for everyone 
else.60  

Here, for example, is how WhatsApp, one of the most used applications on the planet, 
describes the guarantees it provides for its code: 

We are providing our services on an “as is” basis without any express or implied 
warranties, including, but not limited to, warranties of merchantability, fitness for 
a particular purpose, title, non-infringement, and freedom from computer virus or 



Center for Security and Emerging Technology | 18 

other harmful code. We do not warrant that any information provided by us is 
accurate, complete, or useful, that our services will be operational, error free, 
secure, or safe, or that our services will function without disruptions, delays, or 
imperfections.61 

This language is hardly unique to WhatsApp or its parent company Meta. Anywhere 
someone is using software, this type of waiver is likely in effect, meaning that the 
creators of the digital world are largely unaccountable for the harms their activities 
create.62  

What other service or product is so impactful and yet so fancy free? 

The answer is none. Nearly every other industry is held to higher standards and 
therefore remains more accountable for their activities.63 But because the digital world 
is viewed, mistakenly, as inherently different from the physical world, and because 
incentive structures reward fast development of new code, digital technologies receive 
a free pass. How exactly this revocation should occur in practice, we leave to others. 
Much like the history of liability in the automobile industry, there are myriad ways to 
limit these types of disclaimers, from regulatory activity at the federal, state, or local 
levels to increased scrutiny by the courts.64 

If we are to protect the digital world, this free pass must be revoked. For this reason, 
there must be meaningful limitations on what liabilities software developers can waive, 
and in what circumstances.65 

Technology’s Environmental Paradox 

The momentum is against us; we readily admit that fact. The assumptions we 
described in Section 1 are deeply held and even more deeply ingrained. It will take 
significant commitment if we are to reverse these trends and to create a more 
sustainable digital world. 

And yet so, too, are the stakes high. We now 
deploy code for almost every activity, and we 
are fast approaching a world where major 
portions of the software we rely on are 
incomprehensible and bug-ridden. 

A litany of failures therefore awaits us—
exploited by nation states, criminal 
enterprises, or simply arising by 

“We are fast approaching a 
world where major portions 
of the software we rely on 
are incomprehensible and 
bug-ridden.”  
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happenstance. This is a world full of failures we cannot afford, undermining the trust 
and reliability of the systems we use in finance, healthcare, and beyond, and 
jeopardizing the environment in which we now live.  

But these types of failures cannot remain inherent if we are to maintain a baseline 
sense of security in both the digital and physical worlds. This means that we are only 
secure to the extent that we can respond to failures when they arise. Silent failures, on 
the other hand, create vulnerabilities we cannot, by their very nature, address. 

All of which leads us to a fundamental paradox: the only way to protect the technology 
we create is to protect the environment in which it is deployed. And the only way to 
protect that environment is to place limits on the creation and use of that very same 
technology. 

Meaning that we, as digital environmentalists, are on the same side as all of those who 
argue in favor of limitless innovation. Only by prioritizing the long-term sustainability of 
our environment can we truly reap the short-term benefits of the tools we create. 
Technology and the environment cannot be disentangled, in other words, for the same 
reason that the digital is now the physical for all practical purposes.  

Sustainability must not therefore be a catchphrase, or a marketing ploy, but a practical 
method to ensure that innovation does not lead us to catastrophic risks. Otherwise, we 
jeopardize both the environment we live in and the very technology we prize. 
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